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Abstract

Because of the difficulty of adequately simulating large digital de-
signs, there has been a recent surge of interest in formal verification, in
which a mathematical model of the design is proved to satisfy a pre-
cise specification. Model checking is one formal verification technique.
It consists of checking that a finite-state model of the design satisfies
a specification given in temporal logic, which is a logic that can ex-
press properties involving the sequencing of events in time. One of
the main drawbacks of model checking is the state explosion problem.
This problem occurs in systems composed of multiple processes execut-
ing in parallel; the size of the state space generally grows exponentially
with the number of components. This thesis considers two methods for
avoiding the state explosion problem in the context of model checking:
compositional verification and abstraction.

In compositional verification, our goal is to check local properties
of the components in the design, deduce that these hold in the global
system, and then use them to prove the overall specification. With ab-
straction, we can hide internal state, replace complex data types with
simpler abstract ones, or simplify some of the timing behavior of the
components. Using a connection between the abstracted and unab-
stracted systems, we deduce that whatever properties we prove at the
abstract level also hold in the original system. We develop the nec-
essary framework for using these two techniques with model checking,
and demonstrate via a number of examples how they can be applied to
realistic systems. Our largest example is the cache coherence protocol
described in the IEEE Futurebus+ standard. In the course of the ver-
ification, we found errors in the standard, and proposed fixes for the
protocol.
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Chapter 1

Introduction

With society's increasing reliance on digital systems comes an increased
emphasis on their dependability. Design errors can lead to serious fail-
ures, resulting in the loss of time, money, and, in some cases, lives.
Further, even when an error is discovered during the design cycle, large
amounts of effort can be required to correct the problem, especially if
the error is found late in the process. For these reasons, we need meth-
ods that enable us to validate designs as early as possible. Traditionally,
simulation has been the main debugging technique. However, because
of the increasing complexity of digital systems, it is rapidly becoming
impossible to simulate large designs adequately. For this reason, there
hlas been a recent surge of interest in formal verification. In formal
verification, a mathematical model of the design is compared with a
formal specification describing the correctness criteria for the design.
The verification is exhaustive: all possible behaviors of the model (and
its environment) are considered. Further, the model of the system can
be highly abstract, making it possible to check properties of a design
during the earliest stages of its development.

Most formal verification methods fall into one of two classes. In
proof-based methods, the designer constructs a mathematical proof, per-
haps with the aid of some automated support, that the model meets
its specification. Because the full power of mathematics is available,
smuh techiuiq ies are very flexible. It is possible to model systems at
almost any level of detail, and to prove properties of entire classes of
systems. The main drawback of such methods is that they require a

11



12 CHWAPTER 1. INTRODUCTIOX

large amount of sophistication and effort on the part of the user. In
contrast, state- txploration methods restrict the model to be finite-state
and use state space search algorithms to check automatically that the
specification is satisfied. Further, if the specification is false, then a

counterexample trace can be produced to show the user why this is
the case. This counterexample is invaluable in debugging the problem.
The state-exploration methods require less expertise to use, but they
do have some drawbacks. The most serious of these is the state ex-
plosion problem. This problem arises in systems composed of multiple
components operating in parallel: the total number of states in the

system generally grows exponentially with the number of components.
This thesis is concerned with methods for attacking the state explosion
problem.

The particular type of state-exploration method that we will be
considering is called temporal logic model checking. Temporal logic is
a logic for specifying how propositions change over time without intro-
ducing time explicitly [821. It is a convenient formalism for specifyinig
reactive systems (systems whose correct behavior is defined in terms of
their interaction with an environment, rather than, e.g., their output
upon termination) [75, 761. In typical temporal logics, we have access to
temporal operators such as "always" or "eventually". These operators
can be nested, allowing us to express complex conditions. For example,
we can specify that every time p is true, then at some later time q must
be true by: "always, if p then eventually q". Temporal logic has been
used extensively for specifying and verifying properties of hardware,
starting with the work of Malachi and Owicki [66] and Bochinann [8],
and most of our examples will be drawn from the area of computer
hardware. Early verification was done by manual proofs, and as a re-
sult only very small systems could be checked. Further, the process was
time-consuming and error-prone. (In fact, when Bochmann "verified"
an arbiter design due to Seitz [83], he had to make some simplifying as-
sumptions to make the proof manageable, and in the process, he missed
a bug that was later found by Dill and Clarke [441.) The introduction
of model checking procedures by Clarke and Emerson [271 and Quielle
and Sifakis [801 was the first step towards being able to handle more
realistic designs. In model checking, the design under consideration is
described by a finite-state transition system, and an algorithm is used
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to verify that this system satisfies the specification. The use of model
checking made it possible to find errors in nontrivial circuits which had
been carefully designed [15, 44].

1.1 Scope of the Thesis

We discuss two main methods for avoiding the state explosion problem
in the context of temporal logic model checking: compositional verifica-
tion and abstraction. The goal of compositional verification is to try to
take advantage of a given decomposition of the design into a number of
components running in parallel. In our approach, this wil! mean that
instead of forming the composition explicitly, we reason about small
groups of components and then use the "local" properties that we veri-
fied to check the global specification. In abstraction, we try to simplify
our models by hiding details. Verifying the simplified models is gener-
ally more efficient than checking properties of the original ones. When
using abstraction, we must establish a relationship between the abstract
models and the original ones, so that correctness at the abstract level
will imply correctness for the original system. Abstraction can take
many forms: we may hide parts of the system state, approximate com-
plex data types with simpler ones, or simplify the temporal behavior
of the design. In both cases, we are taking advantage of information
about the design in order to simplify the verification task. Successful
use of compositional verification requires some idea of how parts of tne
design contribute to satisfying the given specification. When using ab-
straction, we must balance the desire to hide information with the need
to be able to prove the specification. This knowledge about the design
must come from the person performing the verification.

The principle contributions of this thesis are as follows:

1. A method for constructing compositional verification systems us-
ing different types of temporal logic, and a particular composi-
tional verification framework based on the logic CTL.

2. Methods for using abstraction within the above framework. We
consider techniques for hiding state, abstracting data values, and
abstracting complex timing behavior. We also develop ways of
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efficiently producing the abstract mod(lels without explicitly coll-

structing the unabstracted ones.

3. Ways of using symbolic parameters together with the above meth-
ods. Symbolic parameters essentially allow us to verify entire
classes of properties or classes of systems simultaneously. In prac
tice, the complexity of this verification is usually not much greater
than the complexity of verifying an individual member of the
class. We demonstrate how the use of symbolic parameters can
greatly increase the power of our abstraction and compositional
verification techniques.

4. Verification of part of the IEEE Futurebus+ standard [59]. We
show that our techniques are practical by using them to verify
the Futurebus+ cache coherence protocol. The verification is of
independent interest as well, since we discovered errors in the
IEEE standard.

1.2 Related Work

1.2.1 Temporal logic

There are a variety of temporal logic model checking proce(dires using
a number of different logics [12, 27, 28, 33, 45, 64, 80, 92, 91. 95].
We will be concentrating on one particular logic, CTL [27]. and one
particular model of computation, but many of the ideas that we discuss
are applicable to other logics and models. In contrast to our work,
traditional model checking algorithms have dealt with the problem of
determining whether a closed system satisfies a given specification. Part
of our compositional verification framework is a tableau construction
relating formulas in our logic with finite-state processes. It has a flavor
similar to other tableau-like constructions [5, 24, 27, 46, 6-1, 78, 92. 95].

1.2.2 Efficient state-space search procedures

Much of the recent interest in fort I verification methods has arisen
from powerful techniques for searching large state spaces. By using
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binary decision diagrams (BDDs) (or more precisely, rdeduced, ordered
BDDs) [11, 17, 181 to represent transition systems and state sets, it is
possible to explore regular state spaces with extremely large numbers
of states [4, 9, 22, 23, 24, 36, 37, 38, 47, 48, 67, 89]. Partial-order ap-
proaches attempt to cut down the search space by ignoring irrelevant
interleavings of concurrent events in asynchronous systems [.50, 67, 79,
90, 91]. All of these methods are useful for reducing the state explo-
sion problem, but they are largely orthogonal to the methods that we
consider. We do, however, make extensive use of the BDD-based tech-
niques. They provide a powerful and flexible symbolic manipulation
facility for working with sets and relations over finite domains. (A brief
sunmmary of BDDs is giyen in appendix A.)

1.2.3 Compositional verification

In this subsection, we survey methods designed to take advantage of
the decomposition of a system into processes in order to simplify verifi-
cation. Local model checking algorithms [33, 86, 94] based on logics like
the propositional t-calculus use a tableau-based procedure to deduce
that a specific state (the initial state of the system) satisfies a given
logical formula. The state space can be generated as needed in such
an algorithm, and for some formulas, only a small portion of the space
may have to be examined. Thus, by having a representation in .erms
of a set of components and producing global states only when required,
it is sometimes possible to save significant time and space. The main
drawback of these algorithms is that often tile entire global state space
is generated (for example, when checking that a property holds at every
reachable state).

Winskel [93] proposes a method for decomposing logical specifica-
tions in the propositional it-calculus into properties which the com-
ponents of a system must satisfy for the specification to lhold. The
approach is appealing, but as might be expected, dealing with paral-
lel composition is difficult. In our work, it is up to the user to derive
appropriate specifications for the individual components.

Graf and Steffen [51] describe a method for generating a reduced
version of the global state space given a description of how the sys-
tem is structured and specifications of how the components interact.
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Clarke, Long and McMillan [31., 32] describe a similar attei. nt. Both
methods will still produce large state graphs if most of the states in the
system are not equivalent, and much of the verification must be redone
if part of the system changes. Shtadler and Grumberg [84] show how
to verify networks of processes whose structure is described by gram-
mars. In this approach, which involves finding the global behavior of
each component, networks of arbitrary complexity can be verified by
checking one representative system. For many systems, however, the
number of states may still be prohibitive. While all of these methods
do take advantage of the process structure, they are still constructing
some form of a global state graph.

Compositionality is one of the main motivations behind the work on
process algebras [7, 55, 57, 71]. By using equivalences or preorders, it is
possible to construct hierarchical proofs of correctness of systems. At
each stage, a small group of components is combined, internal actions
are hidden, and the product is reduced. There are also links between
the. equivalences and preorders and various modal logics [55. 56]. One
of our original approaches to compositional verification had much the
same flavor: it was based on an equivalence between processes and a
relationship between logical satisfaction and the equivalence [31].

Trace- and language-based methods [21, 43, 62] also support com-
positional verification. These methods are based on inclusion between
sets of traces or sets of strings, and hence provide a natural framework
for doing hierarchical correctness proofs. The approaches generally use
linear-time semantics, while we will be concentrating on branching-time
semantics and specifications in a temrporal logic.

In 1984, Pnueli proposed the assume-guarantee paradigm for reason-
ing about concurrent systems [77]. In Pnueli's framework, we reason
with triples or the form (•)M(i), where ýp represents an assumption

about the environment of M, and 0 is a guarantee about what will be
true when this assumption holds. This approach is a powerful method
for reasoning aboiit concurrent systems. Pnueli used Iinear-time tempo-
ral logic (LTL) and a shared-memory process model. As most of our ex-
amlhles come from the hardware domain, this form of communication is
not particiularlv appropriate. lHowever, we woild still like to be able to
,,s. the ass,,me-guarantee paradigm. Our goal in chapters 2 and 3 will

be to adapt the paradigm to a more traditional state-machine model.
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We also demonstrate the practical value of the approach on a significant
example, the Futurebus+ cache coherence protocol.

Josko [601 has developed a compositional verification methodology
based on nTL. In his approach, specifications are given in a restricted
form of CTL (essentially ACTL, as considered in section 2.5). As-
sumptions about the environment are given by a class of LTL formulas
that are also expressible in ACTL. He gives an algorithm for check-
ing whether a formula holds for a state machine given an assumption
about the environment. The algorithm is based on labeling proce-
dure that annotates states with subformulas of the specification and
derivatives [19] of the assumption. The system does support assume-
guarantee style reasoning. However, the algorithm is fairly ad hoc, the
set of assumptions that can be expressed is restricted, and the method

is not suitable for hierarchical verificacion or for using finite state in-
duction techniques [63, 97]. Our approach does not suffer from these
drawbacks.

Shurek and Grumberg [85] describe criteria for obtaining a com-
positional framework, and illustrate the idea using CTLý with only
universal path quantifiers. This system is closest to the work presented
in chapters 2 and 3. However, they give no provisions for handling fair
ness efficiently, using formulas as assumptions, or supporting temporal
reasoning. For completeness purposes, models in their system are also
a-ssociated with a fixed decomposition into components. Their overall
focus is on proof systems and general aspects of modular verification,
while ours is on demonstrating that these ideas are practical and can

be used to simplify the verification of real systems.

1.2.4 Abstraction

Our main goal in using abstraction is to verify systems that manipu-
late data in nontrivial ways. Recently, symbolic model checking tech-
niques [23, 24, 39, 67] have been used to handle circuits with data paths.
The symbolic representations are able to capture much of the regularity
in typical data manipulations. However, these methods are still unable
to deal with some systems of realistic complexity. Our methods are
designed to complement these techniques.

Wolper [96] has described how to use model checking to verify data
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independent systems. These are systems where the stored data values
do not affect the course of the computation. For example, a protocol
whose only function is to move data from a sender to a receiver (with no
error checking, etc.) is typically data independent. Model checking for
such systems can be done using only the control structure; the data can
be abstracted away entirely. Unfortunately, many interesting systems
are not data independent. In contrast, our techniques can cope with
systems that are not data independent.

Van Aelten et aL. [11 discuss a method for simplifying the verifi-
cation of synchronous processors by abstracting away the data path.
Their technique is to derive correctness conditions for the control cir-
cuitry by using a schedule of data path operations in the form of a
signal flow graph (SFG). The data path is verified in a separate step.
Claesen et aL. [25] also discuss techniques for verifying digital signal
processors against SFGs. These procedures are very specialized and
efficient, but they cannot handle general properties: in a sense they
just compare the control circuitry with the property specified by the
SFG. Fujita [49] describes a method for verifying circuits with data
paths by translating temporal logic specifications for the whole circuit
into specifications involving only the control circuitry. In all of these
approaches, dealing with feedback from the data path to the control
circuitry is somewhat awkward. Corella [35] discusses a method for
verifying circuits with data paths against algorithmic-level specifica-
tions. His approach involves constructing a state graph in which the
data register values are terms built from variables and uninterpreted
function symbols. The actual data path elements are verified sepa-
rately. The method is not guaranteed to terminate, and it may give
false negatives due to properties of the data path operations, but it
has the advantage of being independent of data path width. It is not
clear that it can be implemented using BDD-based representations, so
it may not be able to handle circuits with complex control logic. Our
use of symbolic parameters together with abstraction does not allow us
to separate completely the control and data paths, but it does greatly
simplify the verification. Further, our approach handles general prop-
erties and feedback from the data path to the control with ease.

Kurshan [62] did much of the pioneering work on using abstrac-
tion to verify finite-state systems. His approach has been automated
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in the COSPAN verification system [53, 54]. The basic notion of cor-
rectness is one of ,-language containment. Further, the user may use
abstract mode' Jf the system and specification in order to reduce the
complexity of the test for containment. To ensure soundness, the user
specifies homomorphisms between the actual and abstract processes.
These homomorphic reductions are checked automatically. Our work
differs from Kurshan's in the following ways:

1. We are working in a branching-time rather than a linear-time
framework. We concentrate on the use of temporal logics for
specification.

2. The abstractions that we use correspond to language homomor-
phisms induced by boolean algebra homomorphisms in Kurshan's
work. For this type of abstraction, we show how to derive auto-
matically an approximation to the abstracted system. The ap-
proximation is constructed directly from a high-level representa-
tion of system (e.g., as a program in a finite-state language). It
is not necessary to examine the state space of the unabstracted
machine. Because of this, constructing the approximation is quite
efficient. We demonstrate by example that this form of abstrac-
tion is powerful enough and that the approximation is accurate
enough to allow us to verify interesting properties.

3. We show how to use symbolic parameters to increase the power
of abstraction for verifying data-dependent systems.

General frameworks for abstraction are discussed by Burch [21] and
by Bensalem et al. [6]. Burch's work is in the context of trace theory. He
defines the notion of a conservative approximation between trace struc-
tures at different levels of abstraction. The approach of Kurshan can

be viewed as a particular type of conservative approximation. Burch
considers mainly applications to the verification of real-time systems.
Bensalem et al. use the notion of a Galois connection between sets of
states of two processes to define what it means for one process to be
an abstraction of another. They also discuss the preservation of logical
properties in the /-calculus between abstract and concrete processes.
The approach that we have chosen for formalizing our notion of ab-
straction is a type of cross between conservative approximations and
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Galois connections. While both Burch and Bensalem et al. concentrate
mainly on producing a theoretical framework, our emphasis is on ef-
ficiently producing abstract transition systems, combining abstraction
with symbolic parameters, and demonstrating the application of these
facilities to nontrivial examples.

The techniques that we use for efficiently producing abstract mod-
els from high-level representations are similar to those used in abstract
interpretation [40, 41, 73, 74]. Abstract interpretation is a powerful
method for program analysis that is based on constructing an abstract
semantics for the programming language and then "executing" the pro-
gram using these semantics. The semantics is designed so that this
abstract execution always terminates. Abstract interpretation is used
mainly to infer information that can help in generating more efficient
code when compiling the program. As such, most abstract interpreta-
tions are designed to capture static information (e.g., what variables
are live at this program point? are these two pointers ever aliased? is
there a linear relation between these index variables?). When verifying
reactive systems, it is the dynamic behavior of the system that is of
interest. Further, abstract interpretations are generally constructed to
collect a fixed type of information about programs in a fixed target
language. In our work, the user has the flexibility to construct new
abstractions dynamically and even to extend the description language.
We then use symbolic manipulation techniques to produce automati-
cally an appropriate abstract semantics.

Other techniques for producing reduced models have been proposed
by Bouajjni et al. [10] and Dams, Grumberg and Gerth [42]. These
approaches involve refining a partition of the set of states until a model
which is minirial (in an appropriate sense) is obtained. While these
procedures can make use of BDD-based representations for individual
elements of the partition, the final result is essentially an explicit-state
representation of the reduced model. ltence, when there are many be-
haviorally distinguishable states, these procedures may not be feasible.
In contrast, our approach directly produces BDDs representing the ab-
stract system.



Chapter 2

Compositional Verification,
Part I

In this chapter, we consider methods for using compositional model
checking to avoid the state explosion problem. The idea behind com-
positional methods is to exploit the natural decomposition of a system
into communicating parallel processes. We will try to verify proper-
Lies of individual components, infer that these properties hold in the
complete system, and use them to deduce additional properties. The
second step, inferring that local properties hod in the complete system,
is the key requirement for compositional verificatiuvn. Thus, we wish to
examine the compositional model checking problem: how do we check
that a specification is true of all systems that can be built using a given
component'? Below, we introduce the temporal logic CTL, show how
it can be used to specify properties, and discuss the Moore machine
model for finite state systems. We prove that the compositional model
checking problem for full CTL is hard. Motivated by this result, we
show that for a subset of CTL that we call ACTL, the problem is ef-
ficiently decidable. In subsequent chapters, we will use ACTL as the
basis for doing full assume-guarantee style compositional reasoning and
for using abstraction to simplify the verification of tempt(. -?erties.

21
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2.1 CTL and Structures

Temporal logic is a logic for expressing the relative ordering of events
in time without mentioning time explicitly. We will be using a tem-

poral logic called CTL ("Computation Tree Logic") [27] as our basic
specification for nalism. Formulas in CTL are built up from:

1. atomic formulas, that express information about what is observ-
able in a single system state;

2. the usual boolean connectives; and

3. temporal operators, that express how things change over time.

All temporal operators in CTL are interpreted relative to an implicit
"current state", and each operator consists of two parts. The first is
called a path quantifier and is either A or E. A denotes that something
should be true of all "paths" (executions, expressed as sequences of

states) starting at the current state. In contrast, E is used to specify
the existence of a path with a certain property. The second part of a
temporal operator is either X, U, or V. These are used to describe tile
ordering of events along the path or paths indicated by tile A or E.
The intuitive meanings of X, U, and V are as follows:

I. X : X is read as "next time". Xp is true of a path if tile
formula ýp is true at the second state on the path. Thus, X is

used to express properties about the immediate successors of the

current state.

2. p U iP: U is the "until" operator. A path satisfies p U V, if:

(a) there is some state on the path satisfying V); and

(b) for all the preceding states, ýp is true.

Thus, ýp is true tip until a point where i4, is true.

:3. ýo V 0p: The V operator is the dual of U and is read as "releases".

A path satisfies ýp V ik if ik is true at the current state, and w,
remains true up to and including the first point where p is true.

There is no requirement that tp ever become true, but when it
does, it "releases" the requirement that 4, be true.
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In a moment, we will look at some example specifications in CTL, but
first, we give the formal definition of the class of CTL formulas. For the
atomic formulas, we will assume that there is a set A of visible state
components that we can observe. In a given state of our system, each
component will have a specific value. We will assume that there is a
set D. of possible values for the state component a.

Definition 2.1 The logic CTL over a set of state components A is the
set of formulas given by the following inductive definition:

1. The constant true is an atomic formula.

2. For each state component a in A and element d of D., a d is
an atomic formula.

3. If 'p and V, are formulas, then -"W and 'p A V) are formulas.

4. If'p and Vk are formulas, then AX'p, A('pV f) and A('pU4') are

formulas.

We will use the following abbreviations:

Abbreviation Meaning

false -'true

O V) b -(-(p A -b)V(•pA•
V ÷t('A 'V (-,p Ai

EX'p -'AX -,P
E('p U ) A(-p V
E('p V A) (-p U
AG'p A(false V V)
AF'p A(true U V)
EG p E(false V p)
EF ' E(true U V)

Some of the operators are viewed as abbreviations for two reasons.
First, by expressing E using the duality -A -,, we reduce the num-

ber of temporal operators that we have to consider when giving se-
mantics or doing proofs. Second, certain patterns such as A(true U
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ýp) and A(false V p) occur often enough that it is convenient to have a
special shorthand for them. F and G are intended to express eventual-
ity and invariance respectively. F V is true of a path when V must hold
at some state on the path (at some point in the "future"). G o is true
of a path when o is true at every state on the path (is true "globally").

Let us now consider some example CTL formulas and their intuitive
meanings.

1. AG(req = I --+ AFack = 1): This formula states that for all
reachable states (AG), if the state satisfies req = 1 ("a request is
made"), then at some later point (AF) we must encounter a state
with ack = I ("an acknowledgment is received"). Note that the
AF is interpreted relative to the state where req = 1. The outer
AG is interpreted starting with the initial states of the system.

2. AG AF enabled = 1: No matter what state we reach, at some
later pointer we must encounter a state where enabled = 1. Note
that after we pass a state where enabled is 1, then we must reach
yet another such state. In other words, enabled must be I in
finitely often.

3. AG EF restart = 1: For any reachable state, there must ex-
ist a path starting at that state that leads to a state satisfying
restart = 1. It must always be possible to "restart the system".

Formally, CTL formulas are interpreted relative to a type of state
transition system. The particular type of state transition system has
traditionally been called a Kripke structure, after Kripke [2]. The only
difference between our definition (below) and the traditional definition
is that the visible state components in our transition systems may range
over non-boolean domains. We will also abbreviate the name to just
"structure".

Definition 2.2 A structure M = (S, 1, R, A, L) is a tuple of the fol-
lowing form:

I. S is set of states.

2. 1 C S is a set of initial states.
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Figure 2.1: A structure

Next, we give the semantics of CTL relative to a structure. In
the following definition, we use comp(p) to denote the visible state
components mentioned by the CTL formula p. (The formal definition
of comp is deferred.)

Definition 2.4 Let M be a structure and p be a CTL formula with
A D cornp(,p). Satisfaction of .p by a state s of M, denoted by M,.s
p, is defined as follows:

1. NM,s true.

2. M,s=a=diffL(s,a)=d.

3. M, s - V iff it is not the case that M,s s •p-
M,s •= -p A t iff M,s [- V and M,s • 0.

4. Below, we use ir to denote a sequence of states sosjs2 ... from

(a) M,s AXp iff for every 7r, M, si=.

(b) M,s • A(V U iP) iff for every 7r, there exists j such that
M, sj •=Vand for all i < j, M, si



2.1. CTL AND STRUCTURES 27

(c) M, s ý= A(,p V 0) iff for all j, if p is not satisfied at si for
any i < j, then M, s. H 4-

Sis true of M (I! H ýo) if for every s E 1, M,s s

Later, we will occasionally have a need for fixed point characteri-
zations of the CTL operators [27]. Suppose that S is a finite set of
states and that F is a function mapping subsets of S to subsets of S.
Also, assume that F is monotonic: if S1 C S2 , then F(S 1 ) g F(S 2 ). A
fixed point of F is a set of states S, such that S, = F(Si). By Tarski's
theorem [88], F has unique least and greatest fixed points (under the
set inclusion ordering). The CTL operators involving U and V (arid
hence F and G) can be expressed as fixed points of an appropriate F.
Below, we assume that all states in the structure have successors.

Consider, for example, a formula such as A(p U 40). Let us assume
that we know the sets of states S". and SV, where p and 4' are true,
respectively. A state will satisfy A(ýp U 0) iff it either satisfies ' imn-
mediately (is an element of SO), or if it satisfies V (is in S,) and all
of its successors satisfy A(( U V'). If we let SA(,Uv') denote the states
satisfying A(V U iP), then symbolically we have:

SA(Puv,) = S, u (S. n AX SA(wup)).

This suggests that A((p U 4') can be expressed as a fixed point of the
function

F(S) = Sp (S, n AX S).

In fact, the set of states satisfying A(y'UO) is the least fixed point of this
function. The least fixed point can be computed by starting with 0 as an
initial approximation and then repeatedly applying F. Eventually we
will reach stability since the set of states is finite. Algorithmically, we

begin with no states that are known to satisfy A(VUOI). After applying

F once, we obtain Sq, as our approximation. At each successive step,
any states that satisfy V and whose successors are all known to satisfy

A((p U 4') will be added to the approximation.
Similarly, A(p V V') is the greatest fixed point of the function

F(S,) = S.n (Su AX Si).

Fixed point characterizations for operators such as AG and EG can
be derived by expressing these operators in terms of the ones above.
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2.2 Moore Machines

We now consider one class of systems that we would like to verify: syn-
chronous digital circuits. Such a circuit consists of a number of latches
or state-holding registers, plus logic that updates these latches based
on the current sLate of the system and inputs from the environment.
There is a global clock, and during each clock cycle, the values in the
latches and the inputs are used to drive the logic and compute the next
state value of the system. One common model for systems such as this
is the Moore machine [72]. A Moore machine is a kind of state transi-
tion system with distinct inputs and outputs. During each step of the
computation of a Moore machine, the environment supplies an input.
the machine makes a transition, and, based on the final state, gives an
output. The formal definition is as follows.

Definition 2.5 A Moore machine M = (S, 1. A1 , A0 , R, L) is a tuple
of the following form:

I. S is a set of states.

2. 1 C S is a nonempty set of initial states.

:i. A, is a set of input state components. Each element. a of A, has
a corresponding domain Da of possible values.

4. A0 is a set of output state components. Each element a of A()
has a corresponding domain D, of possible values.

•5. R is a transition relation, relating a starting state in S, a labeling
functioni over A,, and an ending state in S. For every su E S. and
labeling function f over A,, there must exist some s, E .5 such
that R(so,f,si).

6. L is a function that takes a state and an output state component a
and returns an element of D,,.

The sets of input and output state components must be disjoint.
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Note that we allow our Moore machines to be nondeterministic.
That is, for one particular input, we may have transitions to two states
with the same output labeling. Synchronous circuits are deterministic,
but we often want to use nondeterminism in modeling. As we will see
in later examples, nondeterminism allows us to:

1. model classes of circuits or incompletely specified designs; and

2. hide internal state and simplify the verification process.

Example 2.2 The circuit shown in figure 2.2 is ",n implementation
of the protocol described in example 2.1. It consists of two registers,
r and p, and has one input a. The initial value in the registers is
assumed to be logic 0. The Moore machine corresponding to this circuit

ar

Figure 2.2: A handshake circuit

is shown in figure 2.3. The state labelings and initial states are indicated
as in our earlier example. Conditions on the arcs are used to give the
input conditions under which the transition can be taken. 0

Moore machines that have disjoint sets of output state components
can be composed in a natural way. In a composition of two Moore
machines, each machine may receive some of its inputs from the other
element of the composition and some of its inputs from the (as yet
unspecified) environment. The composed machine has as outputs all
of the outputs of the components. Its inputs are all those inputs that
are not tied to oumit 1,its fromi other components (luring the coomposition.
At the circuit level, Moore machine composition corresponds to wiring
outputs from each machine to appropriate inputs of the other.
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a=1

a=0

a--

Figure 2.3: Moore machine for the circuit of figure 2.2

Example 2.3 The circuit shown in figure 2.4 is a possible environment
for the circuit of example 2.2. It receives requests via the input r and
gives acknowledgments using the output a. It also has an output q
that becomes 1 when it first produces an acknowledgment. When we
compose the two circuits, the r output of the circuit in figure 2.2 is tied
to the input r of the circuit in figure 2.4. Similarly, the output a of the
circuit in figure 2.4 drives the a input, of the circuit in figure 2.2. The
overall circuit is shown in figure 2.5. 0

Definition 2.6 The composition of Moore machines M and M' (de-
noted M 11 M') is defined when Ao n A' = 0 and is then the Moore
machine M" defined by:

1. S"= S x S'.

2. P"= I x I'.
3. -A" (Al - A' ) U ( Ao).

4. A= Ao u A'.
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Figure 2.4: Environment for the circuit of figure 2.2

Figure 2.5: Composed circuit
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5. R"((so, so),f",(s,,s')) iff R(so, f,si) and R'(s0,f', s'), wheref =

fIf U (L'(s'o) I Al) and f' f" U (L(so) .I A'1 ). The idea here is to
say that:

(a) each machine must take a step; and

(b) the inputs that each machine sees are the inputs from the
overall environment plus the outputs from the other machine

in the composition.

We are using U and I to denote enlarging and restricting the
domain of a labeling function. L'(s') J. Al is the labeling function
whose domain is dom(L'(s')) nl Al and which agrees with L'(s')

on this set. In other words, it represents the outputs of M' that
M is going to observe. f" U (L'(s') I. A,) is the labeling function
with domain dom(f")U (dom(L'(so'))I1 A,) that agrees with f" on
dorn(f") and with L'(s') on doin(L'(s')) I Al. Thus, it represents
all the inputs to M: those from the external environment (f")
and those from M' (L'(s') I, At).

6. L"((s,s')) = L(s) U L'(s').

Example 2.4 The Moore machine for the circuit of figure 2.4 is shown
in figure 2.6. Composing this Moore machine with the Moore machine
of figure 2.3 yields the Moore machine shown in figure 2.7. (Here we are
showing only the reachable states of the composition.) On examining
the result of the composition, we see that it does in fact represent the
composite circuit (figure 2.5). 0

2.3 Moore Machines and CTL

We now have two models of computation: structures and Moore ma-
chines. We also have a temporal logic, CTL, whose semantics are de-
fined over the former. In this section, we consider the question of how
to define the semantics of CTL for Moore machines. Recall our pre-
vious circuit example. In our composed circuit (figure 2.5), there are

no free inputs. As a result, the Moore machine for this circuit (fig-
ure 2.7) looks very much like a structure. Also, we have the intuition
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r=0

r=l

Figure 2.6: Moore machine for the circuit of figure 2.4

Figure 2.7: Composition of Moore machines
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that the behavior of the circuit cannot be altered by connecting it to

other circuits. Thus, it seems natural to define a correspondence be-
tween Moore machines with no free inputs and structures. (In fact,
due to the isomorphism between such Moore machines and structures,
we will sometimes identify them for notational convenience.) Then, we
will define the semantics of CTL for these Moore machines by using
the corresponding structure.

Definition 2.7 A Moore machine M is called closed if it has no free
inputs, i.e., if A, = 0. A closing environment for M is a Moore ma-
chine M" with Ao n A" = 0 and A, g A". Thus, M and M" can be
composed, and the result will be cljsed.

Definition 2.8 The ,tructure M' for the Moore machine M (denoted
struct(M)) is defined as follows:

1. S' = S x labelings(A1). (Recall that labelings(Al) is the set of
all labeling functions over Al.)

2. I' = I x labelings(Ai).

3. #'((so,fo),(st,f,)) iff R(so,fo,si).

4. A=AlUAo.

5. L'((s,f),a) = f(a) for a E Al. L'((s,f),a) = L(s,a) for a E A0 .

In the above definition, we actually assign a structure to an arbitrary
Moore machine, not just a closed one. The reason for this will become
clear later; for now, assume that the Moore machine M above is closed.
Now we define satisfaction it, terms of struct(M).

Definition 2.9 Let M be a closed Moore machine, and let p be a CTL
formula with Ao _ comp(ýp). Then M ý= p iff struct(AI) ý= ip.

(Note that the fact that a Moore machine is closed does not mean
that, it cannot be composed with other Moore machines. Given this.
there needs to be some argument that such compositions do not affect
the closed machine ill any real way. For now, we just state that this is
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indeed the case: given a closed machine M, a formula 'p, and a closing
environment M', we have M • 'p iff M 11 M' • 'p. The proof of this is
deferred.)

Let us now consider non-closed Moore machines. One possible way
to define the bmantics of CTL for such machines is to just assume that
the environment can give ar.y input at any point. With this assumption,
we can produce a structure for an arbitrary machine M. The idea will
be as follows: each state of M will be split into a number of structure
states, one for each possible input that the environment could give.
The transitions out of one of the structure states s are determined
by looking at the Moore machine transition relation and seeing which
transitions are enabled given the particular input represented by s. In
fact, the structure obtained in this way is exactly struct(M) as defined
above. Now we can again just take M I-- 'p iff struct(M) • 'p. This is
the approach that has traditionally been used [13, 141.

Example 2.5 Consider the non-closed Moore machine of example 2.2.

This Moore machine, shown in figure 2.3, is represented by the structure
given in figure 2.1. Each state of the Moore machine has been split into
two structure states, one for the case when a = 0 and one for the case
when a = 1. 0

With this definition of when a CTL formula is true for a Moore
machine, we have that the machine of figure 2.3 satisfies the formula

AG(r = 1 A p = I A a = 0-- EXEX(r = 1 A p = 0)).

Note, however, that when we compose this \;.ore machine with the one
in figure 2.6 (obtaining the Moore machine r. figure 2.7), the formula
ceases to hold. On the other hand, according to this definition, the

machine of figure 2.3 also satisfies

EF(a = 0 A EX(a = 0 A EXa = 0))

-- EF(r= IAp= I Aa = 0 A EXEX(r = IAp=0)).

("If it is possible for three a = 0 inputs to occur in a row, then it is also

possible to pass through the state rpid and to be in one of the states rpa
or rfid in two more steps.") This formula in fact remains true no matter
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what closing environment we use for the machine. In order to be able to
do compositional reasoning, we must have some way of distinguishing
between these two situations. That is, we need to be able to tell when a
formula is true of all possible closed systems that we could build using
a given non-closed machine. Motivated by this requirement, we now
give the definition of satisfaction of a formula that we will use from this
point on.

Definition 2.10 Let M be a Moore machine, and let p be a formula
with Al U Ao D; comp(V). We say that M satisfies p (M (p) when
for every closing environment M' for M, struct(M II M') • V.

Obviously, this is not a definition that immediately suggests any
procedure for checking whether M H= ýp. The problem of deciding,
for a particular class of formulas, whether or not a Moore machine
satisfies a formula in that class will be called the compositional model
checking problem for the class. In the remainder of this chapter, we first
show that there is probably no efficient algorithm for the compositional
model checking problem for full CTL. However, we will show that for
a subset of the logic called ACTL, the problem is efficiently decidable.
This result will serve as the basis for the remainder of the thesis: using
ACTL, we give methods for doing full assume-guarantee style reasoning
and for using abstraction to simplify the verification process.

Before proceeding, we must say a word about what we consider to
be an efficient algorithm. Consider a Moore machine M where Al is
a set of input components ranging over {O, 1} and A0 is empty. Also.
suppose S = I = {so} and that there is a transition from so to so

on any input. The traditional model checking algorithm for CTL oil
Moore machines has complexity Q(21I"1) in this case, even for plirely

propositional formulas. This is precisely because each state of 21 is
viewed as being represented by 21Al structure states. In fact. for a

purely propositional formula ýp, checking whether M H p is equivalent
to checking whether (p is a tautology. Given this observation, we cannot
expect to obtain an algorithm that ruis in time subexponctntial in AI4I.
Thus, we will consider an algorithm that is exponential in JAII bilt
polynomial in IS, IRI, j1, etc., to be "efficient".
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2.4 Compositional Verification and CTL

In this section, we consider the compositional model checking prob-
lem for full CTL: given a Moore machine and a CTL formula, decide
whether the formula is true of all closed systems containing the Moore
machine. We show that there is probably no efficient algorithm to solve
it. More specifically, we prove that even if M is represented by its corre-
sponding structure (i.e., the input is already exponential in IAiI), then
the compositional model checking problem for CTL is still NP-hard.

The reduction will be from 3SAT [34]. Let f = co A cl A ... A c,• 1

be a 3SAT formula, and let the variables in f be x0, xj, ... , x,-l.
We are going to construct a Moore machine M that will receive a
sequence of inputs, one per variable of f, denoting whether each variable
is true or false. Given such a sequence of inputs, the terminal reachable
states of M will indicate whether each conjunct in f is true or false for
those particular variable values and so tell whether f is satisfied. The
quantification over all closing environments is used to quantify over all
possible input sequences, i.e., all valuations of the xj.

Conceptually, the inputs to M will take on values from the set

{"XO, ""X2O, .. t Xn--l 9""•;Xn--I }.

We encode these possible inputs using [log2 2n1 boolean input state
components. The input sequence representing the valuation for tile
xj will be of the form Z, Zi, ... -, i,-l ... , where Z is an arbitrary
initialization input, ij is either xj or -xj, and the inputs after i,,_ are
arbitrary. Conceptually, the output labeling function for each state will
denote one of the values

{ nothinlg, co0,-',Co,..., c,,n-1, 7--',,_!}

These are encoded with [log 2(2rn + 1)1 boolean output state compo-
nents. For clarity, when writing inputs and outputs, we will use the
conceptual values above. Also, when labeling states in a figure, we use
no label to indicate nothing.

Let c. denote either xj or -x, and let -,j be --xj if c, = xj and x.
if ej = -'x. For each conjunct ck = (ej 0 V ej, V eC2 ) of f, we construct
a recognizer that will tell whether the conjunct is satisfied. Assume
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without loss of generality that j0 < j, < j*. The recognizer for this
conjunct is shown in figure 2.8. Obviously, given a sequence of inputs
as described above, this recognizer will reach the state labeled Ck it
the conjunct evaluates to true and will reach the state labeled -'Ck

otherwise. Also, once it reaches either of these states, it remains there
regardless of ary further inputs.

otherwise otherwise otherwise

'e j J°ej 
ýe 32 `

Figure 2.8: Recognizer Moore machine for a conjunct

The Moore machine M will consist of a group of recognizers, one
per conjunct. These recognizers all share their initial state, i.e., Ml has
exactly one initial state. Consider an environment which supplies a
sequence of inputs of the form described earlier to M. In this environ-
ment, the state labeled -"ck is reachable iff the corresponding valuation
of the x. makes the conjunct ck false. Thus, the valuation represented
by the environment ma'kes f false iff for some k, there exists a path
in the composition of M and the environment to a state labeled -- k..

Based on this, it is tempting to suggest that f is satisfiable i1F it is not
the case that every closed system containing Al satisfies the formula

(EF-'co) V (EF--'c) V ... V (EF--c,,_,).

This is not quite the case however, in that any arbitrary environmentt
may not behave as we would like. For example, it may never give an
input signaling the truth value of some particular xj, or it may give
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an input saying that x, is true and then later give an input saying
that it is false. One way to try to exclude this type of behavior would
be to add a kind of "syntax checker" to M, such as the one shown
in figure 2.9 (in the figure, "ow" denotes "otherwise"). However, this
leads to complications if the environment nondeterininistically chooses
different variable values on different paths.

Xo X " n-2
ýX!

xfI

ook
Ow o 'X74- I

Figure 2.9: Syntax checking Moore machine

Instead of adding such a checker, we modify our CTL formula. Af-
ter one arbitrary input, the environment may either supply ail x0 or a
"-'x0, but it may not output anything else, nor do we want it to non-
deterministically choose different values on different paths. That is. it
must satisfy

(AX xo) V (AX -'xo).

In general, after j + I steps, it must supply a unique value for ,r,, an(l
helicc must satisfy

(AX++' xj) V (AX'+' -,xj),
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where AX p is an abbreviation for

I

AX AX... AXp.

This leads us to the desired result (the proof is deferred).

Theorem 2.1 f is satisfiable iff it is not the case that every closed
system containing M satisfies the formula

n-I rn-I

A((AX-+' xj) V (AX-+1 x-,,)) -+ V EF--ck.
j=O k=O

To complete the argument that the compositional model checking
problem for CTL is NP-hard even when the Moore machine is given as a
structure, we need to show that the Moore machine constructed above
can be constructed in time polynomial in the size of f. Obviously it will
be enough to observe that the (structure for the) Moore machine has
size polynomial in the size of f. The Moore machine has mn recognizers.
each of which has six (Moore machine) states. The state labeling for
each state uses O(log 2 m) bits. The input encoding is O(log2 n) bits
long, where n is the number of variables appearing in f. Hence when
we expand the Moore machine into a structure, we get a factor of i
increase in size. Overall, the number of bits needed to represent the
states of the Moore machine is O(mn log 2 m). Tile number of bits
needed to represent the transitions is at worst O(n(mn log 2 rn)2 ).

Before moving on, we note that we can obtain an efficient approx-
imation algorithm for the compositional model checking problem for
full CTL. Consider why the compositional model checking problem for
CTL is difficult. First, it is generally not possible to decompose a for-
mula into subformulas, check the subformulas, and combine the results.
For example, consider checking EX(a = 1) V EX(a = 0) on a Moore
machine where a is an input ranging over {0, 1}. Obviously, the for-
mula as a whole will be true regardless of what the environment does.
Itowever. EXa = I is certainly not true for all environments. n1or is
EX a = 0. Thus, determining whether the two subformulas are true in
all environments does not help us solve the overall problem.
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A related difficultly arises in situations such as the one shown in
figure 2.10. Consider trying to determine whether EX EX b = 1 is true
of all systems containing the Moore machine shown in the figure. In the
standard CTL model checking algorithm, we would use the truth value
for EX b = I at the two successors of the initial states to determine
whether EX EX b = I was true at the initial state. For this example,
there are environments that make EX b = I false at the left successor
and others that make the formula false at the right successor. However,
the overall formula is in fact true in all environments. This is because
no environment can distinguish between the two successors based on
their labeling. Hence, if the environment supplies the input a = I to
the left successor, b = I becomes true in the next state. If it supplies
only a = 0, then it must also supply a = 0 to the right successor, and
this will again lead to a state where b is true. Thus we cannot just look
at immediate successors when evaluating temporal operators.

Figure 2.10: A nondeterministic Moore niachil!e

Our aIpllroxiination algorithm will he designed to avoid these prob-
lems. Given a formula and a Moore machine M, the algorithm will
indicate either:
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1. the formula is true of all closed systems containing Al; or

2. the formula is false of all closed systems containing M; or

3. the truth value of the formula for all closed systems contain .1l is
unknown.

Our approximation algorithm will be efficient, but it will not be able
to resolve all difficult situations such as those discussed above.

The basic idea behind the algorithm will be to separate out the
branching in the environment (input nondeterminism) from tile branch-
ing in the Moore machine itself (internal nondeterminism). When
checking a formula such as EX p at a state, we will see whether for
all input choices, there exists an internal choice such that we reach a
state where ýp must hold. The basic structure of the algorithm will then
be similar to standard CTL model checking methods. We proceed in a
bottom-up fashion, starting at the atomic subformulas and working our
way towards the top-level formula. Operators such as EF will be eval-
uated using fixed point techniques. The full approximation algorithm
and a proof of its correctness is deferred until the end of the chapter.

2.5 ACTL

In this section, we show that there is a subset of CTL, which we call
ACTL [30, 52, 60, 85], for which the compositional model checking
problem is efficiently decidable. Further, this subset is sufficiently ex-
pressive to cover almost all of the temporal formulas that are used as
specifications in practice. The basic idea behind ACTL is to eliminate
the ability to talk about the existence of a path, i.e., the E path quanti-
fier. Once the logic can only talk about behavior over all paths, we wil]
just need to consider a single "maximal" closing environment in order
to solve the compositional model checking problem. Intuitively, com-
posing with any other closing environment will eliminate some paths,
and since our formulas only talk about behavior over all paths, such
pruning will not change a formula from true to false. Further. if the
composition of the given component with its maximal closing environ-
ment does not satisfy the specified formula, then the formula obviously
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cannot be true of all closed systems containing the component. We be-
gin by formally defining ACTL; in order to ensure thzt E does not arise
via duality, we require that formulas be in a type of negation-normal
form. Thus, negations can only be applied to atomic formulas.

Definition 2.11 The logic ACTL over a set of state components A is
the set of formulas given by the following inductive definition:

1. The constant true is an atomic formula.

"2. For each state component a in A and element d of D•, a = d is
an atomic formula.

3. If (p is an atomic formula, then -ýp is a formula.

4. If o and i, are formulas, then y A ?k and ýp V 0 are formulas.

5. If P and , are formulas, then AX , A(pV 0) and A(;Ui') are
formulas.

We may sometimes write an ACTL property using E; in these cases,
pushing negations inwards using duality will result in a proper ACTL
formula.

ACTL is sufficient to express many interesting properties. In fact,
ahnost all CTL specifications that are used in practice are expressible
in ACTL. Intuitively, this is because we generally want to require that a
system must behave correctly, rather than that it may behave correctly.
The most commonly used CTL properties that cannot be expressed in
ACTL are those describing weak progress requirements. As an exam-
ple. the formula AG EF restart = I that we mentioned earlier is not
expressible in ACTL.

We now show that the compositional model checking problem for
ACTL is efficiently decidable. To do this, we will prove that it is enough
to considler the composition of the component A1 with the following
environment when doing the model checking.

Definition 2.12 The maximal closing environment for the Moore ma-
chine M, denoted E(M), is the Moore machine M' defined as follows:
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1. S' = F, where F is the set of all labeling functions over A41 .

"2. 11 F.

:1. A' 0.

4. A'o = A.

5. R'(s', f', s' ) is identically true.

6. L'(f,a) = f(a)

Example 2.6 The maximal closing environment for the Moore ma-
chine of figure 2.3 is shown in figure 2.11. It has no inputs and one
output, a, corresponding to the inputs of the Moore machine in the
earlier figure. Composing the Moore machine of figure 2.3 with its
miaximal environment gives the result shown in figure 2.12. 0

Figure 2.11: The maximal closing environment for the Moore machine
of figure 2.:3

The reader may think that the state diagram in figure 2.12 looks
familiar. In fact, it is the same as the one in figure 2. 1, which happens
to be the structire for the Moore machine of figure 2.3. In gt n,. rl.
the composition of the Moore machine Al together with E(.11) gives it
Moore machine that is isomorphic to struct(M). Thus, when checking
whether struct( Al E(MAl)) • ý, we are essentially just checking that
struict.() • ýo. This means that doing the composition wit h tthe max-
inial closing environment does not rcally increase the size 4,f the state
graph that we are working with. We now turn to the iimain result of
this section.
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Figure 2.12: The composition of the Moore machine of figure 2.3 with
its maximal closing environment

Theorem 2.2 Let M be an arbitrary Moore machine, and suppose
that p is an ACTL formula with Al U A0 D comp(po). Then M fr- p iff
struct(M I1 E(M)) H ýp.

The formal proof of this is deferred until the end of the chapter;

here, we just try to give the intuition why it is true. The key idea is to
note that if M' is a closing environment for M, then there is a natural
mapping from states of M 11 M' to states of M 1l E(M). To see this,
consider a state s' of V'. Since Al' is a closing environment for Al,
the output labeling of s' must give values to all the state components
iII Al. Hence, we can view s' as giving rise to a labeling function
over A 1 . However, each such labeling function is a state of E(M), and
so for each s', we have a corresponding state sE()of E( . Now a
state (s, s') of M A M' will just be identified with (s, st I)) in 11 1E(ill).

Example 2.7 Let M be the Moore machine of figure 2.3. Recall
that the composition of M with its maximal closing environment (fig-
tire 2.11) is given by figure 2.12. Now let M' be the Moore machine of
figure 2.6. V' is a closing environment for A1, and the composition of

M1 and N' is shown in figure 2.7. For each state in i! 1l M', we can
obtain a corresponding state in M 11 E(M) by dropping the labeling for
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the state component q. As an example, the state fjia4 in M 11 M' maps
to the state fpa in M 11 E(M). .0

Further, the mapping above also has two nice properties:

1. initial states of M 11 M' map to initial states of M 11 E(M); and

2. pairs of states, i.e., transitions, of M II M' map to transitions
of M II E(M).

In essence, the Moore machine M 11 M' can be embedded in the Moore
machine M 11 E(M). Now consider a formula of ACTL. The formula
describes properties of all paths from a state. If such a formula is false
at some state in M 11 M', then we can find some path demonstrating
why it is false. This path is then mapped into a corresponding path
in M II E(M). By using an inductive argument, we can prove that this
path demonstrates that the corresponding state in M II E(M) does not
satisfy the property either. This argument shows that if we verify that
a formula is true for M 11 E(M), then we know that the formula holds
in all closed systems that contain M. Further, if the formula is false for
M )1 E(M), then obviously we have found a closed system containing M
for which the formula is false.

2.6 Summary

We have considered the issues involved in using the temporal logic
CTL to specify properties of systems of Moore machines. The desire to
do compositional reasoning led us to consider the compositional model
checking problem: given a Moore machine and a formula, is the formula
true in all closed systems that can be built using the Moore machine.
We showed that there is probably no efficient algorithm for solving
this problem in the case of general CTL formulas. However, we also
proved that the problem can be solved efficiently for the CTL subset
ACTL. ACTL will be used in the following chapters as the basis for
doing assume-guarantee style reasoning and for using abstraction. The
remainder of this chapter is devoted to filling in some of the formal
details and proofs that were deferred earlier.
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2.7 Technical Details

First, here is the formal definition of comp, the function that returns
the set of state components that appear in a formula.

Definition 2.13 The set comp(V) of state components of the for-
mula ýp is defined as follows:

1. comp(true) = 0.

2. comp(a = d) = {a}.

3. conip(-,p) = comp(yp). comp(ýp A ik) = comp((p) U comp('k).

4. comp(AXp) = comp(p).
comp(A(p U 0')) = comp(p) U comp(n).
comp(A(W V 0,)) = comp(p) U comp(ik).

Now let us go back to the definition of satisfaction of a formula
by a closed Moore machine (definition 2.9). We remarked there that

since closed Moore machines can still be composed with other Moore
machines, there needed to be an argument that such composition did
not really affect the closed Moore machine. This notion will be for-
realized using a notion of bisimulation equivalence [71] between Moore
machines. The basic idea will be to show that if we have a closed
Moore machine M, and we compose M with a closing environment M',
then M and M Al M' will be equivalent. We will then appeal to the
well-known result that equivalent structures satisfy the same CTL for-
mulas [161. There is one detail that we must take care of first however:

M and M 11 M' will not actually be directly comparabl since M 11 M'
will contain extra outputs. Thus, we will need a way to hide these
outputs.

Definition 2.14 Let M be a Moore machine and A be a set of state
components. The result of restricting M to A (denoted M I A) is the
Moore machine M' defined by:

1. S'=S.

2. I'= I.
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3. A'= AfnA.

4. A' = AofA.

5. R'(so, f', s) iff there exists f such that f' = fj A and R(so, f, si).

6. L' is defined by L'(s) = L(s) I, A.

While the above definition makes it possible to hide inputs, in gen-
eral we will only be concerned with hiding output state components.
Hiding outputs can just be thought of as "erasing" part of the output
labeling on each state of the Moore machine. Now we give our defi-
nition of equivalence between Moore machines. This is essentially the
standard notion of strong bisimulation [71].

Definition 2.15 Let M and M' be Moore machines with Ai = A' and
A0 = A'. = C S x S' is a bisimulation relation iff for every pair of
states so and s' such that so • s', the following holds:

1. L(so, a) = L'(s', a) for all a E A0 .

2. For all labeling functions f over Al, if R(so, f, sl), there exists s',
such that R'(so, f, s') and sl • s.

3. For all labeling functions f over Al, if R'(s', f, s'l), there exists sl
such that R(so, f, si) and s, - s'l.

Two states s and s' are bisirnulation equivalent (M,s 1I', s') when-
ever there exists a bisimulation relation _ such that s • s'. M and .1'
are bisimulation equivalent (M = M') whenever for every state s E I,
there exists s' E I' such that M, s = M', s', and conversely, for every
state s' E I', there exists s E I such that A, s = M', s'.

Note that if the Moore machines Al and M' in the above definitiorn
are closed, then bisimulation between the Moore machiines corresponds
exactly to bisimulation between their structures (where structure bisini-
Illation is defined in the standard way). Next, we turn to the proof thit
composing a closed Moore machine with another closing environInent
does not affect the first machine.
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Proposition 2.1 Let M be a closed Moore machine, and M' be a
closing environment for M. Then M (M Wi M') I, Ao.

Proof Define M" = M 11 M' and M"' = M" Ao. Let - be defined by
s : (s, s') for every s' in S'; we show that ; is a bisimulation relation.
If so • (so,s'), then:

I. L".((so,S s)) = (L(so) U L'(s')) I Ao = L(so).

2. Suppose R(so,f,s1 ); note that dom(f) = 0. Since the tran-
sition relation for any Moore machine is total, there exists s',
such that Jt(s',L(so) IJ A't,s'). Now by the definition of Moore
machine composition, R"((so, s'), f, (sI, s')). This implies that
(so,•s) and (si,s') are also related via R"'. By our definition
of ;z s (s 1 ,s).

3. Suppose R"'((so,so),f,(sI,s')); again note that dom(f) =

Then R"((so, s), f, (si, s')). Now by the definition of Moore ma-
chine composition, R(so, f, sl), and we have s1 - (si, s').

Moore machines must have non-empty initial state sets, so there must
be some s' E I'. Now if s E I, then (s,s') E I" and (s, s) E I"'. Also,
every (s, s') E I". is related by • to s E I. Thus M - M'. 0

Because of the isomorphism between closed Moore machines and
structures and the relation between closed Moore machine bisimulation
and structure bisimulation, we find that struct(M) and struct(M 11
M') must be bisimilar. This implies that they satisfy the same CTL
formulas, which is the desired result.

Next, we give the proof of theorem 2.1 (NP-hardness of the compo-
sitional model checking problem for full CTL). We will not repeat the
d(etails of the construction here (the reader may wish to look back over

section 2.4).

Proof Assume that every closed system containing M satisfies the for-
niula. Then in particular, the composition of M with an environment
of the form shown in figure 2.13 must satisfy the formula. Such an en-
vironment represents a particular valuation of the variables in f. The
cornpositiou of M and this environment obviously satisfies the left side
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of the implication, so Vk2-0' EF --ck must also be true. This implies that
some conjunct in f is false for the valuation under consideration. Since
this valuation was chosen arbitrarily, we conclude that f is unsatisfi-
able.

Figure 2.13: Environment representing a valuation

Assume that it is not the case that every closed system containing
M satisfies the formula. Let M' be a closing environment for M for
which the formula is false. Consider a run of M 11 M'. Let i, io, ... , In-1

be the first n + 1 inputs supplied to M by M'. For the formula to be
false,

n-1

A((AX'+' xj) V (AXj+' -x,))

must be true. Hence iz must be either x, or "-xi. Consider applying
this sequence of inputs to the recognizer for ck. Since

V EF-'ck
k=O

must be false, this sequence of inputs must lead to the state of the
recognizer labeled with ck, i.e., ck must be true for the valuation repre-
sented by this sequence of inputs. But since this is true for an arbitrary
ck, this valuation must in fact be a satisfying valuation for f. 0

We now give the details of the apl)roximation algorithm for solving
the compositional model checking problem for CTL. Given a Moore
machine M, a state s of M, and a CTL formula p, let Al, s k= denote
that: for every closed system containing M, every composite state in
which M is at -s satisfies ýp. This is analogous to what it means for
.A/ to satisfy m, but we only consider a specific state of Al. Let f he
a labeling function over Al; M,.s,f V p will be similar to l,.s .:= •,
except that we only consider composite states where M is at s and
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the input supplied to M is f. For example, suppose M is the Moore
machine of figure 2.10 and let s be the state just to the left of and
below the initial state. Then M,s, f ý= EX b = 1 when f(a) = 1. The
algorithm will record, for each subformula 'p and each state s of M, a
set of f such that M, s, f ý= (p and a set of f such that M, s, f I -"p.

(Since we are only computing an approximation, the sets might not
include all f satisfying these conditions.)

For atomic formulas these sets are computed in the obvious way.
Similarly, the sets a formula like V AV) can be computed in a straightfor-
ward manner from the sets for 'p and 4'. The only interesting question is
how to compute the sets for EX 'p from the sets for Vp. Consider apply-
ing the input f at state s. Suppose that given this input, s has succes-
sors so, ... , s,-i. Also suppose that for one of the si, M, si, f' ý ýp for
all possible f'. Then clearly M, s, f - EX Wp. More generally, suppose
that some of the si, say so and sl, have the same output labeling. In this
case, the environment cannot distinguish between so and s, and hence
must supply the same inputs to both. Thus we have M, s, f J= EX 'p if
for every f', either M, so, f' H 'p or M, sl, f' ý= 'p. We take the union
of the sets of valuations for which ' is known to be true at so and s,
and see whether this is the set of all input valuations. In summary, our
strategy for deciding whether M, s, f ý= EX W is to look at the succes-
sors of s under f, group them into classes according to their output
labeling, and take the union of the sets for which ' is true within each
class. If for any class, the result is the set of all input valuations, then
we know M, s, f = Vp. (Note we are actually doing some work to try to

resolve situations involving nondeterministic transitions. However, we
are bounding the amount of "lookahead" that we are willing to do to
just one level of successors.) Now consider -- EX'p. This formula must
be true at s if for every successor si, ýp is known to be false at si for
every input valuation, i.e., I, .si, f' • -(p for all si and f'.

We will let .5,, denote the set of input valuations f for which we

know that M,As,f • 'p. Also, T8,,, will denote the set of input valua-
tions f for which we know M, s, f = -,p. In figures 2.14 through 2.16,
we give the algorithm for computing S,,¢ and T,,¢ for all states s

anid subformnilas p. We have omitted the description of the proce-
dure computeeqsets since it is similar to computceusets except using
the fixed point characterization of EG. Also, all the assignments of the
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form S,: ... and T, :- ... include an implicit loop over all states s
of M.

procedure computesets((p)

if -= (a = d)
S.,,:= { f I (L(s) U f)(a)= d}
T, { f I (L(s) U f)(a) # d }

else if p = (-'0')
computesets(4,)

else ifp= (So (0 /. 1 1)

computesets( Oo )

computesets(4'l)

S.,, := S,,, n So,,,
T.,",:= T",o. U T.,,,

else if ýp = (EX 0)
computeexsets (4t)

else if (p = (E( 0 U 101))
computeeusets(4'o, 4'1)

else if (p = (EG 0)
computeegsets(fl)

endif

Figure 2.14: Approximation algorithm for the compositional model
checking problem for CTL

To show correctness, we have the following.

Proposition 2.2 For all subformulas (p and all states s and input val-
uations f, we have:

I. if f E S.,,,:, then M, s, f = p; and

2. if f E T3,,,, then M, s, f
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function ex(s, (p)

result:= 0
for each input valuation f

for each class C of successors of s under f
with identical output labelings

if U,.'Ec S,,•, includes all input labeling functions
result result U {f}

endif
endfor

endfor
return result

function ax(s, yp)

result := 0
for each input valuation f

if for every successor s' of s under f,
T8,,, includes all input labeling functions

result := result U {f }
endif

endfor
return result

procedure computeexsets( Vp)

computesets(yp)

S,,EX = ex(s,V)
TsEX,: az(s,po)

Figure 2.15: Procedure for computing S and T for EXp
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procedure computeeusets(V, 4')
computesets(p)
computesets(4')
S$,r := 0

repeat
Sa,Y := S,, u (S, fl ez(s, Y))

until fixed point
Ss,E(wU,) := Ss,Y

set T,,y to the set of all input valuations
repeat

T ,.y := T,., n (T.•, U ax(s, Y))
until fixed point
T,,E(•Uv,) := T,.Y

Figure 2.16: Procedure for computing S and T for E(ýp U 0,)

Proof By induction on the structure of the subformula. For atomic
subformulas, the result is trivial, and for subformulas whose top oper-
ator is a logical connective, the result follows in a straightforward way
from the induction hypothesis.

Consider a subformula EXy; suppose f E SEX,. Then there
exists a group so, .. , s,_1 of successors of s under f such that L(si)
L(sj) for all i and j and such that Ui S.,,,• is the universal set of input
labeling functions. Consider any closing environment that presents f
to M at the state s. M will be able to make transitions to all of
the si, and if the environment presents an input f' to one si, it must

present that same input to all. But for any such f', there exists an i
such that f' E S,,,,. By the induction hypothesis, Ml, sP' P €, so
in the environment that we are considering, ýp will be satisfied starting
at si. Hence, given the input f, s will have a successor satisfying p.
i.e., M,s [,f EXcp.

Suppose now that f E TSEXp. For every successor s' of s under f,
"1,. is the set of all. input valuations. BV the induction hyp),thesis.

I, s', f' • -V for every f'. Thus, given the input f, 'P must be false

regardless of the closing environment. Hence M, s, f =" -, EX ýp.
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Next, we consider subformulas of the form E(ýo U V,). Assume that
f E So,E(,rv,), and fix a closing environment- for M that supplies f at s.
Since f E S,,E(•tP,), there is some iterate of S,,y, say S,,y,i, containing
f. Assume without loss of generality that i is chosen to be as small
as possible. We prove by induction on i that M,s, f H= E(p U 4,). If
i = 1, then we must have f E S,,,. By the outer induction hypothesis,
M,s,f H V,, and hence M,s,f • E(p U 1,). For i > 1, we have
f E S,,0 (so M,s,f H p). Further, given f, s must have a class of
successors so, ... , s,- 1 such that all sj have the same labeling and for
each f', f' E S.,,,y,i-1 for some j. By the inner induction hypothesis,
M, sj,f' E(p U 0). This implies M,s,f ý= EXE(p U V,). As a
result, M, s, f H E((p U V/).

Suppose f E TS,E(,u*,), and again fix a closing environment that
supplies f at s. Consider the iterates T.,yi for i > 0. We prove via
induction on i that if f E T,,y,i then there is no path starting at s
and beginning with the input f satisfying V U zP and such that a state
satisfying 4' is reached within i - I steps. For i = 1, we have f E T,,•,,
and so by the outer induction hypothesis, M,s,f H -0p. For i > 1,
assume we have a path satisfying p U 4,. We know f E TO, so again
4' cannot be true immediately. Thus, since the path satisfies O U V), it
must satisfy V at s. This implies f 0 T,,•,, so for every successor of s
under f, and for the successor s' on the path in particular, T,,,yj-t is
the universal set of input valuations. Now by the induction hypothesis,
there is no path starting at s' satisfying p U 0, and such that a state
satisfying 4P is reached within i - 2 steps. Hence, ?k is not reached in
z - I steps on the original path. Now suppose that there is in fact a
path satisfying p U V, from s and beginning with the input f. Since 4,
must become true at some point on this path, f must not be in T.,y,i
for sufficiently large z. But this implies f 0 T,,E(,Ut,), a contraction.
Hence there is no such path, and so M, s, f H -, E(y U fl).

The proof for subformulas of the form EG p is similar in spirit to
the above and is omitted. 0

Our final p)roof is of theorem 2.2 (that it is enough to check ACTL
fornml;Ls just usi iig the inaxiiial closing environment,.)

Proof Let M' be at closing environment for M. Then we know that
A'o D Al. This implies that for state s' of M', we can derive a unique
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labeling function over, . by L'(s')J.At. Now each such labeling function
is a state of E(M), so tU. map 0 defined by 0(s') = L'(s') I A, maps
states of M' to states of M. 'We can extend this to a map from states
of M 11 M' to states of Al 1 E(M) by having (p((s, s')) = (s, L'(s') I, A,).
Now:

I. If (s,s') is an initial state of M 11 M', then s E I, and so 0((s,s))
is an initial state of M II E(M).

2. If (so, s') can make a transition to (sl,s') in M 11 M' (remember
there are no free inputs), then R(so, L'(s') J, A,, sl). This implies
that 0((So, S')) can make a transition to 0((si,s')) in M 11 E(M).
Hence, every path in M 1A M' has a corresponding path in Al
E(M).

Since Moore machines with no free inputs are isomorphic to their cor-
responding structures, we will ignore the distinction for the remainder
of this proof.

We now prove by induction on the structure of ACTL formulas that
if M 11 E(M), 4((s, s')) = p, then M II M', (s, s') 1 'p.

1. For true, we trivially have 0((s,s')) • true and (s,s') ý= true.

"2. Consider the atomic formula a = d. Assume a E Ao; then
0((s, s')) = (s, L'(s') I A1), so 0((s, s')) k= (a = d) iff L(s, a) = d.
However, (s, s') = (a = d) iff L(s, a) = d as well. If a E A,, then
0((s,s')) )= (a = d) iff (L'(s') JI A)(a) = d iff L'(s', a) = d iif
(s,s') ý= (a = d).

3. For negations of atomic formulas, just note that in the above two
cases, we showed iff's rather than simple implication.

4. For conjunctions and disjunctions, the result follows immediately
from the induction hypothesis.

5. Consider a formula of the formula A('p U 1/5). Assume 6(.~'))
satisfies this formula. Let (so, " ' "s) ... be a path Iii 1l 411'
from (s, s') = (so, s'o). Assume that this path does not satisfy
'p U 4'. Then there exists j such that (si,s') does not satisfy 'p,
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and for all i < j, (si, sý) does not satisfy 0o. By the (contrapositive
of the) induction hypothesis, k((sj,s;)) VL y and 0((si, s')) L to
for all i < j. However, 0((so, s'))O((si,s,))... is a path in M
E(M). This path does not satisfy 'p U V), and so 0((so,s•)) =

0((s, s')) does not satisfy A('p U V)), a contradiction. Thus the
path (so, s')(s1,s')... must in fact satisfy p U ik. However, this
path was chosen arbitrarily, and so (s,s') I- A('pU k). The proof
for the other temporal operators is similar.

Now we have shown that 0((s,s')) ý= (p implies that (s,s') k 4.
If M M' V 'p, then there is an initial state (s,s') of M 11 M' such
that ks,s') 6 'p. By the above, 0((s,s')) 1 '- But 0((ss')) is also an
initial state, and so M 11 E(M) V 'p. Taking the contrapositive gives
that M 1( E(M) k 'p implies M f[ M' k V. Since A' was an arbitrary
closing environment, we conclude that if M 11 E(M) [ Vp, then M H Vp.
Finally, if M Ef 8(M) k V, then there is a closed system containing M
that does not satisfy p, and so M • '. 0
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Chapter 3

Compositional Verification,
Part II

In the previous chapter, we considered the problem of determining
whether a temporal logic formula p is true of all closed systems that
can be built using a component M. In practice however, we need more
powerful capabilities:

1. We need to be able to do assume-guarantee style reasoning. Com-
ponents are generally designed with some assumptions about how
their environment will behave. Thus, we want to check that: for
all closing environments, either the environment violates some
assumption, or the composition of M with the environment is
guaranteed to satisfy p.

2. We need methods of doing hierarchical verification. In hierar-
chical verification, -he specifications that we check become im-
plementations at the next higher level of abstraction. When our
specifications are given as formulas and our components are given
as state transition systems, it is not obvious how this can be
achieved.

Consider, for example, a pair of components J! and Al' that work
together to provide a service to a larger environment. The eivironnment
passes requests to M, and Al enquieues them. Al' removes requests
from the queue, processes them, and sends acknowledgments back to

59
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the environment. Suppose that we wish to verify that every request
that the environment makes is eventually acknowledged. We may try
to deduce this by verifying that:

1. every request that M receives is eventually enqueued; and

2. every request that is put on the queue is eventually processed and
acknowledged by M'.

The first property above is essentially a local property of M, while the
second is a local property of M'. Thus, we might try to check the prop-
erties using just M and just M', respectively. However, if M and M'
have been designed with some assumptions about the protocol used to
access the queue, then we may find that the "local" properties really
depend on these assumptions. When doing the verification, we must
take these assumptions into account. (Of course, we must also dis-
charge the assumptions by showing that M and M' follow the intended
protocol.) Suppose that we do manage to verify that every request
made by the environment is eventually acknowledged, and that we now
want to prove a global progress property about the whole system. This
progress property may depend on the fact that M and M' eventually
service requests. However, it probably does not depend on the details
of how this is accomplished. Thus, instead of using M and Al' when
doing the verification, we would like to use the first property that we
checked as an alternative "implementation" to M 11 M'.

In this chapter, we show how to do assume-guarantee style reasoning
and hierarchical verification using ACTL. This is achieved by proving
a correspondence between satisfaction of ACTL formulas and a type of
simulation relation between structures. We also illustrate these ideas
by verifying the controller for a simple stack-based CPIT.

3.1 Assume-Guarantee Reasoning

The a.ssi.Uc-glaialntce style of verification was first advocated iMi tlhe
context of temporal logic by Pniueli [77]. In Pnueli's system, we work
with triples of the form (p)M(ik). The most common reading of such
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a triple is "if the environment of M satisfies W, then M in this environ-
ment satisfies kb." A typical chain of reasoning would be as follows:

OM(M)

()M 11 M'().

Here, we are asserting that if:

1. M satisfies p; and

2. if the environment of M' satisfies p, then M' satisfies V)

then the composition of M and M' will satisfy 4'. The advantage of
doing the verification in this manner is that we never have to exam-
ine the composite state space of M 1 M'. Instead, we check p using
just M, and then check 0' using only Al' and the (hopefully simple)
assumption p. The disadvantage is that the user must determine an
appropriate -p. As we shall demonstrate later however, knowledge of
how the system should behave plus feedback from an automatic verifier
makes this feasible in practice.

More generally, we may use multiple levels of assumptions and guar-
antees when doing a verification. That is, once we have proved a guar-
antee, we may use that guarantee as an assumption in later stages.
Because of this, a somewhat more precise reading of (p)M(i',) would
be "if the system satisfies V and contains M, then the system also sat-
isfies 0'." This is because c may in fact be something that is derived
based on earlier assumptions about W, and may reflect these aissump-
tions. Also, i'i may describe the combination of A'! and its environment,
instead of just M. Of course, in order to avoid erroneous conclusions,
all chains of dedluction must be well-founded, i.e., the base assump-
tions must themselves be proved without any assumptions. There is

a natural temptation to argue that (p)M(V,) and (4')J'(y) should be
sufficient to conclude ()M II M'(p) and ()M II A'(it'), bit suich circular
reasoning is generally not sound.

Example 3.1 (Cosider the Mloore machiine for the circu it of figurme 2.2.
For convenience, the Moore machine is reproduced in figure :1.1; we will
call it M. Assume that we wish to prove that the composition of Al
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a-1

i~ a0 -"

a=0

Figure 3.1: Moore machine for the circuit of figure 2.2

r=0

r=I

Figure 3.2: Moore machine for the circuit of figure 2.4
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with the Moore machine M' of figure 3.2 (representing the circuit of

figure 2.4) satisfies the specification AG(p = 0 V q = 0). We can see

that this should be true since:

I. M only sets p = 1 at the same instant that it first sets r = 1; and

2. M' sets q = 0 when it observes r = 0, and does not set q = I
until one step after it observes r = 1.

So, when r first changes from 0 to 1, p does so simultaneously. At that
point, q is still 0, since the change in r has not been observed yet. One

step later, p changes back to 0, while q observes the change in r and

transitions to 1.
We can verify the specification using assume-guarantee style rea-

soning as follows. First, we express the above assumption about M':

AG(r = 0 --* AXq = 0). Next, we check that M' in fact satisfies
this assumption. Finally we use this assumption to show that M sat-
isfies the desired specification, and conclude that M II M' satisfies the
specification.

(M'(AG(r = 0 -, AXq = 0))
(AG(r = 0 --+ AXq = 0))M(AG(p = 0 V q = 0))

)M 1 M'(AG(p = 0 V q = 0))

In the next section, we will consider how we actually go about estab-
lishing the truth of a triple (ýp)M(O). 0

3.2 Framework

In this section, we describe the basic framework for supporting assume-
guarantee style reasoning. (We presented this framework in 1991 [52]).

To provide a unified basis for doing assume-guarantee style reasoning
and compositional verification, we are going to introduce a notion of
simulation between state transition systems. Intuitively, the simula-

tion relation -< will capture the notion of what it means for one such

system to inchide -!,,,ore behaviors" than another. This notioni is iII
fact implicit in Lhe section on ACTL in the previous chapter. There
we showed that checking M h p, where M is a Moore machine, could
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be done by composing M with its maximal environment. In a sense,
the maximal environment, which can provide any input at any point,
has more behaviors than any ther environment. Put another way, the
maximal environment can simulate any other environment; our proof
of theorem 2.2 was based on this idea.

The relation -< will be a preorder, i.e., a reflexive and transitive
relation. We could in fact view simulation as the basic relationship
between an implementation and a specification. Because of the tran-
sitivity of -<, we would get hierarchical verification essentially for free.
For example, if M "< M' ("M' can simulate M"), and if we want
to know whether M -< M", then it would be enough to check that
M' -< M". Here, M' would represent a specification of M that is used
to prove a higher level specification M". The simulation relation will
also interact with composition in a nice way: if M -<_ M', then we will
have M 11 M" -< M' I1 M". This type of property allows us to replace
an implementation by its specification in a composition. It also gives
us the analog of theorem 2.2; if we want to check M 1 Al' -< M", where
M" is conceptually a local property of M, then we can use a maximal
environment E(M) for M. That is, we will have M' _ E(M), and so
M 11 M' _M 1 E(M). Then by checking M Al E(M) l M", we can use
transitivity to conclude M 11 M' -< M".

Previously, we had one notion of satisfaction of a temporal logic
specification (==). Above, we have suggested a notion of satisfaction
of an automata specification (_). We would like to have some cor-
respondence between these two notions. This is done via a tableau
construction that maps a formula p to an associated state transition
system T(p) which is called the tableau of the formula. We will prove
that satisfaction of a formula corresponds exactly to being simulated
by the tableau for the formula. Thus, -< and k will really turn out
to be compatible notions. Further, the tableau construction makes it
clear how to do hierarchical reasoning with specifications that are given
as formulas. We simply use the standard model checking algorithm at
(), level, then construct tableaus for the specification formulas and
1•sc them as implementations at the next higher level. The tableau
construction can also be used for doing things like cliecking iIplicatiOII
between temporal formulas. Viewed another way, the correspondence
between state transition systems and formulas allows us to mix and
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match, using either formulas or automata as either implementations or
specifications, whichever is most convenient.

Finally, with the above framework, it is easy to do assume-guarantee
style reasoning. The key observation is that an assumption (specified,
e.g., as a formula V) represents the maximal environment that satisfies
that assumption. Consider the following assume-guarantee proof:

((P) M' (0)
Om 1I M'(I).

We interpret ()M(ýp) as saying that all the behaviors of M can be
simulated by T(p), i.e., M -< T(p). Because of the correspondence
between -< and ==, this can be checked by verifying M ý= (p. Eventually,
we want to conclude that M 11 M' -< T(O). To check (V)M'(b), we use
T(o) as the maximal environment satisfying V, i.e., we verify T((p) I
M' 1= 0. This is equivalent to saying T(,p) I1 M' -< T(ik). Since
M -< T(ýp), we can compose both sides with M' to obtain M M' A <

T(M) 11 A'. Then by transitivity, M 11 M' - T(O).
As a final note, we will actually be working with structures rather

than Moore machines. This is mainly because formulas do not have
notions of inputs and outpuits, so the tableau construction will most
naturally produce structures. In addition, structures can serve as a
kind of "intermediate language" for representing other, more complex
types of models, such as Mealy machines [691.

3.3 Structures

In this section, we are concerned with two things. First, we are going
to extend the definition of structure to include a kind of infinitary
acceptance condition. Such an acceptance condition is used to rule out
certain infinite paths through the structure. This is necessary in order

to be able to define tableaus for all of the formulas in ACTL, and also
to be able to make accurate models of real components. Second, since
we are going to be working with structures, we need to dcfine a notion
of composition. When the structures represent Moore machines, the
definition will correspond to Moore machine composition.
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To see why the current notion of structure is inadequate for repre-
senting tableaus for all ACTL formulas, we look at a specific example.

Example 3.2 Suppose that a is a state component ranging over {0, 11,
and consider the formula AF a = 1. Intuitively, the tableau is going
to represent all those behaviors that are consistent with the formula.
Thus, a first guess at the tableau might be the structure shown in fig-
ure 3.3. The idea is that starting from one of the initial states, we

Figure 3.3: Proposed tableau for AF a = 1

should eventually reach the initial state with a = 1. At that point,
we know that the requirement that a eventually become 1 has been
fulfilled. The transitions from then on are completely unconstrained.
The problem of course is that there is nothing to guarantee that the
initial state where a = 1 is eventually reached. In particular, the struc-
ture of figure 3.3 allows the behavior where a remains 0 forever. Thus,
this structuie wouhi be able to si'.muate a structure with one (initial)
state so where L(so, a) = 0 and the only transition is from so to s0 .
Since the latter structure obviously should not satisfy AF a = 1, we
cannot use the structure of figure 3.3 as the tableau for AF a = 1. 0

In order to avoid this problem, we add another element F to struc-
twres. F will represent an infinitary accep)tance condition, as used il
automata on infinite strings. There are a number of different types of
acceptance conditions. One that we will sometimes use for explanatory
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purposes is Biichi acceptance [20]. In the case of Bfichi acceptance, F
is a set of states. A path within the structure will be considered legal
if there is some state in F that occurs an infinite number of times on
the path.

Example 3.3 Consider our previous attempt to construct a tableau
for AF a = 1. Suppose that we let F be the set consisting of the two
non-initial states of the structure of figure 3.3. Now the execution in
which we continually loop in the initial state where a = 0 is not legal,
because it does not visit any of the states in F an infinite number of
times. (In fact, it never visits any of the states in F at all.) 0

Biichi acceptance is sufficient to define tableaus for all ACTL formu-
las. We will also use infinitary acceptance conditions in making models
of components. This is done for two reasons:

1. When hiding internal details of components or modeling classes of
components, we use acceptance conditions to capture the notion
of "arbitrary but finite" delays.

2. Some components are nondeterministic, but have probabilistic
guarantees of fairness.

Example 3.4 We consider the example of a countdown timer. A
countdown timer has an input r (for "reset") and ani output e ("ex-
pired"). When r becomes 1, an internal counter is reset to some fixed
starting value; also, the e output is set to 0. After r becomes 0, the
internal counter starts to decrement, and when the counter reaches 0,
it halts and e becomes 1. Then e remains at 1 until the next reset. Fig-

ure 3.4 shows a Moore machine for a countdown timer with a countdown
value of 3. Suppose that we are verifying a system containing such a
timer, and that the property we are checking does not depend on the
exact number of steps that the timer takes to reach 0. In this case, we
can eliminate some of the internal state of the timer model in order to
try to simplify the verification. We will use abstract model of the timer
shown in figure 3.5. Now we want to ensure that if r hecoines 0 and
remains 0, then eventually e must change to 1. This may be done by
adding the acceptance condition defined by GF(r = 0 -* e = 1). Here,
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r=l r=0

r=l

Figure 3.4: Model of a specific countdown timer

GF is a temporal operator indicating "infinitely often". The intention
is that we expand out the Moore machine shown in the figure into its
corresponding structure, and those states for which r = 1 or e = I
become the elements of F. Using the abstract model has another ben-
efit aside from simplifying the verification. In particular, if we were

to change the design by substituting a different countdown timer, we
would not have to re-verify those properties that we checked using the
abstract model. 0

e rr=-0

GF(r = 0 -- e = 1)

Figure 3.5: Abstract model of a countdown timer

Example 3.5 Suppose that we are modeling an arbiter. An arbiter
is a device that receives requests from a number of agents and grants
them mutually exclusive access to a shared resource. In addition to
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making sure that the arbiter only grants the resource to one agent at
a time, we may want to say that the arbiter is fair, i.e., it should not
ignore a request from any agent indefinitely. Suppose that the arbiter
is in a state where deciding = I when it is about to grant the resource
to an agent. Also, assume that agent i makes its request by setting
the input ri to I and is granted the resource when the arbiter sets the
output ai to I. When the agent finishes using the resource, it sets r,
to 0, after which the arbiter sets ai to 0 and goes back to the deciding
state. Our first temptation is to say that ri --- ai should be true

infinitely often (for each i). The idea would be that when ri is 1 and a,
is 0, the arbiter is ignoring the agent, and it should not be allowed to
do so forever. Suppose, however, that agent 0 makes a request and is
granted the resource, and then never releases it. Now if agent 1 makes
a request, obviously it cannot be allowed to have the resource until
agent 0 releases it. Further, there is no way to compel agent 0 to do so.
Thus, the execution where agent 0 hogs the resource should be legal,
but it is disallowed by the constraint that rj --+ a, be true infinitely
often. In short, by trying to state that the arbiter is fair to agent 1, we
have restricted the legal input sequences for agent 0. This is obviously
not acceptable in an accurate model of the arbiter. The real constraint
that we want to specify is "if infinitely often the arbiter has a chance to
make a decision and agent i is requesting the resource, then infinitely
often agent i should be granted the resource". This should be true for
every i:

A(GF(deciding A r,) --- GFa,).

This type of constraint cannot be captured using simple Bclii accep-
tance conditions. That is, Biichi acceptance conditions are generally

not powerful enough to be able to make accurate models when doing
compositional reasoning. Thus, we will actually use a stronger form of

acceptance condition called Sireett acceptance [87]. Streett acceptance

can express constraints like the one above. F will be a set of pairs
(P, Q) of sets of states. A p)ath is legal if for every (P, Q), either the
path stays inside P after sonie point, or infinitely often it visits a state

in (2. That is

A (FG PV GFQ).
(P.Q)
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FG is a temporal operator expressing "almost always": it is the dual
of GF. (In the context of w-regular language theory, the two types
of acceptance conditions are equivalent, provided the automata are al-
lowed to be nondeterministic. However, if we try to change our arbiter
example to use Baichi acceptance by adding nondeterminism, we have
to alter the branching structure. Since we are working in a branching-
time framework, this is not acceptable.) 0

We now give the extended definition of a structure that includes
an infinitary acceptance condition. Previous constructions involving
structures will be extended in the obvious way. For example, when
constructing the structure for a Moore machine, we construct S, I.
etc., as before and take F = 0.

Definition 3.1 A structure M - (S, 1, R, A, L, F) is a tuple of the
following form:

1. S, 1, R, A, and L are as in definition 2.2.

2. F is a set of pairs of subsets of S.

We also add the requirement that a sequence of states which is to be
considered a path must fulfill the acceptance condition. This extends
to the semantics of CTL and ACTL: the A and E quantifiers will range
only over such sequences.

Definition 3.2 Assume M is a structure, and let Tr =s 0•s•s. 2 .. be a

sequence of states of AM. We define inf(ir) to be those s, such that s'
appears infinitely often in 7r. We say that 7r is a path in .I starting
at so when:

1. for all i, R(,s,,s, + j); and

2. for every (P,Q) E F, either inf(7r) C P or inf(7r) fn Q $ o.

We now turn to the definition of composition of structures. As nmin-
tioned blefore, we want this definition to corrcsl)ond to Moore anachnie

composition in the case that the structures represent Moore machines.

That is, we want the following property to hold:
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Proposition 3.1 Let M and M' be Moore machines that can be com-
posed. Then struct(M 11 M') is isomorphic to struct(M) 11 struct(M').

With this in mind, we consider a specific example to motivate the
definition.

Example 3.6 Recall the request-acknowledge circuits that we used as
examples in chapter 2. The structures for the Moore machines rep-
resenting the circuits of figures 2.2 and 2.4 are reproduced in figures
3.6 and 3.7. We call these structures M and M', respectively. The

Figure 3.6: Structure for the Moore machine shown in figure :3.1

structure representing the composite Moore machine is shown in fig-
ure 3.8 (this is the reachable portion of the state space only). Consider
the state rpiztj in the composition. When we project this down onto
the sets of state components A = {r, p, a} and A' = {r, a, q, we obtain
labelings rpa and aqr. Thus, it seems natural to view the state rpdPj as
being represented by a pair of states, rpd in M and dqr in V'. Since
Moore machine composition is synchronous, composition of structures
should be as well, i.e., in a step of the composition, both parts should
inake transitions. [he successors of rpa arc rpii and rpa, and the suc-
cessors of aqr are aqr and aqr. If we look at pairs of these successors,
only rpa and aqr have "compatible" labelings. Now the only successor
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Figure 3.7: Structure for the Moore machine shown in figure 2.6

Figure' 3.8: Structiire representing the couljposite Moore miiadchire
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of rpa4a in the composition is rpaq, which in fact does project down to
this pair. What about the other pairs though? If we turn back to our
physical model of circuits, we see that a pair such as rji& and aqr repre-
sents a situation in which one part of the circuit sees the logic value 0 on
the wire a, and the other sees the logic value 1 on the same wire. Since
this violates our physical intuition, we shall simply eliminate pairs of
states with incompatible labelings from the composition. As for the
initial states of the composition, we note that rpaq, which is an initial
state, projects to initial states in both M and M'. On the other hand,
a state such as rpaq, which projects to an initial state in M' but not
in M, should not be initial. In summary, to obtain the relationship of
proposition 3.1, we should view states of the composition as pairs of
component states with compatible labelings. Transitions should cor-
respond to transitions in each component structure, and initial states
should correspond to pairs of initial states. Under this interpretation,
the composition' of M and M' will in fact give rise to the structure in
figure 3.8. El

The only minor issue that remains is how to define the acceptance
conditions for a composition. We will do it in such a way that a path in
the composition corresponds to paths in the components. Also, given a
pair of paths in the components such that the labelings along the two
paths are compatible, we should be able to lift the pair to a path of
the composition. Consider a sequence of states (so, s')(si, s') .... in the
composition of M and M'. In order to ensure that sosi ... represents a
path in the first component, we want to check that for each (P, Q) E F,
either the s, are eventually entirely within P or infinitely often visit Q.
This is equivalent to the (s,, s') eventually being entirely within P x S'
or infinitely often visiting Q x S'. Each acceptance conuition pair in
F and F' is lifted to a pair for the composition in this way.

Definition 3.3 Let M and M' be two structures. The composition of
M and M', denoted M 1 M', is the structure M" defined as follows:

I. S"' is the set of pairs (s, s') E .5 x 5' for which L(s., a) L'(.s', (L)

for all a in A n A'.

2. I" = (I x I') n S".
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3. R"((sos'), (si,s')) iff R(so, si) and R'(s',s').

4. A" = A U A'.

5. L"((s, s'), a) = L(s, a) for all a in A. L"((s, s'), a') = L'(s', a') for
all a' in A'.

6. F"= {((PxS')nS",(QxS')fnS")I(P,Q)EFI

u { ((S x P') n S", (S x Q') n S") I (P', Q') e F' }.

At the end of this chapter, we will give proofs that the above def-
inition of composition is commutative and associative (up to isomor-
phism), and also that proposition 3.1 holds.

3.4 Simulation Relations

Now we proceed to the definition of simulation. The intuition is similar
to that behind traditional Milner-style simulation [70], except that we
consider infinite paths instead of single transitions.

Definition 3.4 Let M and M' be two structures with A D A'. A
relation C over S x S' is a simulation relation between M and M' if
for all s and s' satisfying s C s', the following conditions hold:

1. L(s, a') = L'(s', a') for all a' in A'.

2. For every path ir = sosis 2 ... starting at s = so, there exists a
path ir' = s' s's... starting at s' = s' such that for all i, si ; s'.

The state s of M is simulated by the state s' of M' (M,s -< M',s')
whenever there exists a simulation relation C- between M and M' such
that s E s'. (We often omit M and M' when they are clear from
context.) M' simulates M (M -< M') whenever for every state s E I,
there exists a state s' E I' such that M, s -_ M', s'.

Note that ini this definition, M' may have a smaller set of visible

state components than M. In this case, we view A' as being the exter-
nally visible state components, and A - A' as internal components.
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Example 3.7 Consider the countdown timer example (example 3.4).
The structure corresponding to the Moore machine of figure 3.4 is given
in figure 3.9. We will denote this structure by M. The structure M'

S0  St S 2  S3

S4 ss S637

Figure 3.9: Structure for a countdown timer

for the abstract model of a countdown timer is shown in figure 3.10.
We have that M -_ M'. To see this, define the relation C by s C s' iff
L(s) = L'(s'). That is, s' is related to so, s1 , and s2; s'1 is related to

' is related to s4,s,5, and s6 ; and s' is related to s 7 . This obvi-
ously satisfies the first condition for a simulation relation: related states
have compatible labelings. All paths in M have corresponding paths
in M': for example, the. path SoSiS 2S3srsosis2s3s 7 ... corresponds to
61 s s 'ss s S' .... Thus, C is indeed a simulation relation. No-

tice that because of the acceptance conditions, the sequence ' ' ..

is not a path in M'. This is as expected: there is no path in M where r"
remains 0 indefinitely and e never becomes 1. Finally, for every initial
state of M, there is an initial state in M' that is related under E. 0

Example 3.8 Let A be a set of visible state components, and define
T(A) to be the following structure M:

1. S is the set of labeling functions over A.



76 CHAPTER 3. COMPOSITIONAL VERIFICATION, PART II

er

S2  3~

GF(r=0-+-e= 1)

Figure 3.10: Structure for the abstract model of a countdown timer
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2. I= S.

3. R=SxS.

4. L(f,a) = f(a) for all f E S.

5. F=0.

This structure has one state for every possible valuation of the visible
state components. Every state is initial, and there is a transition be-
tween any pair of states. Further, the acceptance condition is empty, so
all sequences of states are legal paths. The structure T(A) can simulate
any other structure whose visible state components include A.

Define I(A) to be the structure M with S = I = R = F = 0. Ev-
ery structure whose state components are contained in A can simulate
I1(A). 0

Example 3.9 Let M be a structure, and suppose that we add initial
states and transitions to M to obtain M'. (That is, S = S', I C I' and
R C_ R'.) Then { (s, s) I s E S } is a simulation relation, and M --< M'.
Also, if M has (P,Q) as part of its acceptance condition, then we can
drop the entire pair from F', or we can enlarge P and Q (with respect
to set inclusion) and still maintain the relationship M -< M'. 0

Example 3.10 Here, we consider a way of hiding internal information
in a structure M. Let collapse(s) = L(s) for s E S. In other words,
collapse maps a state to the labeling function for that state. Thus,
the only information we have about a state after collapsing is what we
can observ-" directly. We extend collapse to sets of states and relations
between states in the niitural way. Then we take collapse(M) to be the
following structure A':

1. S' = collapse(S).

2. 1' = collapse(I).

3. R' = collapse( n).

4. A'= A.
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5. L'(L(s),a) = (L(s))(a). (The labeling of a labeling function is
given by the labeling function itself.)

6. F' = { (collapse(P), collapse(Q)) I (P, Q) E F 1.

Now { (s, L(s)) I s E S I is a simulation relation between states of M
and states of M', and M -< M'.

As an example of this type of collapsing, let M be the countdown
timer of figure 3.9. When we collapse M, we obtain the structure shown
in figure 3.11. This is almost the same as the abstract countdown timer
model (figure 3.10); the only difference is that collapsing leaves us with
an empty acceptance condition.

0 1

2 '3

Figure 3.11: Collapsing of the structure for a countdown timer

We now examine some of the properties of the relation -_. Most

of these were mentioned earlier in section :3.2. The proofs of these
properties will be deferred; here, we will just try to give the intuition
behind each proof.

"The first property tells us that the relation -- between states is

itself a simulation relation, and is in fact the largest simulation relation
(under the set inclusion ordering).
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Theorem 3.1 Let M and M' be two structures with A D A'. The
relation - (between states) is the largest simulation relation between
M and M' (under the set inclusion ordering).

To see this, imagine that we have two states s and s' that are re-
lated by -<. By definition, we must have some simulation relation C
that relates the states. This implies that the states have compatible
labelings. Further, if we look at a path ir from s, there must be some
path from s' that corresponds to ;r via C. But since corresponding
states on the two paths are related by L, they must also be related
by -<. Hence -< satisfies the conditions for a simulation relation.

The next property forms the basis for doing hierarchical verification.
The important part is that < is a transitive relation.

Theorem 3.2 The relation _ is a preorder.

Reflexivity is obvious. For transitivity, suppose we know that M
M' and M' -< M". Intuitively, if we take a state s in M, then we should
be able to find a state s' in M' that simulates it. Then this state can
be simulated by some state s" of M". Now the labelings of s and s"
must clearly be compatible. Further, given a path from s, we can find
a corresponding path from s', and this latter path has a corresponding
path from .s". This gives us a correspondence between paths from s
and paths from s". Formally, we would show that C defined by:

g = ( (S, .s") I3s' (s -< s' A s' --< s"I I

is a simulation relation.
Next, we prove that composition respects the preorder. This is used

to substitute specifications for implementations in compositions.

Theorem 3.3 For all structures M and M', if M -< M', then MIIM" _
M/ II M".

To see why this is true, consider a state (s, s") of M II 1M". Since
.11' can simulate 11, there should be some state ;' that can simulate ;.
Now, since the labelings of s and s' must be compatible, (s', s") must be
a state of the composition M'VI M". Given a path in M 11M" from (s, s"),
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we can project this down into paths ir and 7r" in M and M", respectively.
Now 7r can be simulated by a path 7r' from s', and 7r' and 7r" can be
combined into a path in M' 1j M" from (s', s"). Formally, we prove that

C_ = { s"),(s',s")) Is - s' A s" E S"}

is a simulation relation.
The final property that we will use is slightly less intuitive than

th, others. It essentially states that composition with a structure 1M is
idempotent, i.e., doing it more than once has no effect. Perhaps the best
way to think of this is as follows: view a structure M-as specifying in
some way a set of allowed behaviors. Composition with M is essentially
intersecting with this set. Once we have done this, intersecting again
will obviously result in no change.

Theorem 3.4 For every structure M, M -_ M 11 M.

The proof of this one is simple: we just note that { (s, (s, s)) I s E S}
is a simulation relation.

Now that we have finished defining our preorder and notion of com-

position, we can be more piecise about how to do compositional and
assume-guarantee style reasoning in our framework. Recall that in sec-

tion 2.5, we defined the notion of the maximal closing environment
for a Moore machine, and also argued that M Al E(M) was isomorphic
to struct(M). We have an analogous result when dealing with struc-
tures alone. Note that while there is no notion of input and output,
and hence no real notion of a closed system, there is a natural maximal

environment for a structure M. Also recall the structure T(A) defined
in example 3.8; T(A) is able to simulate any structure whose visible
state components include those in A. Suppose that M is viewed as a
component, and say that the environment Al' will interact with it via
some state components B C A. Then, since A' includes B, we know
that T(B) can simulate M'. Now applying theorem 3.3, we find that
M 11 M' - Al 1! T( B). Hence, if we want to check that a specification "W"
is true for any environment M', we can just verify Ml I T(B) _ .1/".
since transitivity would then give M 11 M' _- A". (Also, T( B) is at
potential environment.) However, we also have the following result:
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Theorem 3.5 Let M be a structure and B C_ A; then M is isomorphic
to M II T(B).

The proof is deferred, but basically consists of the observation that
each state of M is paired with a unique state of T(B) in the composi-
tion, and that the transition relation of T(B) is the universal relation.
This result means that when we check M -< M", where M is viewed as
a component, we are really checking whether every system containing
M satisfies the specification M". On the other hand, if M is viewed
as a complete system, then we would just be checking that M has the
specified property. In essence, doing a compositional verification, where
we are working with individual components, will involve the same un-
derlying check as doing a global verification. Because of this, we will
generally omit any mention of maximal environments in what follows.
They may be inserted where appropriate, depending on whether the
structures we are working with are viewed as complete systems or not.

Recall that in an assume-guarantee style proof, we work with triples
of the form (assumptions)M(guarantees). We will allow assumptions
and guarantees to be given either via temporal formulas or via struc-
tures. To check a triple, we compose the assumptions with M, and
then check that the result can be simulated by the guarantees. Consider
a simple assume-guarantee style argument such as the following:

() M ( MI)
( M1,) M 1 (1M,0)

O)M II M'(Mv,).

Reexpressing this in terms of compositions and simulation checks gives:

M "-< M

Al AM' 5 MM.

\Ve can justify the soundness of the argument using the properties of
f a•nd I. Siz,,ce :11 - Ail, we clan compose both sides with .11' to obtain
M 11 M' M, 11 M'. We are given that M. 11 M' - M,1,, so by transitivity
we have the desired conclusion.
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Let us also consider a more complex argument that requires the use

of theorem 3.4:
O M (MV)

(M•)M'(M,)
(M*)M(Mx)

0M II M'(Mx).

Translating 
gives:

M __.M10

MII M _ MPMtII -M "<MX

M II M' MX.

As above, M -< M,, and M, 11 M' -< M,ý, implies that M II M' M A',.
Composing both sides with M leads to M 11 M' M -< M 11 M. Now
M# 11 M -< M., so by transitivity we obtain M 11 M' W1 M -_ M,. Since
composition is commutative and associative, we get M 11 M 11 M' -< MX.
Now we are almost at the desired conclusion, but we have an extra 11.
Theorem 3.4 tells us that M -< M 11 M. Composing both sides of this
with M': M 11 M' -< M 11 M 11 M'. Finally, applying transitivity gives
the desired result, M Ii M' -< M,.

3.5 The Tableau Construction

So far, we have defined notions of composition of structures and simu-
ulation that allow us to do hierarchical and assume-guarantee style
reasoning where the specifications are given as structures. We have
also hinted that there is a correspondence between simulation and sat-
isfaction of a formula by a structure; in this section, we make that
correspondence precise.

Our tableau construction will have the same flavor as many oth-
ers: states of the tableau will consist of information about the labeling
for the visible state components, plus information about what things
should hold in successor states [5, 27, 64, 78, 92]. This latter informa-
tion is used to constrain the transition relation.

Example 3.11 Consider the formula AF a = I that we used earlier
(example 3.2). A state of this tableau will be viewed as consisting of:
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1. information about whether a is 0 or 1; and

2. information about whether the eventuality has been fulfilled yet
or not. This information is based on the fixed point equation for
AF: those states where AF a = 1 are true are those for which
a = I or for which AX AF a = 1 holds. We can tell whether a = I
based on the visible state component information. However, in
order to tell whether AX AF a = 1 holds, we add a bit to the
state that will be 1 for those states satisfyin, AX AF a = 1.

Now a state that has the bit for AX AF a = 1 set will be constrained to
have successors that either have a = I or have the bit for AX AF a = I
set. 0

The information about what has to hold in the next state is captured
using the notion of an elementary formula. Each elementary formula
will have the form AX O and will be associated with a bit of information

in the states of our tableau. When the bit associated with AX q in
a state is 1, it will mean that the successors of that state must be

constrained to be those states where V) holds. The elementary formulas
of a formula V will be obtained by looking at those subformulas of V
involving a tempcral operator. Each subformula AX 0 will itself be

an elementary formula. For subformulas such as A(0' U k), we will
use AX A(iý/, U xý) as an elementary formula. In the example above,
AX AF a = I would be the only elementary formula of AF a = 1.

Definition 3.5 The set of elementary formulas of the formula d, de-
noted by el(V), is defined as follows:

1. el(true) = 0.

2. el(a = ,1) =.

3. el(-• ) = eI(y).

4. el(,p A it,) = el(p V i/,) = el((p) U el(O).

5. el(AX,) = {AXp} U e•(,p).
el(A(y' U i0)) = {AXA(p U 0)} U el(p) U el(iI,).
el(A(p V ,/,)) = {AX A(V V k)} UeI(p) U el(i/k).
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The states of the tableau for so are going to have the form (f, E),
where f E labelings(comp(W)) and E C el(so). That is, a state will be a
labeling plus a set of elementary formulas (the ones that are supposed
to be true at the state). Now suppose that AX 4 is an elementary
formula that is supposed to hold at some state. We want to constrain
the successors to be those states where b is true. But since we have not
yet constructed the transition relation, how do we know which states
are supposed to satisfy 40? At first, it seems that we are caught in a kind
of circularity. We will avoid the problem by using a mapping 4$ that
tells whether a formula should be true of a state based only on the state
and not on its successors. Consider, for example, determining whether
a state satisfies AFa = 1. If the labeling of a in the state is 1, we
know it satisfies AF a = 1. If the labeling of a is 0, then the only way
that AF a = I can be true is for all of the state's successors to satisfy
AFa = 1. In other words, the state should satisfy AXAFa = 1.
This, however, is an elementary formula, and we can tell whether it
should be true by looking only at the state. Overall, a state should
satisfy AFa = 1 when it is labeled with a = 1 or AXAFa = 1.
Given a subformula 4', $(4() will give the set of states in the tableau
that should satisfy 4'. Then, if a state is marked with the elementary
formula AX 4', we simply ensure that all of its successors are within
the set (4().

The only part of the construction that we have not yet explained
is the method by which we ensure that eventualities are fulfilled. This
will be done using the acceptance conditions. Consider the formula

AFa = I again. A state that is supposed to satisfy AXAFa = a
has as its successors those states where a = 1 or where AX AF a = 1
should hold. The danger is that we may pass continually through states
where a = 0 but which should satisfy AXAFa = 1. We can eliminate

this possibility by requiring that infinitely often, we visit, a state where
a = 1 or where AX AF a = 1 is not supposed to be satisfied. We
now give the construction. (Note: the definition below does not handle
certain degenerate cases. Since the changes needed to handle these
cases are somewhat nonintuitive, we defer them until section :3.8.)

Definition 3.6 The tableau of so (over a set of state components A D
cornp(so)) is denoted T(Vo) and is the structure M given by:
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1. S = labelings(A) x 2"(P).

2. I = 4b(), where 4ý is the map from subformulas and elementary
formulas of p to S defined as follows:

(a) 4,(true) = S.

(b) O(a =d)-= {(f,E) E SIf(a)-d}.
(c) ¢g)= s -0€(0).
(d) 0 (P A -) = b(V)) n 0

(,0 Nv VX) = 0 (0) u 0( W

(e) If AX ip is an elementary formula of p, then

0(AX ) = {(f,E) E S I AXV, e E}.

(f) D(A(0, U x)) = 0 (x) U (40(,) n 0(AX A(0 U y))).
4D(A(O V x)) = $(x) n (0(0) U 4'(AX A(O V U)).

3. R((fo, Eo), (f, Ej)) iff for all AX 0 E el(p), AXiV E E0 implies
(fl, E,) E 10(0).

4. L((f,E),a) = f(a).

.5. The acceptance condition specifies that we cannot have an even-
tuality AX A(V, U X) where k is never fulfilled.

F = { (0,(S- b(AX A(0UX)))U (P)) AXA(;'Uy) E eI(;)}.

Example 3.12 Back in example 3.1, we argued that assume-guarantee
style reasoning could be used to verify that the composition of the cir-
cuits given in figures 2.2 and 2.4 satisfied the specification AG(p =

0 V q = 0). Let the structures for these two circuits (shown in figures
:1.6 and 31.7, respectively) be denoted by M and l'. In our assume-
guarantee proof, we were going to use AG(7 = 0 AXq = 0) as an
assumption ahoIt 1', and then prove the desired l)roperty by comhin-
ing this asslim )tion with Al:

()M'(AG(r = --., AXq = 0))

(AG(r=0-+AXq=0))M(AG(p=OV I=-0))

()M 11 M'(AG(p = 0 V q = 0)).
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Checking ()M'(AG(r = 0 -* AXq = 0)) will be done with our stan-
dard model checking techniques. However, in order to check

(AG(r = 0 --* AXq = 0))M(AG(p = 0 V q = 0)),

we need to construct the tableau for AG(r = 0 -+ AX q = 0) and
compose it with M. The states of the tableau will have valuations for
r and q, plus information about the elementary formulas. In this case,
there are two elementary subformulas: AX AG(r = 0 -- AX q = 0)
and AX q = 0. Let V) be the first of these, and let X be the second. The
(reachable states of the) tableau are shown in figure 3.12. In the figure,
the states are labeled with k and X to indicate where these elementary
subformulas are true, even though V, and X are not actually visible state
components. Also, most of the trans&i.ons between states are present,
so for clarity, the figure uses dashed lines to show which transitions are
missing. The initial states are those in 4ý(AG(r = 0 - AXq = 0)).

This is equal to

1(r = 0 --+ AXq = 0) fl (4b(false) U 4(AX AG(r = 0 - AXq = 0))).

(The 4(false) comes from the fact that AG 0 is an abbreviation for
A(false V 0).) Evaluating this expression yields those states (f, E)
where:

1. either f(r) = I or AXq 0 (X) is in E; and

2. AX AG(r =0 --+ AXq =0)) (t/,) is in E.

This is all of the states shown in the figure. Further, since , E E
for all of these states, all their successors must be in ¢l(AG(r = 0 --+
AXq = 0)), i.e., we cannot leave the set of states shown. This is how

the AG is continually enforced. Also note that the transitions that are
missing are those from states where x should be true (the lower four
states) to those where q is 1 (the leftmost three states). This enforces
the constraint that when a state should satisfy AXq = 0, it in fact
does. After constructing the tableau and doing the model checking, wc
lilnd that

(AG(r = 0 -- AXq = 0))M(AG(p = 0 V q = 0))
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does indeed hold, and so we can in fact conclude

()M I M'(AG(p = 0 V q = 0)),

which is the desired result. 0

rqOýrqip_ý

i;qiPX ---- -t- - - - - ---- - - - - - - -

Figure 3.12: Tableau for AG(r = 0 -- AXq = 0)

Example 3.13 In this example we consider a tableau that has a non-
trivial acceptance condition. The actual tableau for AFa = I is
shown in figure 3.113. In the figure, I' (denotes the elementary formula
AX AF a = 1. As in figure 3.12, only the missing transitions are shown.
In this case, we cannot go from a state where AX AF a = 1 holds to
one where both a = 0 and AX AF a =- 1. The acceptance condition
requires that if AX AF a -- I beconies true, then eventually we must
make a tranisition to a state wh(here a = I. .

We now statc, the formal connection between satisfaction and situ-
illation. Tl'he proof is deferre(.
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Geo

GF(a = I V P)

Figure 3.13: Tableau for AF a I

Theorem 3.6 Let Ml be a structure and let ýo be an ACTL formula
such that A D comp(ýp). Then Ml ý=p if Ml -< T(ýo), where the
tableau is over any subset of A containing comp(ýp).

We also note that the tableau construction can also be used to do
temporal reasoning. In ACTL, ýp --4 i4 is generally not a legal formula
due to the restriction that we only use the A path quantifier. Thus, we

cannot use the usual trick of checking whether ýp --- 0 is a tautology.
Instead, we use a semantic notion of entailment.

Definition 3.7 Let ýo and 0' be ACTL formulas. We write p H- i,,
whenever for every structure NI with A4 D comp(ýP) U coinp(i4'), if Ml

pthen Ml H 0I.

The formula ýo is a tautology iff tritc H- ~p. ,ý is satisfiedl by some
nontrivial structure (one with a noni-empty set of initial states anld
some pathi starting at one of these states) iff it is not t~he ca:;e that

;p H- AX fals-e. We ran check for semiantic enitaliment usingt the tablem i
comist. -i10ctiof III tilhe ol)Vi01 s Wayv.

Proposition 3.2 ~ % [T(ý) '.(The tableaui is over ("(flhl)( ) U

(T(JIIJ)(mr).
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Since the proof is short, we give it here.

Proof Suppose o • 0. The tableau for W satisfies p, so by definition
of semantic implication, it satisfies ip as well.

Suppose T(p) ý i4, and let M be a structure with A D comp(p) U
comp(iP). If M h 'p, then M -< T(ý). But T(p) ý= V), and so T(V) _
T(O). By transitivity, M _ T(o), and so M 1= ip. 0

3.6 Example: A Simple CPU Controller

In this section, we describe a controller for a simple stack-based CPU
and give some ACTL specifications describing its correctness. Then we
prove these properties using assume-guarantee style reasoning. This
CPU controller design is from a paper by- Clarke, Long, and McMil-
lan [32].

Figure 3.14 gives a block diagram of the CPU. The controller con-
tains two main modules: an access unit (AU) and an execution unit
(EU). The access unit controls the fetching of instructions and the reads
and writes to data memory. Instructions are prefetched and stored in an
instruction queue (IQ), so that the execution unit will spend less time
waiting for instructions to be obtained from memory. The AU also
maintains a top-of-stack register (TS) that caches the memory word
corresponding to the current stack pointer. Words tl'at are pushed
on the stack are stored in this register and flushed to memory whe:.
time permits. Similarly, a pop instruction can use the contents of this
register without waiting for memory; while this is happening, the TS
register is refilled. The execution unit is actually in charge of interpret-
ing the instructions. Our specification will deal mainly with properties
of the AU part of the controller, so we will not discuss the EU in de-
tail. We now turn to the signals used by the All to con mmunicate with
its environment. These signals will he use(d when we give the formal
specification later.

The access uinit coin m1u1icates directly with the execution tinit via
a set of eight linies. Foiir rin froii the execution unit tto tle a'ccss

unit: pu.sh, pop, fctch and branch. These signals are used by the Eli to
express its request to perform the indicated operation. The push and
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push, pop
mem-rd. mem-wr

mem-ack Access - ec ,b a c Execution

Unit -ol Unit
S~push-rdy, pop-rdy -

Memory etch-rdy, branch-rdy

TS ALU

F r.1

Figure 3.14: CPU block diagram
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pop signals are used to manipulate the stack, and the fetch signal is u-ed
to get the next instruction from the IQ. The EU uses the branch signal
to tell the AU that it wants to execute a (conditional or unconditional)
branch and that the instruction queue should be flushed and refilled
starting at the new program counter (PC) value. Each of these signals
has a corresponding acknowledgment going from the AU to the EU:
push-rdy, pop-rdy, fetch-rdy and branch-rdy. When, e.g., push and
push-rdy are both high, a word is pushed on the stack. The AU may
assert these ready signals before the EU requests the corresponding
operation; they are used by the AU to indicate its ability to perform
the indicated action immediately.

The access unit also has outputs that control memory reads and
writes, and that go to elements of the data path such as the PC and
TS registers. The signals mem-rd and mem-wr are set high to indicate
that a memory read or memory write should be performed. The word to
be placed on the memory address lines is signaled by SP-to-mem-a and
PC-to-mem-a; these drive the stack pointer and program counter onto
the address lines, respectively. The top of stack register is driven onto
the memory data lines using TS-to-mem-d. Data coming from memory
can be gated into the TS register or into the IQ via mem-d-to-TS and
mem-d-to-IQ. The memory signals completion of a requested opera-
tion using the mem-ack input. To execute a memory cycle, the AU
simultaneously asserts mem-rd or mem-wr together with one of the
signals controlling the memory address bus. When writing, it also as-
serts TS-to-mem-d to drive the data bus. When executing a read, it
directs the data into either the TS register or the IQ. It holds these
signals until mem-ack is asserted, then it lowers its control signals and
proceeds.

Machine instructions are eight bits long, and two are packed into
each sixteen bit machine word. The IQ holds one word which is fetched
from an even-aligned address. Hence, when an instruction correspond-
ing to an odd program counter address is used by the EU, the IQ must
be refilled. The low bit of the program counter, P('o, is available to
tie Al' so that it can detect this situation.

The model of the CPU controller is given in the hardware descrip-
tion language CSML (Compositional State Machine Language) (32].
CSML is an extension of the SML language [14] and is designed to sup-
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port the modular design of finite-state controllers. It provides a module
facility to augment SML's procedural description constructs. From the
point of view of our verification techniques, the important feature is
that its output is a series of Moore machines, one per state machine
in the design. We will not go into detail on all the facilities of CSML
here. Instead, we will give a simple example, and then proceed to the
CSML code for the AU.

Figure 3.15 is a CSML program describing a system composed of
a producer module and a consumer module which synchronize using a
four-phase handshake. In CSML (as in SML), raising or lowering an
externally visible signal takes one time step, i.e., one Moore machine
transition occurs. All other computation takes no (external) time. The
raise and lower statements are used to set and reset signals. The
control constructs such as while and loop have the obvious meanings.
The process declarations (starting on line 26) actually create the two
Moore machines in this example. A processtype (line 4) is used to
give a template for each machine.

We now turn to the CSML description of the AU. The main func-
tions of the AU are managing the TS register and the IQ. The top-of-
stack register can conceptually be in one of three states.

1. It may be invalid, in which case the EU is allowed to push (store
data in TS), but not pop (get data from it).

2. It may be valid, meaning that the data in TS matches what is in
memory at the address indicated by the SP. In this case, the EU
may either push or pop.

3. It may be modified, meaning that the EU has placed data in the
TS register and that data has not yet been copied out to memory.
In this case, then EU is allowed to pop, but it cannot be allowed
to execute a push.

The transitions between these states are as shown in the state transition
diagram in figure :3.16.

Part of the AU code that is used to control the iS register stal•
is shown in figure 3.17. This code tells how the state changes when
the EU executes a push or pop. The compress statement (line 2) is
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I program prodcom
2 output produce,consume;
3 internal req,ack;

4 processtype producer(request, acknowledge, produce)
5 input request;
6 output acknowledge-false, produce=false;
7 loop
8 while (!request) do loop skip endloop;
9 raise(produce); lower(produce);

10 raise(acknowledge);
11 while (request.) do loop skip endloop;
12 lower(acknowledge)
13 endloop
14 endtype

15 processtype consumer(acknowledge, request, consume)
16 input acknowledge;
17 output request-false, consume=false;
18 loop
19 raise(request);
20 while (!acknowledge) do loop skip endloop;
21 raise(consume); lower(consume);
22 lower (request);
23| while(acknowledge) do loop skip endloop
24 endloop
25 endtype

26 process producerl: producer(req, ack, produce);
27 process consumerl: consumer(ack, req, consume)
28 endprog

Figure ;.15: Producer-consumer program it CSML
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valid

TS-load A mem-ack TS-store A menm-ack

popped pushed

~~~pushed i!c

2nvalid 'o

popped

Figure 3.16: TS state transition diagram
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used to cause all the state changes to happen in one external time step
(one Moore machine transition). The ta-st variable is used to hold
the current state of the TS register.

1 loop
2 compress
3 switch
4 case ((ts_st == valid) I (ts_sst invalid))
5 & push & push.rdy:
6 lower(push.rdy);

raise(pop.rdy);
8 ts-st := modified;

9 break;
10 case ((ts_st == valid)_l (ts_st modified))
11 & pop & pop.rdy:
12 lower(pop.rdy);
13 raise(push.rdy);
14 ts-st := invalid;
15 break;
16 default: skip;
17 endswitch
18 endcompress
19 endloop

Figure 3.17: CSML code implementing TS control

The other piece of code responsible for setting the TS state is the
section in charge of memory accesses. This section is shown in fig-
ure 3.18. The second and third elements of the case statement examine
the state of the TS register. If it is invalid (and the EU is not trying
to execute a push), then the AU may load the register from memory
(line 12). If the state is rnodificd (and the EU does not want to pop),
then the TS contents are copied to memory (line 21). This part of the
code is also responsible for prefetching instructions (line 3).

The access unit also manages the IQ. This is done in a similar
manner to the TS register control (figure 3.17); for brevity, we omit the
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I loop
2 switch
3 case iq.st - invalid:
4 compress
5 lower(branch-rdy);
6 read(pc-to-memrea, mem_d.toiq);
7 iq.st := valid;
8 raise(fetch.rdy);
9 raise(branch.rdy);

10 endcompress;
I1 break;
12 case ts-st == invalid & !push:
13 compress
14 lower(push.rdy);
15 read(sp.to.mem.a, mem_d-to-ts);
16 ts-st := valid;
17 raise(push.rdy);
18 raise(pop-rdy)
19 endcompress;
20 break;
21 case ts-st == modified & !pop:
22 compress
2:3 lower(pop-rdy);
2.1 write(sptomema, tstomem-d);
25 ts-st := valid;

26 raise(push.rdy);
27 raise(pop.rdy)
28 endcompress;
29 break;
30 default: skip;
31 endswitch
32 endloop

Figure :3.18: CSM L code for coatrollitig memory accesscs
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actual code. Altogether, the AU is composed of these three threads of
control (TS and IQ managers, and memory access manager) running in
parallel. When processed by the CSML compiler, the result is a Moore
machine with thirteen states.

The execution unit is more complex; it essentially consists of a large
case statement, with one case per instruction. We will not give the
code here, but it compiles into a Moore machine with 98 states. The
combined CPU controller, plus a two state memory model, is a Moore
machine with 1077 states.

We now give a formal specification of the AU in ACTL. A formal
specification of the EU will not be given; it would consist of a large
number of cases (one per instruction). To begin, we will define a few
abbreviations that will be used throughout the formulas here. Tile first
ones are used to say that a push, pop, fetch or branch has occurred.
Each of them is a conjunction of an EU request signal and an AU
acknowledge signal.

pushed = push A push-rdy

popped = pop A pop-rdy

fetched = fetch A fetch-rdy

branched = branch A branch-rdy

The next three tell when the IQ is being loaded and when the TS
register is being loaded or stored into memory. For example, the IQ is
being loaded when the PC is being driven onto the memory data bus,
the AU is reading from memory, and the data from memory is being
gated into the IQ.

TS-load = mem-rd A SP-to-mem-a A mem-d-to-TS
TS-store = inen-wr A SP-to-mcm-a A Tq-to-rnctn-d

IQ-Ioad = nim-dty A PC-to-mem-a A merm-d-Io-IQ

The last one states that the final instruction in the IQ has just been
fetched.

IQ-cmpti'd = felhcd A PCO

The first class of formulas are some basic safety properties of the
access unit. They require that the AU not issue spurious reads and
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writes, and that each memory access be an IQ or TS load, or a TS
store.

AG(SP-to-mem-a --* TS-load V TS-store) (:3.1)

AG(mem-d-to-TS - TS-load) (3.2)

AG(TS-to-mem-d -- TS-store) (3.3)

AG(PC-to-mem-a I iQ-load) (3.4)

AG(mem-d-to-IQ IQ-load) (3.5)

AG(mem-rd -- ' TS-load V IQ-load) (3.6)

AG(mem-wr -+ TS-store) (3.7)

We also cannot allow multiple memory accesses to be attempted at the
same time. The AU should not, e.g., drive both mem-rd and mem-wr
high at the same time.

AG(-- TS-load V -,TS-store) (3.S)

AG(-- TS-load V -IQ-load) (:3.9)

AG(-,TS-store V -'IQ-load) (3.10)

Next, we require that if the AU requests a memory operation, then
it must continue to request that operation until it receives an acknowl-
edgment. That is, memory requests cannot be aborted in mid-cvcle.
Wc can cxpress this using the V operator: mem-ack will release the
requirement that the load or store signals remain stable.

AG(TS-load -* A(meyn-ack V TS-load)) (:3.11)

AG( TS-store - A(mem-ack V TS-store)) (:312)

AG(IQ-load -- A(inern-ack V IQ-load)) (3.1:3)

Also, the access unit should not offer the EU the chance to push, pop
fetch or branch while a memory cycle that might interact with the op-
eration is going on. (These requirements ensure. e.g.. that the address
being driven onto the memory address bus does not change.)

AG(TS-load V TS-store --- -'pu.sh-rdy A -'pop-rdy) (3.1.1)

AG(IQ-load --- -fetch-rdy A -,branch-rdy) (3.15)
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The next set of properties are used to check that the operations
allowed by the access unit on the TS register follow the state transitio'l
diagram given in figure 3.16. Note that when the state of the TS
register is valid, then either a push or a pop is legal. Also, while the
actual AU does not load or store the top-of-stack in this state, doing
so would not cause an error. Hence, we impose no constraints on the
actions performed while TS is valid. Next, consider the invalid state.
This state is entered when a pop operation is executed. Starting from
this state, we cannot allow another pop, and we cannot store the TS
register into memory. The TS register will cease to be invalid after
the TS register is loaded from memory, or after the EU pushes a word
on the stack. Thus, we want to express "after a pop, no pop or TS
store can occur until after a TS load or a push." This is done with the
following formula:

AG(popped -- AX A(( TS-load A mem-ack) V pushed

V -'pop-rdy A -,TS-stQre)). (3.16)

The TS register should also start out in the invalid state, so we obtain
the related requirement:

A(( TS-load A mem-ack) v pushed V -,pop-rdy A -,TS-load). (3.17)

If the TS register is in the modified state (as the result of a push), theni
both pushes and TS loads are illegal. The TS register state should onlyv
change when a pop occurs, or when the TS register contents are stored
into memory. We express this requirement with the formula:

AG(pushed -- AX A(( 1S-store A mem-ack) V popped

V -'push-rdy A -'TS-load)). (3.18)

We now turn to requirements for how the IQ is managed. The IQ
can be in one of two states: valid, indicating that there is a valid in-
struction in the quetie waiting to be fetched; and invalid, indicating
that there is no such inustruction. Figure 3.19 shows the possible transi-
tions between these states. When the IQ is in the valid state, wc have
no constraints on fetches. The IQ state changes to invalid when either
a fetch from the last location in the queue or a branch occurs. From
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IQ-load A mern-ack

einvalid valid

IQ-emptied V branched

Figure 3.19: IQ state "rarsition diagram

the invalid state, no additional fetches can be allowed until the IQ is
loaded from memory. Thus, we have the requirement:

AG(IQ-emptlied V branched
---* AX A(IQ-load A mem-ack V -"fetch-rdy)). (3.19)

The IQ also starts in the invalid state, so we also have the related
formula:

A(IQ-load A mem-ack V -'fetch-rdy). (3.20)

Note that all of the above properties are safety properties; none
of them make any guarantees that progress will occur. The following
formulas are used to specify that pushes, pops, fetches, and brancheis
always complete.

AG(push -* AF pushcd) (3.21)

AG(pop AF popped) (3.22)

AG(fetch AFfctched) (3.23)

AG(branch AF branched) (3.2 1)

Finally, we check that the controller continually fetches new instruc-
tions:

AG AFfd;tched (3.25)

We used a BDD-based model checker to verify that the system colin-
posed of the Al' and EU satisfied the above specificatilo (with sumlle
weak assumptions about how the memory behaves). The basic safety
I)roperties (formulas 3.1 through 3.15) were checked iising the Al' ;i)jw.
As an example, for formula 3.1 we verified:

()MAU (AG(SP-to-mem-a --, TS-load V TS-storc)).
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where MAU is the structure representing the Moore machine for the
AU. This implies that every system that can be constructed using the
AU satisfies this particular formula.

We also tried using just the AU to verify some of the more complex
properties such as formulas 3.16 and 3.18. All of the formulas failed to
check, so we examined the error traces produced by the model checker
to try to determine the cause of the failure. In all of the traces, the
inputs from memory were not behaving as we would have expected
in a real system. In particular, the memory acknowledgment signal
sometimes went high when there was no pending request. We therefore
constructed a model of how the memory was supposed to behave. This
model, which we denote by M,,em, is shown in figure 3.20. The figure
depicts a Moore machine; the actual model used is the corresponding
structure.

mem-rd V mem-wr

Figure 3.20: Memory model

With this niodel of the memory as an assumption, all of the formulas
3.17 through :3.20 are true. So, for example, we have:

(M,,,em) ,)AyAu (A( TS-load A mem-ack V pushed V -"pop-rdy A -, TS-load)).

The specification given by 3.16 remains false however. Upon examining
the error trace, we find a situation where both the push-req and pop-req
,signals become true simultaneously, i.e., the EU attempts both a push
and a pop at the same tine. This behavior is obviously illegal, so we
make another assunlption to eliminate it:

AG(--push-rcq V -,pop-rcq). (3.26)

With this assumption plis the assumption MM, formula 3. 16 becomes
true.
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The only remaining properties to be checked are the progress prop-
erties, plus the assumption 3.26, First, we note that in order to be able
to ensure progress, the memory must be guaranteed to respond to re-
quests eventually. Consequently, we strengthen our assumption about
the memory's behavior by adding acceptance conditions

GF(mem-rd A -,mem-wr -- mem-ack)

and

GF(mem-wr A -,mem-rd -* mem-ack).

If we now try to check that the AU, plus our assumption about the
memory, satisfies the formulas 3.21 through 3.24, we find that it does
not. The reason is that the EU may make a request and then immedi-
ately remove it without giving the AU time to act. W- make additional
assumptions about the EU's behavior to eliminate these possibilities.

AG(push-req - A(pushed V push-req)) (3.27)

AG(pop-req -- A(popped V pop-req)) (3.28)

AG(fetch-req A(fetched V fetch-req)) (3.29)

AG(branch-req A(branched V branch-re q)) (3.30)

We now attempt to verify property :3.21 for the AU, the memory model.
and the assumption 3.27. Again, the formula turns out to be false; in
this case, the problem is the EU issuing simultaneous requests. Ear-
lier, we used an assumption that push and pop requests were mutually
exclusive (formula 3.26). We strengthen this assumption so that it
states that every pair of operations requested by the EU must be mu-
tually exclusive. The weaker assumption can be discharged using the
stronger one; we simply check semantic implication between the two
formulas. Now using the AU, the memory model, the assumption :3.27.
and the mutual exclusion assumption, we are finally able to verify for-
miula :3.21. Similarly, we can verify each of the other liveness properties
(through 3.24).

Now we have to check the final liveness property (3.25), plhis tim(
issumnptions that we made about the behavior of the EU. The assulmup-
tions about the behavior of the EU can be checked using just the EU, so
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we successfully discharge them. As for formula 3.25, there are two ap-
proaches that we could use. The first would be to make some additional
assumptions about the EU and check the property using the AU and
these assumptions. We would need to know that the EU does not fetch
an instruction and then execute an infinite sequence of pushes, pops, or
branches. To express this, we could build an abstract model of the EU
such as the one shown in figure 3.21. This figure shows a Moore ma-
chine, but the actual model would be the corresponding structure plus
the indicated acceptance condition. In the figure, push-req has been
abbreviated to push, etc., and idle indicates that push-req, pop-req,
fetch-req, and branch-req are all low.

-push-rdy -"branch-rdy

push branch

p sh-rdy b•ranch-rdy

PO GFidle -- GFfetch-req

-'pop-rdy -'fetch-rdy

Figure 3.21: Execution unit model

The other possibility would be to try to check the property on the
EU. In this case, we wouil(l need to know that piishes, pops, etc., even-
tually complete. However, we have already verified these conditions in
properties 3.21 through 3.24. Using these properties as assumptions
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together with the EU is indeed sufficient to prove AG AFfetched. In
summary then, we have managed to verify all of the properties. The
more complex parts of the specification required us to make an as-
sumption about how the memory behaved. Given an actual memory
system design, we would need to check that our model uf the memory
(figure 3.20, plus an acceptance condition) could in fact simulate the
design.

3.7 Summary

We have provided a way of doing assume-guarantee style reasoning in
the context of ACTL model checking. In order to do this, we first made
explicit the important notion behind theorem 2.2: that of simulation.
Simulation is a natural relationship between implementation and spec-
ification. It leads directly to the ability to do hierarchical verification:
specifications at one level become "implementations" at the next. By
examining how simulation relates to composition, we were able to give
methods for compositional and assume-guarantee style reasoning. How-
ever, we already had one notion of satisfaction of a specification, •. Via
a tableau construction, we proved that satisfaction of ACTL formulas
corresponds directly to simulation. This link gives us great flexibility
as to our specification methodology when performing assume-guarantee
proofs or doing hierarchical reasoning. We demonstrated these ideas
by verifying some properties of the controller for a simple stack-based
CPU. Further, the general framework discussed in section 3.2 can he
used to construct assume-guarantee style reasoning systems based on
other temporal logics.

3.8 Technical Details

In our framework, specifications and assumptions can be given as either
formulas or structures. In the latter case, however, we need methods for
automatically checking whether one structure simulates another o0e':
that is the subject we now consider. We describe two special case
methods that, in practice, cover most of the cases that arise. Further,
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these special case methods are generally much more efficient than a
fully general algorithm.

We have already seen one method; when we are given that the
structure M' is the tableau for a formula v, we can check M -< M'
by verifying M • ýo using the standard model checking algorithm for
ACTL. While the model checking algorithm can detect when M ;e M',
this fact alone is not very useful; rather, we would like to demonstrate
explicitly why this is the case. That is, we want to produce a coun-
terexample illustrating why the formula is false. Consider the problem
of demonstrating why p is false at the state s. We break the task into
cases based on the top-level operator of V.

1. If 'p is an atomic formula (or the negation of an atomic formula),
we can just say why it is inconsistent with the labeling of s.

2. If p has the form 0, A X, then at least one of ik and X must be
false at s. We call the counterexample procedure recursively for
the appropriate subformula. Dealing with disjunctions ip V X is
similar, but we have to demonstrate that both 0/ and y are false
at s.

3. If 'p = AX 0, then we find a successor s, of s = So that is the
start of some path and for which 0 is false at sl. (The states
that are the start of a path can be found using a standard fixed
point computation.) We display the "path" (actually the prefix
of a path) .sos ... and then show why s, does not satisfy 0.

4. When : has the form A(O V X), then there must be a path
SoSIS2... starting at s = so for which:

(a) < is false at some si; and

(b) for all j < i, 0 is false at sj.

Starting from s0 , we search forward to find such a path. We will
compute a series of sets P, where Pi represents the search frontier
after stepping forwards i times. We begin with Po = {so}. After
computing P,, we see whether there are any states in Pi that are
the start of some path and that do not satisfy X. If so, then



106 CHAPTER 3. COMPOSITIONAL VERIFICATION, PART II

we have found one (or perhaps several) si satisfying condition 4a

above. We select one such si; now we must back up to produce a
path to so. We see which states in Pj-1 can reach si in one step.
Now si-, is chosen from these states, and we proceed backwards
until we eventually reach so.

Suppose now that every state in Pi satisfies X. In this case, we
must search forward another step. However, we also need to be
sure that we do not pass through a state satisfying 0. Thus, we
let Qj be the states in Pi that do not satisfy 0. We then define
P,+, to be the states reachable by stepping forwards once from Qj.

The above procedure gives us a (prefix of a) path sos1 .. .si ...
where si does not satisfy x and each s. for j < 1 does not sat-
isfy b. We display this prefix, then call the counterexample facil-
ity recursively to ,how why i/ is false at the sj (j < i) and why
", is false at si.

5. The most interesting case is for formulas of the form A(ý, U 1).
Such a formula may be false for one of two reasons.

(a) There may be a path sos 1s2 ... from s = so such that 1P is
false at some si, and for all j _< i, x is false at sj. We can
determine whether there is such a path (and if so, display
it) using the same techniques as above.

(b) There may be a path sfs1s2... from s = s0 such that k is
false at every state on this path. (That is, the eventuality is
never fulfilled.) This is the case we now consider.

Obviously, we cannot construct or display arbitrary infinite paths.
Instead, we will find finite sequences of states 7ro and wr1 such that
,wrtr- (7ro followed by infinite repetitions of ,rl) is a path from s
satisfying these constraints. We can then display ro ,tid 7r, and
show why X is false at every state appearing in 7r0 or ,i.

The question now is how to find such a pair of sequences. W'e
will do this hy trying to find a fair stmrugly connl(rd (oinpolcnllt

(FSCC). A strongly connected component (SCC) is a set of states
where each state in the set can reach every other state in the set
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via the transition relation. For every state, there is some SCC

that contains it (a singleton set is an SCC), and there is a unique
maximal SCC (under the set inclusion ordering) containing the
state. An SCC is fair if it contains some path that stays entirely

within the SCC. We only want to consider states where there is
an infinite path along which X is false, so we first eliminate all

states not satisfying EG -X fiom the structure. (Note that s is

in the result.) Next, we compute the maximal SCC C containing
s. We then check to see whether C is an FSCC (this can be done

using a standard fixed point computation). If it is not, then since
s is the start of some path along which X is false, we know that

there must be a sequence of transitions from s leading out of C
to a state s' that satisfies EG -x. We then find the maximal
SCC containing s', test if this SCC is an FSCC, and, if necessary,
repeat the process. Eventually, we must find a state reachable

from s for which the maximal SCC is an FSCC. The sequence
of transitions from s to this state gives us ;ro, the prefix of the
infinite path that we are constructing.

Now we need to find a loop within the FSCC such that each pair
(P, Q) in the acceptance condition is satisfied along this loop. Re-
call that Q represents the "infinitely often" part of the constraint.
Let C denote the FSCC and without loss of generality, assume
that C is the SCC for s. Let us first consider the case where for
every pair in the acceptance condition, Q intersects C. In this
case, we can simply choose a state from each intersection, visit

these states in some order, and then return to s. The result is
a loop containing s along which some state in each Q is visited.
If we let 7r, be the sequence of states encountered in going once

around this loop, then clearly 7r-' is a path. Further, we restricted
ourselves earlier to those states satisfying EG -X, so we have
found a path along which X remains false.

Suppose now that for sonie of the pairs (P, Q) in the acceptance
condition, Q does not intersect C. In order to satisfy such a pair,
we must have a loop where each state on the loop is in P. Since S

may not be in P, we cannot necessarily find a loop containing s.
Thus, we may have to extend the prefix 7r0. Our goal will be to
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find an FSCC C' within C n P, then append a segment to r 0

that takes us from s to C'. Then we will find a loop within C';

note that this entire loop will have to be in P. Thus, we can
eliminate (PQ) from consideration. Eventually, we will either

eliminate all pairs (in which case any loop will satisfy all of the
"almost always" conditions), or we will be able to satisfy all of the
remaining pairs using the "infinitely often" parts. To find C', we
let D be the intersection of C with P and then determine which
states in D are the start of a path that stays entirely within D.

Let D' be these states; we restrict our attention only to D'. We
choose one of these states, and then find its SCC (within D'). If
this SCC is an FSCC, we have found C'. Otherwise, we simply
choose a different state of D'.

The other situation that arises most often in practice is for M' to be
deterministic. By this, we intuitively mean that there is no state which

has transitions to two successors with the same labeling. (However.
note that there may be multiple states with the same labeling.)

Definition 3.8 M is deterministic if:

1. For all so and s, in I (with so 6 si), L(so) $ L(sj).

2. For all s E S, if R(s, so) and R(s,si) (with so :A si), then L(so)
L(s 1 ).

When M' is deterministic, given states s and s' and a path r from s,

there is only one possible path from s' that could correspond to r. Thus,
in this case, -< essentially corresponds to w-language containment.

Definition 3.9 The language of M, so over a set of observable state
components A' C A (denoted by A(M, so, A')) is the set of sequences
of labelings occurring on paths starting from so.

A(M. so, A') = { foff2... oSI SSs 2 ... is a path. Vi f, = L(s,) I A'}

(Recall that L(sj) J. A' denotes L(sj) with its domain restricted to A'.)
We write A(s, A') when M is understood. The language of .1 is the
miuion of the langiiages for all of its initial states.

A(M, A') = A(4M, s, A').
sEl
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Proposition 3.3 We have the following relationship between language
containment and simulation:

1. If M -< M', then A(M, A') g A(M', A') and for every s E I,
there is some s' E P' such that L(s) I, A' = L'(s').

2. Suppose A(M, A') _ A(M', A'), M' is deterministic, and for ev-
ery s E 1, there is some s' E I' such that L(s) I A' = L'(s'); then
MA -< M'.

The above relationship means that when M' is deterministic, we
can check -< by basically checking for language containment. This can
be done in polynomial time using standard techniques [26].

Proof Assume M -< MI. Let 7r = SoSIS 2 ... be a path from so E I
in M. There must exist a path 7r' ... from some s' E P in M'
for which s, --< s' for all i. Since s, ' si, we have L(s,) I. A' = L(s').
Hence the sequences of labelings corresponding to 7r and ir' are the
same, and so A(M,A') C A(M', A'). Obviously, for every s E I, there
is some s' E I' such that s -< s', and hence L(s) I. A' = L'(s').

Suppose A(M, A') _ A(M', A') and that M' is deterministic. Let
C- be the relation

{ (s. S') I L(s)1 4' -_ L'V(s') A A.(,; A') C A (.,'. A') }.

We show that C is a simulation relation; suppose s C s'. By definition.

. and s' agree on the labels of state components in A'. Let 7r = .
be a path from s = so in M. Since A(s, A') 9 A(s', A'), there is a path
71'= So SS'.. . from s' = s' for which the labelings on the two paths
(with respect to A') agree. Since A(so, A') C A(s', A') and M' is
deterministic, A(s,, A') C A(si, A'). Also, L(s,) I A' = L'(s'1 ); hence
m C- s'. Applying the above argument inductively, we find s, C 8, for

all i.
Suppose now s E I. By hypothesis and the fact that A' is deter-

ininistic, there is a unique .s' E P' such that L(s) I. A' = L'(s'). If there
is no path starting at ,;, then clearly s --< s'. If there are paiths fromn •.
then A(;A, A') C A(M', A') implies that A(s, A') g A(s', A'). Then
s C 5', and so s _ s'. Thus in all cases, s -_ s', and so M --< M'. 0
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We now turn to some of the proofs that were previously deferred.
First, we note that the composition operation for structures is commu-
tative and associative.

Theorem 3.7 Let M, M' and M" be structures. Then M 1l M' is
isomorphic to M'IjM. Also MjI(M'jjM") is isomorphic to (MjjM')jJM".

Proof For commutativity, it is easy to see that the map taking the
state (s, s') of the former to (s', s) of the latter preserves initial states,
transitions, labelings, and acceptance conditions, and hence is an iso-
morphism.

For associativity, let M0 = ( M 11 M') ii M" and MI = M 11 (Al' AV").
Let 0 be the map taking ((s, s'), s") to (s, (s', s")). In order to show
that this is a bijection, we need to prove that ((s, s'), s") is a valid state
of M0 iff (s,(s',s")) is a valid state of Mi. Assume ((s,s'),s") E So.
To show (s, (s', s")) E S1, we must first prove that (s', s") is a state
of M' 11 Al". If (s',s") is not a state of M' II M", then there must be
some state component a' in A' n A" such that L'(s', a') #: L"(", a').
Now consider the labeling of (s,s') in A! II 1'. This state must have
labeling L'(s',a') on the state componient a'. Hence ((s,s'),s") could
not be a state of M0, a contradiction.

We now know that (s', s") is a state of M' 11 M". If (s, (s', s")) is
not ill .-1, then there is some state component a such that the labeling
of s and the labeling of (s', s") disagree on this label. This state coin-
ponent a must be in one of A' or A"; let us suppose it is in A'. The
labeling of (s',s") on a is then the same as the labeling of s' on a. As
a result, we have L(s,a) # L'(s',a), and hence (s,s') is not a state of
M II M'. This means that ((s, s'), s") is not a state of M 0, a contradic-
tion. Similarly, we obtain a contradiction if a is in A" instead of A'.
Thus, we conclude that (s, (s', s")) iwust indecd be a state of A1 .

Now that we know 4) is a bijection between the states of A]() and .1I1,
it is easy to see that initial states, transitions, labelings, and acceptance
conditions are preserved. Thus. 4 is in fact an isomorphism between
the structures. 

c2

Wc also prove that the composition operation oil structlures cor-
responds to the composition operation on Moore machines (proposi-
tion 3.1).
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Proof We are given composable Moore machines M and M', and
we "'Fa•t to know that struct(M )I V') is isomorphic to struct(M)
struct(MA). Let Ml" = M Al M', and define 0 by:

0(((ss'), f")) = ((s,f" U (L'(s') I. A1)),(s',f" U (L(s) I A',))).

First note that (s,f"U(L'(s')IAj)) is a state of struct(AMI), and that its
labeling is compatible with the state (s', f"U (L(s) I A',)) of struct(M');
hence ¢p is a well-defined mapping between the two sets of states. It is
clearly an injection. Given a state ((s, f), (s', f')) of the composition of
the structures, if we let f" = f I A"' = f' I A", then we obtain a state
of struct(Ml") mapping to ((s, f), (s', f')); hence 0 is a bijection.

p obviously preserves labelings and initial states, and the accep-
tance conditions of both structures are empty. If ((so, s'), fg•) can tran-
sitioll to ((sit s ),f') in struct(M"), then R"((so, s'), fo', (sl,s')). This
implies R(so, fo' U (L'(s') I Aj).st) and R'(s',fo' U (L(so) I A',), s').
Now (s0, f•' U (L'(.s') 4 A.4)) is a state of struct(M) that can transi-
tion to (s,, U (L(s') I A,)). and similarly (s0,f0 U (L(so) I A',)) call
transition to (s',,f' U (L(s,) I A')). Hence ¢(((sos'), fo")) can transi-
tion to ( s'), f')). A similar argument shows that transitions in
struct(M) 11 struct(M') are also transitions in struct(M"). Thus, 0 is
an isomorphism. 0

We next return to the proofs of theorems 3.1 through 3.1. Recall
that the first of these states that ---< is the largest simulation relation
under the set inclusion ordering.

Proof First, we show that -< is in fact a simulation relation. Suppose
s - .9'. Hence, there exists some C_ that is a simulation relation and
for which .s C .'. Since C is a simulation relation. L(.s) I A' = L(.').
Let 7r = So ... be a path in NM starting at s = .4(. Again, since
C: is a simulation relation, there exists a path r' = s ... starting
at .s' = s) such that for all 1.'., C .',. Since there exists a simulation
relation (C) relating eachi .,, nd .Hn', -<, ,_s. Ilence _ sat.isfies the

oi'0lditions for a simulation relation.

If C is ally simulation relation for which s C s'. then by definition

s _s'. Hlence C: C -<.
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To show that -< is a preorder (theorem 3.2), we just argue that it is
transitive (reflexivity is obvious).

Proof Suppose M -< M' and M' -< M". Obviously, the condition
A C A" holds. Define C as the relational product of the two simulation
relations:

E = { (s, s") _s' [s -< s' A s' -< s"] }.

We first show that C is a simulation relation.
Suppose s _ s". Let s' be a state such that s -< s' and s' -< s". Since

_< is a simulation relation, L'(s') JI A" = L"(s"). Similarly, L(S) I A' =
L'(s'), so L(s) J A" = L"(s"). Let nr = sosis 2 ... be a path in M
starting at s = so. There must exist a path r' = Ss ... starting
at s' = s' such that for all i, si _-( s'. For this path, there must exist

a path 7r"= s"s"s"... starting at s" = s" such that for all i, s' < s".
By definition, s, C_ s' for all i, i.e., ir and r" are paths from s and s"

related by C- Thus, CF is a simulation relation.
Now, if we can show that every initial state of Al is related to a

corresponding initial state of M" by g, then we are done. Let s E 1.
Since 11 -< N', there is some s' E I' such that s -' s'. Similarly, since
Al' -_ M", there is s" E I" such that s' --< s". By definition, s C_ s". 0

To prove that 11 respects -_, we first prove the following lemma. It
tells us that paths in a composition correspond to paths in the compo-
nents.

Lemma 3.1 (path lemma) Let M" = M 1 Al'. The following condi-
tions are equivalent.

I. ir" (So, So)(SI,.s'l )(s2, S') ... is a path in Al".

2. T = ... and r' = Sos', ... are paths in ,1 and M' respectively.
and (Si, s') is a state of M" for all i.

Proof If 7r" =(so, " s)(si , s' )(s 2 , s') . . . is a path in Al", then obviously
(.,, *s') is a state of M" for each i. By definition of composition. we nmst
also have l(s,,.,+i) and R'(.Si, S'i+,). Finally, suppose that (P ,Q) is a
pair in the acceptance condition of M. Then ((P x S')n.;', (Q x S')n.s')
is a pair in the acceptance condition of M". Since 7r" is a path, either



3.8. TECHNICAL DETAILS 113

there is some i such that (s3 , s) E (P x S') n S" for all j > i, or there
are infinitely many i such that (st, sý) E (Q x 5') n S". This implies
that either almost all of the si are in P, or infinitely many of them are
in Q. Thus, 7r is a path, and a similar argument shows that ir' is.

Conversely, if 7r and ir' are paths in M and M' respectively, then
we must have R(si,,si~) and R'(s•,sI+ 1 ). By definition of composi-
tion and the fact that (si, s') is a state of M" for all i, we obtain
R"((s 1,s'), (s8i+l,si+,)) for all i. Let ((P x S') n S",(Q x S') n S") be
one of the pairs in the acceptance condition of M" (assume without
loss of generality that it derives from (P, Q) E F). Since 7r is a path
in M, either infinitely many s, are in Q, or almost all of them are in P.
This implies that either infinitely many (si,s') are in (Q x S') n S",
or almost all of them are in (P x S') n S". Thus, each pair in the
acceptance condition of M" is satisfied, so 7r" is a path of M". 0

We now prove that composition respects simulation.

Proof Assume A1 -< M'. Let 4o = Al )J M" and Ali = Al'II MA".
Define C" to be the relation

{ ((s, s"), (s',s")) I (s, s") E So A (8', s") E S, A -< }'J.

Suppose (s, s") C_ (s', s"). Let a be a state component of Mi. If a E
A'. then Lo((s, s"), a) = L(s, a) (since A D A'). But L, ((s', s"), a) =
L'(s', a) = L(s, a) since s s s'. If a E A", then Lo((s,s"), a) =
L"(s",a), and L,((s',s"),a) = L"(s",a) as well. fI both cases, the
state labelings agree on a. Now let 7r0 = (so, s""1s')(s2,s")... be a
path in Wo from (s, s") = (So, so). By the path lemma, we can project
this to paths ir from s in M and r" from s" in il". Since s - s', there
is a path 7r' = s.0s.s 2 .. from W = so in M' such that si -< .s' for each i.
Again by the path lemliria. the paths 7r' and 7r" can be combined into
a path r, = (.so,. sP)(s; , 1WS!2, ' .•s... in All. By delinition, correspondl-
Mg states on Tro aild r1 are related by C, and hence C is a sinitilationi

relation.
If (s, .s") E to, then .s E I and s" E I". Since M -1 1', there is soMC

. such t, hat, .s -< s' and s' e 1'. For this .s' (s,.S" ( s .. IlViic
(.s ,s), and every initial state of Mo has a corresponding

initial state of All. Thus. Mo _ Ml. Mi
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The proof that M -< M M M (theorem 3.4) is straightforward; we
just observe that { (s, (s, s)) I s E S } is a simulation relation. We now
consider theorem 3.5 (the observation that composing M with T(B)
for B C .4 leads to a structure isomorphic to M).

Proof Let s E S. The only state of T(B) that has a compatible
labeling with s is L(s) I B. Hence the mapping 0 defined by 0(s) =
(s, L(s) I, B) is a bijection between states of M and states of M T1 T(B).
Clearly 0 preserves labelings. Since the all states of T(B) are initial
and all pairs of states have a transition between them, • also preserves
initial states and transitions. Similarly, F is mapped to a corresponding
acceptance condition in th, composition. 0

The remaining task is to prove the correctness of the tableau con-
struction. Earlier we mentioned that the construction as given earlier
does not handle certain degenerate cases, so we first discuss these cases
and the changes that need to be made. Consider the formula A(false V
false) (AGfalse). If M is a structure where there is no initial state that
is the start of a path, then M actually satisfies this formula. However.
if we construct the tableau according to the earlier definition, we find
that it has no initial states. This is because F(A(false V false)) =
4(false) n..., and 4(false) is the empty set. Since the tableau has no
initial states, it may not be able to simulate M. The solution to han-
dling cases such as this is to recognize that formulas such as A(ý, U ,)
and A(w V X) will be true for states that are the start of no path,
regardless of V) and X. To take this into account, we extend the set of
elementary formuhls. When V has a subformula involving U or V, we
add a special formula AXfalse to the elementary formulas of p. Then,
we alter the mapping 0 so that 4)(A(Ok V X)) is

((.) ln (P(0,) U 4)(AX A(i/, V -y))) U 4)(AXfal.se)

and 4)(A(1, U X.)) is

(4(D) U (D (0) nl0 (AX A(ik U V))) U 4D(AXfalsc).

With these changes, the construction is correct in all cases, as we how

show.
First, we lemonstrate that if M -< T(ýo), then M k- 0. This will

be done in two steps:
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1. Prove that if M -< M' and if M' satisfies a formula, then M
satisfies the formula as well.

2. Prove that T('p) = 'p.

Then we will have M - T(V), T('p) ý= V, and hence M [= '.

Lemma 3.2 If M < M' and 'p is a formula with comp('p) _ A', then

M' ý= V implies M = '.

Proof The proof of this theorem is very similar in spirit to that of
theorem 2.2. Clearly it is enough to show that if s' [ 'p and s -_ s',

then s ý= 'p. We proceed by induction on the structure of formulas.

1. For atomic formulas and their negations, the result is obvious.
For conjunctions and disjunctions, it follows immediately from
the induction hypothesis.

2. Consider a formula of the form A('pU 0). Let 7r = SoSS2 ... be a
path from s = so; we want to show that this path satisfies 'p U 0.
Since s -< s', there is a path 7r' ' s'ss... from s' = s' that= s'ss.. Hec sby theanutio

corresponds to r. For each i, si < s' Hence by the induction

hypothesis, s' = 'p implies si ]= p, and similarly for ip. If 7r does
not satisfy 'p U V/, then this implies that 7r' does not satisfy 'p U v0
either. Hence s' V A(' U 0), a contradiction. Thus we conclude

that s [= A(p U 0).

3. The cases for AX p and A('p V 7) are similar to the above. 0

Lemma 3.3 Let s be a state of T(',). For all subfornuilas 0, of 'p, if
SE •(?p), then .s ]= V. Hence T (Vp) = 'p.

Proof Let M = T('p) and .s = (f, E); we proceed by induction on the
structure of the subformula.

I. For true, we have that O(true) contains every state, so s E
4(true) itf s ý true.
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2. For a subformula of the form a = d, we have

,D(a = d) = {(f, E) I f(a) = d}.

s I= a = d iff L(s,a) = d, and from the definition of T(o), we
have L((f, E), a) = f(a). Hence s E 4(a = d) iff s H a = d.

3. For the negation of an atomic formula, just note that the above
two cases are iff, and that 4b(--,) = S - 4(s).

4. 4D(o A )) = 4(ik) n f4(X). If s E 4(ik A X), then by the induction
hypothesis, s ý= i0 and s ý= X. Hence s A= i A X. Similarly, if
s E 4(1, V X), then s H , V X.

5. For subformulas of the form AX0,, we have s E 4(AX 0,) iff
AX a/, E E. In other words, it gives exactly those states la-
beled with the elementary subformula AX '.. Suppose s = so E
4O(AXOk). By definition of the tableau, if R(so,s 1 ), then s, E
0(0k). Applying the induction hypothesis, we find s, ý= i4'. Since
every successor of so must satisfy 1k, so 1= AX iL,.

For a subformula of the form A(1, V X), 4)(A(O V -)) is

(4)(X) n (4b(1k) U 0 (AX A(0 V x)))) U D (AX false).

If s E 4)(AXfalse), then there are no paths starting at s. so it
satisfies A(V) V )(). Otherwise, s E 41)(X), so by the induction
hypothesis, s X= x. Also, s E 1)(DO) U ()(AX A(ik V X)). If s E
(P(0), then s 0= 1k by the induction hypothesis. If instead, s =
so E 'I)(AX A(OVx)), then by definitions of () and R, if R(so, s.).
then si E 4)(A(OVX)). Thus, in this case, all successors of s must
also be in 4()(A(O V X)). Let ir = osts.s2 ... be a path starting
at s = so. Suppose s, K 0 for all i < j. By the above, we must
have s, H V. Hence 1kV k is true along the path, and since T was
arbitrary, s • A(4, V X).

The argument for subformulas of the form A(ip U y) is similar to
that for A(0k V X).

Now if s is an initial state of the tableau, then by definition s E
Hence s H P, and so T(V) H p. 0



3.8. TECHNICAL DETAILS 117

This concludes one direction of the proof. Now we want to prove
that if M' H p, then M' _ T("(). This will be done by constructing an
explicit simulation relation between M' and T(p). The idea will be to

take a state s' of M', look at its labeling and the elementary formulas
that it satisfies, and use this to construct a unique state of T(O) that
can simulate s'. First, we define what will be the simulation relation
and prove a sort of analog to the converse of lemma 3.3.

Lemma 3.4 Let M = T(V), and let M' be a structure with A' D A.
Define C on S' x S by s' C (f, E) iff the following conditions hold:

1. L'(s') I A = f.

2. For every AX 0 E e1(cp), AX ,0 E E iff s' H AX4'.

Then s' C_ s implies that for every subformula or elementary formula i'
of V, s' ý= 4, implies s E 4(7k).

Proof By induction on the structure of formulas. In this proof, the
base cases are the atomic subformulas and the elementary subformulas.

In all cases, assume s' C s = (f, E).

I. '"r true, s' I- true iff s E F(true).

2. For a subformula a = d, we get that s' J= a = d iff L'(s', a) = d
iff L((f, E), a) = d iff f(a) = d iff (f, E) E P(a = d).

3. For a negated atomic subformula, the result follows from the facts
that t(-'fl) = S - ¢(,') and that the above two cases are iffs.

4. If s' satisfies an elementary formula AX 4p, then by definition
of C, AX ,p E E. But (f, E) E 4 (AX,') iff AX '/, E E.

5. For a subformula such as i/A, , we get that s' must satisfy /., and X.
By the induction hypothesis, s E O(Pp) and .s E l(le). llnce

s E n(iP) f '(X), and s E 1(,' A X). Subformulas of the form
p V V are handled in a similar mannei.
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6. Subformulas of the form AX 4' are elementary formulas and were
dealt with above. Consider a subformula of the form A(,kVx). If
s' is not the start of some path, then s' H= AX false, so AX false E
E, and hence s E O(A(O' V X)). Assume s' is the start of a
path. If s' H A(0 V X), then we first have that s' X= x- By
the induction hypothesis, s E 4 (x)- Also, either s' V )', or
every successor of s' must satisfy A(,k V X). In the former case,
s E -0(0'). In the latter, s' must satisfy AX A(,' V X). This is an
elementary subformula, and hence by the induction hypothesis,
s E 40(AXA(,, V X)). From these two cases we can conclude
s E 0(0k) U 4(AX A(,' V x)). All together, we have

s E 0 (X) n (4(0) U I(AX A(0 V X))),

and so s E 4(A(O V X)).

Consider a subformula of the form A(0 U -). If s' is not the
start of some path, then as above we have s' E 4(A(,) U )
Otherwise, either s' j= X, or s' ý= ,P and every successor of s'
satisfies A(,'UX). In the latter case s' H AX A(,)Ux). Applying
the induction hypothesis, we find

s E ýD(X) u ((0(0) n 4(AX A(, UX ))).

Hence s E 4D(A(ip U X)). 0

Now, using th.: eesult, we have:

Lemma 3.5 The relation C given above is a simulation relation.

Proof Assume s' C s = (f, E). By definition, L'(s') I A = f = L(s).
Suppose now that r' = s's's' ... is a path from s'--o s' in N'. We will
construct a path •r from s = so in M that corresponds to 7r'. Assume
that we have constructed states up to s, so far, and that we know
81 C s,. Let AXip0., ... , AXi,-, be thc elementary formulas that
s' satisfies. Then s',+ must satisfy 0io, . ,',,-I. Now observe that
cadc state of A' is relatcr I-) a (iinique) state of ,Il by C. Let. S,+,
be the state related to ' in this manner. By the previous leria.
s (+i E E('o), 4s(i'-). Since s' r- si = (f,, E,), we know
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that the elementary formulas AX 4,i are the only elementary formulas
for which AX Oj E E. Then by the definition of T(V), R(si, si+).
Thus, we have found si+1 that extends the sequence and for which

6i+. C_ si+1 . Now we just have to show that this sequence satisfies the
acceptance conditions.

Assume that it does not. Then, looking at the acceptance con-
ditions for the tableau, we see that there must be some elementary
formula AX A(V) U X) and some i such that for all j > i:

S, ý (S - 4(AX A(V, U X))) U t(X).

Then s3 = (fj, Ej) is not in either part of the union. Now s, ý S -

4(AX A(4, U X)) implies that AX A(V, U X) E Ej. By the definition
of E, we find that s', = AXA(V U X). Further, since s. (
then by the previous lemma, we must have s' K X. But then we have

' AXA(, U y), and for allj > i, s ýy X. This implies that 7r'

must not be a path, a contradiction. 0

Putting the previous two lemmas together, we obtain the desired
result. If M' • Sp, then by definition, every initial state s' of M'
satisfies ýo. Recall the simulation relation C defined above pairs every
such s' with a unique state s of the tableau. Now lemma 3.4 implies
that s is in F(p), and hence by the definition of the tableau, s is an
initial state. Since E_ is a simulation relation, we conclude that ,;' can
be simulated by an initial state of the tableau. llence M -' T(p).
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Chapter 4

Abstraction

So far, all of the methods we have for checking ý (and k) are ei-
ther direct algorithms (e.g., model checking) or techniques based on
properties of - and II (e.g., assume-guarantee proofs). In this section,
we consider methods based on abstraction. When performing abstrac-
tions, we lose information about the exact behavior of the system under
consideration. As a result, there will be some properties whose truth
cannot be determined by looking only at the abstracted system. It is
important that the verification methodology not lead to false positive
results. That is, if we find that some property is true of the abstracted
system, we nmust have a guarantee that the property really (toes hold
for the actual system. A verification methodology with this property
is said to be conservative. Note that we have no requirements abo.t
what happens in the actual system if the property is not true in the
abstracted system.

Our main goal is to be able to verify efficiently systems that ma-
nipulate data in nontrivial ways. For such systems, we will want to
collapse the possible data values down to a small set of abstract ele-
ments. There are two main reasons why abstraction is useful for veri-
fying systems that manipulate data. First, the properties that we are
interested in proving can often be expressed in terms of abstract values,
i.e., we can write accurate specifications at the abstract level. Second,
real systems generally maniptilate data in well-structured ways. As at
result, we can tell something about the abstract value representing the
result of an operation based on the abstract values of the inputs. This

121
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is important if we are going to make a model of our system that is not
too conservative.

4.1 Conservative Connections

When using abstraction for verification, we will be working at two lev-
els: a concrete one and an abstract one. Structures at the abstract
level will be viewed as approximations to structures at the concrete
level. lu order to tie the levels together, we introduce a map that takes
a structure at the concrete level and produces an abstract-level view of
it. Another map will take a structure at the abstract level and give us
a concrete-level structure that represents the "most general" behavior
corresponding to the abstract structure. The goal of using abstraction
is to check a specification at the abstract level, and then to infer a sin-
ilar relationship at the concrete level. Thus, we are led to the following
definition.

Definition 4.1 Let qP• be a function mapping structures over .A to
structures over A, and let IPI be a function mapping structures over .A
to structures over A. We say that (uiJ, %P1) is a conservative connection
(between structures over A and A) when for all structures M and A
(over A and 1 respectively), J,,( A) __ ql implies .1 - l'(,A!).

The notion above is a kind of hybrid of the conservative approxi-
mation of Burch [21] and the (alois connections used by Bensalrnu el
al. [6], and also has some relation to Kurshan's automata homonuor-
phisms [62]. (Actually. we can impose a lattice structure on structuires:
meet is composition, join is a kind of disjoint union, and top and bot-
tom are the structures T and I of example 3.8. Then the definition
above can actually be viewed as a Galois connection between the lattice
of structures over ,,A and the lattice of structures over Ai.)

The motivation behind using a conservative connection is that ver-
ifying %P',(M) _< Al will be easier than verifying Al - %'I(M) directly.
The price we pay for the simplification is that we may obtain false
negative results: it may Ibe that Al -"< '(M) while ',,(.l) 2 .11. The
condition in the definition of a conservative connection can be expressed
pictorially as in figure 4.1.
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'F.(M) A

-ii

lV. implies

Figure 4.1: A conservative connection

Note that, in contrast to the conservative approximations of Burch,
the mapping 'l'j has abstract structures as its domain rather than its
range. This is for two reasons: first, it is often most convenient to give
the specification at an abstract level; Tl' tells what the specification
means at the level of the implementation. Second, in our framework it
will generally mathematically cleaner to give a single "nmost general"
structure represented by a specification than to give the specification
corresponding to an arbitrary structure. An implementation might
actually provide a kind of lower bound mapping from structures over A
to structures over A. Applying this mapping to Ml and then applying-
ýPjL to the re~sult should give something smaller than .11 minder Also,
an Implementation may not actually provide a way to Compute '1 ',; If
insteadl it, produices something larger (under -<), this Is st~ill sifficeiet,
for verificat ion puirposes.

Example 4.1 Let A = A, and let id be the idlentity mapping betweeni
structures over A. Then (1d, idi) is it conservative comiection. 0

Recall that we can have Ml -< M' when A' C A. We coild have ac-
tually defined -< so that it only held between structures with the samie
sets of visible state components. Then we wouldl use a conservative
conunectio~n to hide state componlents. As another example of a con-
servative connection, we now consider how this wouil(1 be done. First
though, we will need a hiding operation for structures. We choose one
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that is analogous to our hiding operation for Moore machines (defini-
tion 2.14).

Definition 4.2 Let M be a structure and A be a set of state com-
ponents. The result of restricting M to A (denoted M , A) is the
structure R defined by:

1. S=S.

2. 1 = 1.

I3. R= R.

4. L is defined by L(s) = L(s) I A.

5. F=F.

Example 4.2 Let A C A, and let ',1(M) = A . A. Also, take
'l',(M) 1- 1 1l T(A - A). Then (4, l1')is a conservative connec-
tion. To see this, assume %P,,(M) .. 11. We note that .11 '(,(). so
M -< X1. Composing both sides with T(A - A) gives

,111 T(A -- A) 5: 11 T(A - A).

Now by theorem :3.5, Al II T(A - A1) is isomorphic to .\/. Also. the
right side of the above relation is 'V(l), so we have .1 'l'(.l/). as
required.

Example 4.3 The composition of conservative connections is also a
conservative connection. Suppose that ('P, %Ii) is a conservative con-
nection between structures over A and A and (V, qi,,) is a conservative
connection between structures over Ai and A. Then (V" o %P, '',. '01 •)
is a conservative connection between A and A. 0

Example 4.4 Suppose %(PI,, 'P1 ) is a conservative connection between
structures over A and A. If %P',, and IP' are fiictiois with ',,( ) -<
IJI(M) and 'F(M) _'_1(A), then (P',, 'P,) is also a conservative con-

nection. 0



•1.1. CONSERVATIVE CONNECTIONS 125

The mappings in conservative connections often have other nice
properties. First, they are commonly monotonic with respect to the
preorder -". So, for example, applying 4',, to M and to M' with M -< M'
gives %P,.(M) -_ %P,((M'). Second, distributing the mapping ti, over a
composition gives something larger under -<. This latter property is es-
pecially important: in order to use conservative connections effectively,
we usually do not want to deal explicitly with M when producing the
abstract version of M. The property says that we can approximate the
parts of a composition before composing and still remain conservative.

Example 4.5 Recall the earlier example of collapsing states with iden-
tical labelings (example 3.10). (collapse, collapse) is a conservative con-
nection between structures over A and A. Also, collapse is monotonic,
and it can be distributed over compositions (we prove this later).

Note that applying collapse to a structure in which each state has
a unique labeling function gives a structure isomorphic to the original
one. When ljid4I,(M)) -< M, then we say that the conservative connec-
tion M is exact for M. Thus, (collapse, collapse) is exact for structures
iII which each state has a unique labeling function. 0

We now consider conservative approximations that abstract the vis-
ible state components of a structure. The abstraction will be given in
terms of a set of mappings on state component values. That is, for each
concrete state component a, we will have a corresponding abstract state
component ii. Then we will provide a mapping between DU, and D- that
will be used to give an abstract-level view of the value of a. If we simply
apply this mapping to the state labelings of a concrete-level struictuire.
that will give us the desired abstract-level structure. This is the analog
of an automata homomorphism induced by a boolean algebra homo-
morphism in the work of Kuirshan [62].

Definition 4.3 Let A = {a0 ,..., a,,_}, A = {0,.a,•_ }. and sup-
pose ho, ... , h,,_1 are siirjections with hi: DV, - D,Z. Let h be the

function mapping labeling functions over A to labeling functions over A
defined by

(h(f))(tij) = hi~ffai)).

Let M be a structure over A. Define absu(M) (with. respect to hi)
to be the following structure M:
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1. S=S.

"2. =I.

3. R=R.

4. L(s) = h(L(s)).

.5. P= F.

This gives us a mapping from concrete-level structures to abstract-
level structures. Now we want to produce a conservative connection,
and so far we have the situation shown in figure 4.2. We need to define
abs1 taking us from the abstract level to the concrete level.

abs,,( M)

abs• implies

figure 4.2: !3itultion after defining abs,

Suppose that M is a concrete-level structure and that (su.-.s) is it
transition of M. Also suppose that there is one visible state compo-
nent a that can take on the values {0, 1, 2,3}. We will assume that the
labeling for .so has a = 0 and the labeling for s; has a = 1. Let h map
0 and 2 to even and map I and 3 to odd. When we apply abs, to .l.
we get states so and s, with labelings even and odd, respectively, and
a transition between them. Now suppose that we have a structure .l
that can simulate abs,,(M). There should be some transition (•, -j)
that can simulate the (s0, sl) transition of aTs,,(!). This i Inplics tlhal
L(`) should be even and L(9) should be odd. Now we want to detiuie a
mapping abst from abstract to concrete structures. Because simulation
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at the abstract level should imply simulation at the concrete level, we
will want abst(M) to be able to simulate M. It is natural to use the
(-, ýj) transition to construct a transition of abst(M) that can simulate
the (so, s]) transition of M. However, since h is generally not a bijec-
tion, given just the labelings of -0 and ij, we cannot tell exactly what
labelings so and s, have. Thus, we will expand each state of M into a
class of sta. -.s, one for each compatible labeling. This will give us the
state space of absi(M). In this example, we expand go into two states,
(9, 0) and (go,2) (where 0 and 2 denote the labeling functions mapping
a to 0 and 2). Similarly, 91- expands into (F, 1) and (91,3). Since so has
the labeling a = 0, we choose (F, 0) to simulate it, and likewise (9-1, 1)
will simulate sl. Now we just include all transitions from states in the
class for - to states in the class for Fl. The ((F, 0), (Fj, 1)) transition
will simulate the (so, s,) transition of M. We now define abst formally.

Definition 4.4 Let M be a structure over A. Define abst(M) (with
respect to h) to be the structure M given by:

I. ={ (.f) I E SA f E labelings(A) L( )=h(f)}.

2. I= {(,f) IE I}.
3. R((.;(-). Jo), (•f,) i f

4. L(;f)=f

5. Each ( P.0) E F is transformed into a corresponding pair

({ (sf) I .- E P }. { (if) I . E Q })

in F.

Example 4.6 Figure 4.3 shows thl structure AI corresponling to it
traffic light. The structure has one state component c (for "color")
which can take on one of the values { red, yellow, grecn}. The labels in
the figure indicate the value of c in the different states. We abbreviate
rmd by r, y!lo,:!,, by yj, and green by g in the figure. The structure

also has an acceptance condition requiring that we not loop forever in
the state where c = red. The abstract state component corresponding



128 CHAPTER 4. ABSTRACTION

GF(c : red)

Figure 4.:3: A structure representing a traffic light

to c will be denoted by E. It will range over the values {stop, go}, and
we will use the abstraction defined by h(red) = stop and h(yellow) =
h(green) = go. With this mapping, abs,,(M) is shown in figure 4A. In
the figure, s indicates stop and g denotes go. The acceptance 'ondition
carries over as well: infinitely often, we must visit one of the bottom
two states (where j = go). On the other hand, if we let fl be the
structure in figure 4.4, then we can also apply absj to A!. This process
is shown in figure 4.5. In the figure, the dashed arrows indicate the
mapping between abstract-level states and concrete-level states. The
lower two abstract states each map to a pair of concrete states. Note
that the resulting structure absi(abs,(11)) can simulate 11. as ipiphed
by the definition of a conservative connection. 0

Theorem 4.1 (abs., absi) is a conservative connection.

The proof of this is deferred; here, we just give the intuition. Sup-
pose we know that abs,,(M) -_ M. Given a state s of it, we lift it to
the abstract level using abs,,. Now at this level, s can be simulated by
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S

GF(E $ stop)

Figure 4.4: The result of applying abs, to the structure in figure 4.3

some state , of M. However, each state 9 of M can be viewed as a set
of states at the concrete level, one for each possible concrete labeling
function f satisfying L(.) = h(f). Thus, ahs,(l) will have a state
(. L(s)), and this state will be able to simulate s.

It is easy to see that abs,, and abs1 are both monotonic with respect
to -<. They can also be pushed over composition. For albs,,, every
state of abs,( NI 1 AF') is also a state (s, s') of Al 11'. This means that
s and s' are states in abs,,(M) and abs,((M'), respectively, and they have
compatible labelings. Hence (s, s') is also a state of abs,,(i)f (abs,,(JA'),
and this state can simulate (.s, s') in ahs,(A 1! Al'). For absi, a state
(., ') in A'! 1 A.' gives rise to states ((,s'), f) in abs1I(_A 1 Al'). Now
(., f) and (s', f) must be states of absi(A) and absi(M') respectively,
and so ((.;, f), (s', f)) is a state of their composition. This state can be
seen to simulate (ý,.s').

Note abs,,(A!) is essentially like A1. but. with the labeling function
changed. II order to reduce the complexity of verification, we will
generally apply collapse immediately after abs,,. However, constructing
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GF(c $ stop) GF(c $ rcd)

Figure 4.5: The result of applying abs1 to the structure in figure 4.4
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M in order to compute abs,,(M) and then collapse(abs,(M)) is often
not practical. We address this problem in the next section.

4.2 Computing Abstractions

We use two methods to avoid having to examine M. The first is to use
the fact that M is often given as a composition. By pushing the approx-
imation computation over the composition, we do not have to construct
the product state space of the parts. The other technique relies on the
fact that we usually have an implicit representation for M. For exam-
ple, suppose Al is given by a program in a finite-state language. By
using a nonstandard semantics for the language, we can directly com-
pile an approximation to collapse(abs,(M)). This approach is similar
to the use of abstract interpretation in program analysis [40, 41] and
was first applied to verification by Clarke, Grumberg, and Long [30).
We now illustrate the details of this process using a simple finite state
language which we call 4o. Programs in £o can be used to describe
structures, but we emphasize that £o is intended only for illustration
purposes: it does not contain facilities that would be needed in a prac-
tical language. After discussing the syntax and intuitive meanings of
40 programs, we will give two semantics: a standard one, and one that
can be used to produce an approximation to the abstracted structure.

Definition 4.5 The textuvl classes for the language 4o are delined as
follows:

1. Variables: ivo, vi,

2. Functions and constants: fo, fi, ...

3. Expressions: an expression e is either a variable reference J', or a
function invocation f1(co, .. .-,,-1).

4. Statements: a statement s has one of the following forms:

(a) an assignment statemnent vi := c;

(b) a conditional statement eo -- so I .-. i -4 sn-i; or
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(c) a sequential composition so; ... ; s,-,; or

(d) a parallel composition so I1 ... II sn_1.

For conditionals, we require that the union of the guards be to-
tal (their disjunction must be a tautology), so one alternative
is always selected. In the composition, we require that different
si do not change the same variable, as this may lead to con-
flicts. To avoid this, we define a function changes that gives the
set of variables changed by a statement. Then we must have

changes(si) n changes(sj) = ¢ for i 6 j. Formally, changes is

define' as follows:

(a) changes(vi := e) = {vi}.

(b) changes(eo so-* so I e*-I --_ s,.,-) = U` changes(s2 ).

(c) changes(so;... ; s,,- 1 ) = U`o changes(si).

(d) changes(so s,--) = U` changes(si)

Both of these restrictions can be eliminated, but since Lo is only
being used for illustrative purposes, we choose to keep things
simple.

5. Programs: a program is a pair of statements S.I1i47; trans hi. t

statement sinit is used to set up tihe initial states froma which the

program begins execution. At that point, we proceed by executing

strans repeatedly. (Thus the notation: the w is intended to suggest
infinite execution of Strns following one execution of -Sinit.) To
derive the actual set of initial states, we execute sinit starting

from an arbitrary state; any state that is reached as a result is an

initial state.

The state space of an L0 program will be a set of tuples of valuations
over a collection A = {ao, a,, a2, .... } of state components. The variable
vi within a program is used to refer to the value of component ai within

it state, or to specify how the value of that component changes. Note

that we have not specified the operators that are allowed in expressions
in an Lo program, but the exact ones are not important.
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Before giving a formal semantics for Co, we start with an intuitive
description. Expressions will have their usual meanings. An assignment
statement vi := e sets the value of the component ai to the result of
evaluating e. To execute a conditional eo --+ so I ... I en- --+ S,,-, we
evaluate all of the expressions ej, each of which should yield a boolean
value. Next, we choose an i for which ei is true (there must be at least
one), and then execute the corresponding si. Multiple ej being true
gives rise to nondeterminism. For a sequential composition so;... ; S,-1,

we execute the s, in order. sj+. is executed starting from the state where
si, finished. To execute the parallel composition so II ... 1I s,_,-, we first
execute each si starting from the current state. Then, we merge the
result of each of these executions to obtain the result of executing the
parallel composition. The merging is done as follows: if si sets the
value of state component aj to the value of e, then the value of aj after
execution of the parallel composition will be the value of e. In order to
ensure that different s, do not set the same aj to conflicting values, we
require that different s, cannot assign to the same variable. This is the
reason for introducing the function changes above.

Example 4.7 Consider the Collatz problem (the "3x + 1 problem").
You are given a natural number x and asked to apply the following
procedure. If x is odd, multiply it by three and add one; if it is even,
divide it by two. If this procedure is repeated continually, will you al-
ways reach x = 1? (The answer to this question is currently unknown.)
An £0 program that executes steps of the 3x + I problem for the initial
value 42 is shown in figure 4.6. We will come back to this program
when we consider the process of direct abstract-level compilation. 0

We now proceed to give the formal semantics of 4o. Since we are
interested in producing initial state and transition relations, a relational
semantics is most natural. For simplicity, we will assume that the set of
state components (and corresponding variables) is fixed, and that the
domains of values for these components is likewise fixed. In a practical
language of course, these would be specified within the program. We
also ignore type checking issues: a given state component can only
hold certain values, and assignments to the corresponding variable must
respect this. In order to give semantics for conditionals, we need to be
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1 INITIAL
2 x : 42

3 TRANSITIONS
4 evea?(x) -> x " x/2
5 1 odd?(x) -> x a x+x+x;
6 X :zx+1

Figure 4.6: Example 4 program

able to specify that an expression evaluates to true. For simplicity, we
assume that true is a special data value, and that it is left fixed by the
abstraction mapping.

The semantics will be in terms of a meaning function, denoted as
which we take as assigning meanings to expressions, statements, and
programs. The meaning of an expression will be a function that takes a
state of the system and returns the value of that expression when evalu-
ated at that state. Following standard notational conventions, we write
this in curried form: [elo means take e, find its meaning (a function
from states to values), and apply this function to the state a. States
of the system are viewed as valuations, i.e., mappings from variables to
values. The meaning of a statement is a relation between states that is
true ifi' executing the statement starting in the first state call result in
the second state. If the statement s can take us from state a to state a',
we write [sI(a, a'). The meaning of a program will be a structure. The

semantics are parameterized by concrete functions that correspond to
the operators appearing in the expressions.

Definition 4.6 The standard semantics for Co (over concrete func-
tions fo, fi, ... ) is defined as follows:

1. Expressions:

(a) The meaning of a variable in a particular state is just the
value of the variable in the state:

[Vila = o(v,).
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(b) The meaning of a function invocation f,(eo, ... , en-.) is the
result of first evaluating the meaning of each ej (in a) and
then applying fi to the result:

Ufi(eo,-..., en-0)la = f,([eola,..., ,en-tia).

2. Statements:

(a) An assignment statement vi = e takes us between the states
a and a' when a' is obtained from a by first evaluating the
expression e in the state ao and then setting the value of vi
in o" to the result: [v, := e(a, o"r) iff a' = a[[ejar/v,].

(b) For a conditional, we evaluate all of the guards in the state a,
choose one which is true, and then execute the corresponding
statement to take us between a and a":

[eo -- SO I ... I en,-I --+ Sn-_Il(a,o"a

iff there exists i such that

S= true) A [sil (a, a').

(c) For a sequential composition, we just execute each statement

in turn.
1i.+ ; ... ; n 1 (a 0 )

iff there exists ao, ... , an, such that a'o = a', vin = a', and for
all 0 < i < n, [. 2,(o-,,-,+,).

(d) In a parallel composition, recall that we have a syntactic
restriction that two different statements in the composition
cannot change the same variable. Thus, to get the effect
of parallel execution, we just execute each statement in the
composition starting from the state a. Then we fold all
of the changes that the statements make together to get a".
Because of the above restriction, we cannot run into conflicts
when doing the merging.

Iso ... 11 s--1(Ea, a")

iff there exists ao, ... , a,,-n such that [sJ](a, a') and:
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i. a'(vj) = ai(vj) when there exists a (unique) i such that
v2 E changes(si);

ii. a'(vj) = a(vi) otherwise.

3. Programs: The meaning of a program silit; swt,,., is the following
structure.

(a) S is the set of all valuations a.

(b) For the initial states, we execute sini, from an arbitrary state.
Thus, o' E I iff there exists o such that Isi• t(Or, a').

(c) The possible transitions are those that are allowed by strans:
R = [Stran].

(d) The labeling of a state is just given by the state: L(oa,) --

0(vi).

(e) F = 0.

We now turn to the problem of compiling an Co program in order
to obtain an approximation to the actual meaning of the program. We
will assume that the value of the variable vi is to be abstracted by the
mapping hi, i.e., hi is a mapping from D0, (the domain for vi) to D;,
(tihe abstract domain for this same variable). Now we want to work di-
rectly over abstract domain elements in order to avoid having to apply
an abstraction such as abs•, after the compilation process. By working
in the abstract domain, we generally lose information. As a result, we
often cannot tell exactly what the value of an expression should be.
For example, suppose the concrete domain that we are considering is
the natural numbers, and say that the subtraction m - n is defined to
produce 0 when m < n. Also assume that the abstract value corre-
sponding to a number is equal to the value of number modulo 5. Given
just the values of in and n modulo 5, we cannot tell exactly what the
value of in - n modulo 5 will be. On the other hand, we do have some
information: it must be either 0 (if m < n) or m - n modulo 5 (if
m > n). We will capture this uncertainty by using a relation to rep-
resent the value of an expression. When the relation corresponding to
an expression is true for some abstract domain element, it intuitively
indicates that the expression may evaluate to that abstract value. Of
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course, this uncertainty also appears at the level of the primitive op-
erators that appear in expressions, and hence the semantics now will
depend on a set of relations rather than on a set of functions as above.
There will be a relation for each function, and we will denote the re-
lation corresponding to f, by Pfg. While we want P1 , to overestimate
the possible values of fi, we do not want to be too conservative. For
example, while having Pf, be the universal relation (i.e., saying that fi
could produce any value) would give a valid approximation, we would
not be able to prove anything interesting by examining the abstract
structure. Thus, we want to include only those values that are strictly
necessary. This suggests the following: we take P1,(do,... ,d,,_1 ,d) iff

n-I3do ... d,,_•d [ Ah(di) = di A h(d) = d•A fi(do, .... d,,_,) =-dj.

t=0

(Here, we are abusing notation and writing h(d) for d E D, to denote
hi(d).) That is, P1 , is true for do,..., d,,_1 , d when: given arguments

whose abstract values are do, ... I d,- 1 , fi could produce a result whose
abstract value is d. Now we define the approximating semantics for £L
programs. Recall that we are now going to be compiling entirely at the
abstract level.

Definition 4.7 The upper approximating semantics for- Lo (over the
relations Pho, Ph, .... ) is denoted by [.', and is defined as follows:

1. Expressions: Recall that the meaning of an expression will be a
relation that is true for an abstract value d when it appears that
the actual value d could be such that h(d) = J.

(a) The meaning of a variable reference vi is a relation that
is true for d when the actual value of v, could map to (1.
However, the abstract value of vi is given by the state rT.
Thus, (Hl&)(4) ifr (vi) = J.

(b) For a function application fi(eo,... , e,,n-), we want to eval-

uate the arguments and then apply f,. When we evaluate
the argument ej, we get the relation [e3j,,&, specifying the
possible abstract values of ei. Now P1, tells us the possi-
ble abstract values of fi given a sequence of abstract inputs.
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Thus, we simply look at all the possible sequences of abstract
inputs and check Pf, for each cequence.

([f,(eo,..., e,,.)l. )(,)

iff

3do. . ._, [([eoj•)(do) A^... A([e.-,l)(d.-.)

A P1,(do,...,ad.-I,d)].

2. Statements:

(a) For an assignment vi := e, we again just want to replace
the next state value of vi with the value of e. The possible
values of e are given by the relation [eI, 3 , so we just allow
o"(vi) to be any value satisfying this relation.

[Vi :-

iff there exists d such that (JeJ,,&)(di) (d is a possible value

of e) and a' =

(b) For a conditional, we want to evaluate each guard and then
choose one which is true. However, we cannot necessarily tell
the exact value of each guard. In order to simulate what the
actual program might do. we allow execution of a stal ctnetit
s, whenever the corresponding guard ei could be true.

leo -- 4 o I I e,, 1- --* S,-,I( . '

iff there exists i such that ([ed,,,&)(true) (e, could be true)
and [M(,•)

(c) [.],, for sequential compositions and parallel comlpositioiis
is defined in the same manner as 1.1 back in definition -1.6.
(This is because these operations do not directly involve eval-
uating expressions.)

3. Programs: The program s.*init;.s'ans again evaluates to at stric-

ture M, but this time it is over abstract state components. Other
than this, the definition is analogous to that for [sin1it; s"trans].
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(a) S is the set of all valuations &.

(b) o' E i iff there exists & such that Isi.i(&,O ").

(C) =I = I-I,, .1•.

(d) L(dJi) = &(vO.

(e) 0= .

Now in order to be able to use our approximating semantics for
verification purposes, we need that absu(jsinit; sw 1) - 1Sinis; stanlu-
We actually have the following stronger result, whose proof is deferred.

Theorem 4.2 Let sinit; s be an £0 program. Then
collapse(absu(jsj,,j,; s',-,j)) --<, 1sin,; s', -

Since M -< collapse(M) for all structures M, this implies

Example 4.8 Consider the program of example 4.7. Suppose that we
abstract x by mapping even natural numbers to even and odd ones
to odd. First, let us compute the Pf, used in the program. We have
ipredicattv, odd?' ald t v1)e t? inapping natural numbers to booleans, and
wc have addition a•i ititeger division. Then, as expected. w% get

Podd? = {(odd, true), (evert, false) }

and
Pý,*,•. = {(odd,false), (even, true)1.

Addition also behaves nicely:

+= {(odd, odd, evert), (even, even, even),
(odd, even,, odd), ( cv,,n, odd, odd)}.

With division, however, we find that PI is the universal relation. (We
also have the obvious relations representing the constants I and 2 that
are used in the program.) Now we begin assigning meaning to the
pieces of the program.



140 CHAPTER 4. ABSTRACTION

Consider the expression x+ 1. What is the meaning thaxt the approx-
imating semantics assigns to this expression? Recall that [IX + 1],,& is
supposed to be a relation representing possible abstract values of x + I
given that x has the abstract value 6(x). Let us consider the ab-
stract value odd and determine when it can be in [x + I],,&. We

have that odd is a possible value iff there exist do and d, (chosen
from { even, odd}) such that P+(do, di, odd) and ([xI.&)(do) and P1(d,).

Since P1 is only true for the abstract value odd, we must have d1 = odd.
Then P±(do, odd, odd) is only true for do = evern. Ilence we riust
have (Ix],,&)( even), i.e., x must have the abstract value even, and so
&(x) = even. In summary, we find that x must have the abstract value
even for x + I to evaluate to the abstract value odd. Similarly. x must
be odd for x + 1 to give even. Using the above, we can derive the
relation [x := x + l],,. Recall that this relation tells us the possiI)Ie
abstract state changes that can occur when we execute x := x + 1. If
we identify a valuation by the value it assigns to x, then

P := x + l1,, = {(odd, even), (even, odd)}.

For x := x + x + x, we obtain

Ix := X + X + 4, = {(odd, odd), (even, ,t,,,)}.

Takiag the relational product:

Ix := X + X + x; X := X + 1J. = {( odd, even ), ( ,(Vel,. ode!)}.

For .r := .r/2, we get the un iversal relation. Evaliuatinrg die conditionm.
we obtain the final transition relation

{( odd, even ), (even, eve, ), (,,t,,., odd) }

From this abstract compilation, we can tell that the system would sat-
isfy the property: "if x is odd, then one step later, .r will be even".
0

In implementing the above ideas, the main difficulty is in produc-
ing the Pf,. When performing a verification, the user must have a lot
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of flexibility in constructing abstractions. Contrast this with the situa-
tion where abstract interpretation is being used by a compiler to gather
data-flow information for optimization purposes. Here, if the abstrac-
tion is not precise enough to prove that a particular optimization is safe,
then the program will simply run a bit slower. In verification, when the
user decides that the current abstraction is not precise enough to prove
some property, she must have the flexibility to modify the abstraction
in order to try to capture the information required. Obviously, making
the user provide new P1, each time the abstraction changes is extremely
tedious and error-prone. Also, we have found that we often need to

makc up new abstractions during the course of a verification. Hence,
having a fixed "catalog" of allowed abstractions is not an option. The
alternative is to have the user provide only the abstraction mapping
(the hj) for each variable and to let the compiler produce the Pf, as
needed. This requires the ability to evaluate the relational products

"_' I3 do d.,,_-,Id[Ah (di) = (1, A ht ) = d A i(o .. ,d, ]

automatically. In a BDD-based compiler, this is feasible: BDDs es-
sentially give us a way for manipulating sets, relations, and functions

over finite domains. This is the approach we used in developing the
prototype compiler described in the next section.

4.3 Example Abstractions

In this section, we discuss some abstractions which have proved useful
in practice. Each is illustrated with a small example. These examples
are drawn from the paper by Clarke, Grumberg, and Long [30]. The
examples will be given using a finite state language that is suitable fu;

describing Moore machines. The main features of this language are:

1. It is procedural and contains a variety of structured programming
constructs, such as while loops. Non-recursive procedures are
also available.

"2. It is linite state. The user must specify a fixed number of bits for
each input and output in a program.
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3. In keeping with the Moore machine semantics, the model of com-
putation is a synchronous one. At the start of each time step,
inputs to the program are obtained from the environment. All
computation in a program is viewed as instantaneous (i.e., occur-
ring in zero time). There is one special statement, wait, which is
used to indicate the passage of time. When a wait statement is
encountered, any changes to the program's outputs become visi-
ble to the environment, and a new time step is initiated. Thus,
computation proceeds as follows: obtain inputs, compute (in zero
time) until a wait is encountered, make output changes visible,
obtain new inputs, etc. The wait statements indicate the control
points in the program.

Aside from the wait statement, most of the language features used in
the examples are self-explanatory. Additional features will be described
in more detail as needed.

We implemented a prototype compiler to take programs written in
the language and compile them dlwn into Moore machines. During
the compilation process, BDDs for the initial states and transitions of
the program are produced by symbolic execution. When a program is
compiled, the user may also specify abstractions for some of the inputs
or outputs. These abstractions are given by simply specifying the func-
tions hi. By using the techniques described previously, the compiler
directly generates an abstract Moore machine. There are a number of
abstractions built into the compiler, some of which are described be-
low. In addition, the user may define new abstractions by supplying
procedures to build the BDDs representing the abstraction function.
Abstract versions of the language primitives are computed automat-
ically by the compiler as needed during the compilation. Since the
language ,s much more complex than LC0, we will not give its formal
semantics or the approximating semantics here.

Figure 4.7 is a small example program, a settable countdown timer.
The timer has two inputs, set and start, which are one and eight bits
wide respectively. There are also two outputs: count, which is eight
bits wide and is initially zero; and alarm, which is one bit and initially
oiel. At each time step, the operation of the counter is as follows. If
set is one, then the counter is set to the value of start. Otherwise, if
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the counter is not zero, it is decremented. The alarm output is set to
one when count is zero, and to zero if count is nonzero.

1 input set[1];
2 input start[8);
3 output count[8] :- 0;
4 output alarml] :1

5 loop
6 if set - 1
7 count :- start
8 else if count > 0
9 count count-i

10 endif;
11 if count 0
12 alarm 1
13 else
14 alarm : 0
15 endif;
16 wait
17 endloop

Figure 4.7: An example program

4.3.1 Congruence modulo an integer

For verifying programs involving arithmetic operations, a useful ab-
straction is congruence modulo a specified integer ti:

h(i) = i mod m.

This abstraction is motivated by the following properties of arithmetic
inodulo fi.

((i mod m) + (j mod m)) mod mn i + j (mod rn)

((i mod m) - (jmod in)) mod m i - j (mod ti)

((i mod m)(j mod m)) mod m- ij (rood in)
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In other words, we can determine the value modulo m of an expression
involving addition, subtraction and multiplication by working with the
values modulo m of the subexpressions.

The abstraction may also be used to verify more complex relation-
ships by applying the following result from elementary number theory.

Theorem 4.3 (Chinese remainder theorem) Let min, in 2 , ... , m,,
be positive integers which are pairwise relatively prime. Define m =
Mrm 2 ... in,, and let b, i1 , i2, ... , i, be integers. Then there is a unique
integer i such that

b<i<b+m and iZij (modmj) for 1 <j<n.

Suppose that we are able to verify that at a certain point, the value of
the nonnegative integer variable x is equal to ij modulo mj for each of
the relatively prime integers ml, M 2 , ... , Mn,. Further, suppose that
the value of x is constrained to be less than m 1 m 2 . . . m,n (e.g., x is
represented using k bits and 2 k < mrn2 ... Mn). Then using the above
result, we can uniquely determine the value of x at that point from the
i.•

We illustrate this abstraction using a 16 bit by 16 bit unsigned

multiplier (see figure 4.8). The program has inputs req, in1 and in2.
The last two inputs provide the factors to operate on, and the first is
a request signal which starts the multiplication. Some number of time
units later, the output ack will be set to true. At that point, eitlier
output gives the 16 bit result of the multiplication, or overflow is oIle
if the multiplication overflowed. The multiplier then waits for rcq to
become zero before starting another cycle. The multiplication itself is
done with a series of shift-and-add steps. At each step, tile low order
bit of the first factor is examined; if it is one, then the second factor
is added to the accumulating result. The first factor is then shifted
right and the result is shifted left in preparation for the next step. One
feature of the language which the program uses is the ability to extend
an operand to a specified number of bits (lines 21 and 27), indicated
using the colon operator. This facility is used to extend output and
factor2 when adding and shifting so that overflow can be detected.
The statement

(overflow, output) :- (output:17)+factor2
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sets output to the 16 bit sum of output and factor2 and overflow to
the carry from this sum. Also, << is used to indicate left shift by the
indicated number of bits, and right shifts are indicated with >. The
break statement is used to exit the innermost loop.

The specification we would like to use for the multiplier is a series
of formulas of the following form.

AG(waiting A req A (in) mod rn = i) A (in2 mod m =

--+ A(-"ack U ack A (overflow V (output mod m = k))))

Here, i and j range from 0 through m - 1, k = ij mod m, and waiting
is an atomic proposition which is true when execution is at line 13 in
the program. Since verifying liveness properties such as those involv-
ing the until operator tends to be more complex than verifying safety
properties, we will actually check the following weaker properties:

AG(waiting A req A (inl mod m = i) A (in2 mod m = j)

--+ A(--ack W ack A (overflow V (output mod m = k)))).

The operator W is the weak until operator; it is like U, but the second
argument is not required to ever become true. In general, A(f W g) is
equivalent to A(g V f V g). We will later verify (using a different ab-
straction) that eventually an acknowledgment is always received. Then,
usinig the tableau construction, the combination of these two properties
can then be checked to imply the original specification.

To verify the properties described above, the input in.2 and the
outputs factor2 and output were all abstracted modulo rn. The output
factorl and its corresponding input inl were not abstracted, since the
entire bit pattern of factorl is used to control when factor2 is added to
output. We performed the verification for rn = 5, 7, 9, 11 and 32. These
numbers are relatively prime, and their product, 110,880, is sufficient
to cover all 21" possible values of output. Now we would like to use
theorem 4.3 to deduce the following class of properties:

AG(waiting A req A (in! = i) A (in2 = j)
SA(--ack W ack A (overfl ow V (output = ij)))).

In order to do this, we need to argue that we know the value of output
modulo the different values of m at the same time point. Our property
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I input in1[16];
2 input in2116];
3 input req;
4 output factorl[16] : 0;
5 output factor2[16] : 0;
6 output output[16] :- 0;
7 output overflow := 0;
8 output ack := 0

9 procedure waitfor(e)
10 while !e wait endwhile
11 endproc

12 loop
13 waitfor(req);
14 factor1 inl; factor2 in2;
15 output 0; overflow := 0; wait;
16 loop
17 if (factor1 = 0) I (overflow - 1)

18 break
19 endif;
20 if factorl[0] = 1
21 (overflow, output) := (output:17)+factor2
22 endif;
23 factorl := factorl >> 1; wait;

24 if (factorl = 0) I (overflow = 1)
25 break

26 endif;
27 (overflow, factor2) := (factor2:17) << 1;

28 wait
29 endloop;
30 ack := 1; wait;
31 waitfor( req);
32 ack := 0
33 endloop

Figure 4.8: A 16 bit multiplier
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was in fact chosen so that this is the case: we know something about
the value of output at the point where ack is first asserted.

The entire verification required slightly less than 30 minutes of CPU
time on a Sun 4. We also note that because the BDDs needed to repre-
sent multiplication grow exponentially with the size of the multiplier,
it would not have been feasible to verify the multiplier directly. Fur-
ther, even checking the above formulas on the unabstracted multiplier
proved to be impractical. Note that the specification above admits the
possibility that the multiplier always signals an overflow. We verified
that this is not the case using the abstraction described in the next
subsection.

4.3.2 Representation by logarithm

When only the order of magnitude of a quantity is important, it is
sometimes useful to represent the quantity by (a fixed precision ap-
proximation of) its logarithm. For example, suppose i > 0. Define

1g9- Z[=og92(Z + 01)

i.e., lgi is 0 if i is 0, and for i > 0, Igi is the smallest number of bits
needed to write i in binary. We take h(i) = Igi.

As au illustration of this abstraction, consider again the multiplier of
figure 4.8. Recall that a multiplier which always indicated an overflow
would satisfy our previous specification. We note that if lg i + Igj _<
16, then lgij 1< 16, and hence the multiplication of i and j should
not overflow. Conversely, if Igi + lgj > 18, then lgij >__ 17, and the
multiplication of i and j will overflow. When lgi + lgj = 17, we
cannot say whether overflow should occur. These observations lead us
to strengthen our specification to include the following two formulas.

AG(waitingA reqA(lg in/ +lg in2 < 16) - A(-,ackWaekA--overflow))

AG( waiting A req A (Ig in! + Ig in2 > 18) -- A(-'ack W ack A overflow))

WVe represented all the 16 lbit variables in the program by their loga-
rithms. Compiling the program with this abstraction and checking the
above properties required less than a minute of CPU time. We can also
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usC thi: abstraction to verify that the program does eveiat-taly give an
acknowledgment.

AG(waiting A req -- A(-,ack U ack))

Checking this required only a few seconds of CPU time. To ensure that
we can in fact conclude the stronger specifications such as

AG(waitingAreqA(lg inl +lg in, < 16) -- A(-,ackUackA--overflow)),

we verified that

AG(pi A p2 - A(--p3 W p3 A P4))

and
AG(p1 -* A(-'p3 U p3))

implies
AG(pi A p 2 - A(-,p3 U p A p 4 )).

Instantiating p, with waiting A req, p3 with ack, and P2 and p4 as
appropriate proves the desired properties.

4.3.3 Single bit and product abstractions

For programs involving bitwise logical operations. the following abstrac-
tion is often useful:

h(i) = the jth bit of i,

where j is some fixed number.
If h, and h-2 are abstraction mappings, then h(i) = (hI(i),h 2(i))

also defines an abstraction mappingg. Using this type of abstraction,
it may be possible to verify properties that it, is nott possible to verify
with either h, or h2 alone.

As an example of using these types of abstractions, consider the
program shown in figure 4.9. This program reads an initial 16 bit
input and computes the parity of it. The output done is set to one
when the computation is complete; at that point, parity has the result.
The operator - used on line 8 denotes exclusive-or. Let 0i be true if the
parity of i is odd. One desired property of the program is the following.
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1. The value assigned to b has the same parity as that of in; and

2. Ob & parity is invariant from that point onwards.

We can express the above with the following formula.

-gin A AX(-O(b A AG -"(gb e parity)) V gin A AX(Ob A AG(ObED parity))

To verify this property, we used a combined abstraction for in and b.
Namely, we grouped the possible values for these variables both by
the value of their low order bit and by their parity. The verification
required only a few seconds (note however, that this example is simple
enough to check directly with a BDD-based verifier).

I input in[16];
2 output parity[I] := 0;
3 outnut b[16] := 0;
4 output done[l] := 0

5 b := in;
6 wait;
7 while b != 0
8 parity : parity - b[0;
9 b := b >> 1;

10 wait
11 endwhile;
12 done := 1

Figure 4.9: A parity computation program

In chapter 5, we will consider another very powerful type of abstrac-
tion. Now however, we turn to a method for abstracting the teinporal
behavior of a system.

4.4 Abstraction Via Observers

The abstractions defined previously give us a method for changing the
set of values that a state component can take on. However, the abstract
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state component values were functions only of a single state in the
unabstractcd mode!. In this section, we consider a more general form
of abstraction, which we call abstraction via observers. This type of
abstraction makes it possible to have abstract state components that
depend on the history of the computation.

Example 4.9 Consider a functional unit that receives some inputs,
computes for some number of steps, and then gives an output. In
a hardware implementation of such a device, pipelining is often used
in order to increase throughput. A pipelined implementation might
receive one set of inputs during each clock cycle and (after a suitable
startup latency) give one output per cycle. That is, the behavior of the
implementation over time is as follows:

Time 1 2 .1 4 5 6

input compute compute output
input compute compute output

input compute compute output-

Suppose that we want to relate this to a specification that is given
purely in terms of input/output behavior. That is, the timing of the
specification is as follows:

Times 1 to 3 4 5 6

start up input/output Iinput/output I input/output

Clearly, some method is needed for relating the timing of the imple-

mentation with that of the specification. This will be done via an
observer process. An observer is a process that watches, but does not
affect, some of the state components of the implementation. It has as

outputs some of the state components of the specification. The com-
position of the observer with the implementation gives a specification-

level view of the actions of the implementation. We will then compare
this combined implementation/observer with the specification. Con-
versely, the specification may be combined with the observer to give an
in l)lementation- level view of the actions allowed by the spCci icatio I.
The observer process may have internal state that it uses to track what
it has seen.
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Let us make our example a bit more precise. Suppose that the
functional unit reads a 16 bit input x and outputs a 16 bit result y. We
will construct an observer process that watches x and y and produces
as outputs i and j that correspond to the abstract-level 1/0 behavior.
The observer must synchronize an input on x with the corresponding
y output, and so it will store successive z inputs internally and only
output them after a suitable delay. In contrast, it will pass y values to
the abstract level immediately. The effect will be that at the abstract
level, an i value and its corresponding j will appear simultaneously
at the outputs of the observer. The actual observer process for this
example is given by the program of figure 4.10. In the figure, the line

mealyoutput y-hat16) :- y;

is used to introduce a Mealy-type output (one that may depend on
both inputs and internal state). In this case, the Mealy output y.hat
is defined to be invariantly equal to the expression y, i.e., 7 is always
equal to the input y. 0

I input x[16];
2 internal x-internal-l[16];
3 internal x-internal_2[16];
4 output x-hat 16];
5 input y[16];
6 mealyoutput y-hat[16] := y;

7 loop
,• x-hat := x-internal_2;

9 x-internal_2 :=x-internal.1;
10 x-internal-: x;
11 wait
12 endloop

Figure 4.10: Observer process for example 4.9

In the example, we mentioned that an observer should not affect the
concrete level state components. To see why this is the case, suppose
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that in the example above, the observer blocks any attempt to give
the implementation the input x = 12. Because of this, it will never
output the value i = 12. Now assume that our implementation works
correctly for all values except x = 12, but for x = 12, it produces
y = 33 instead of the correct y = 44. Then when we run our observer
in parallel with the implementation, all of the pairs (i, j) that are
observed at the abstract level are in fact correct. Hence, the (correct)
abstract specification will be able to simulate this behavior, and we
might erroneously conclude that the implementation is right. A similar
problem can arise if the observer refuses to accept certain y values; in
this case, the observer may suppress what would be an incorrect output
by the implementation. We conclude that the observer must always be
able to accept anything that might occur at the implementation level.
(In the terminology of Dill, an observer must be receptive; the notion
that we will use here corresponds to receptiveness in prefix-closed trace
structures [43].) We now give the formal definition of an observer.

Definition 4.8 An observer over a set of state components A' is a
structure M with the following properties:

1. The observer must be able to accept any initial value for the state
components in A'. Formally, for every labeling function f over A',
there exists s E I such that f = L(s) I. A'.

2. The observer must be able to accept any chaage in the state
components in A': for every labeling function f over A' and every
state .so E S, there exists s1 such that f = L(sl)4.,,l' and R(so, s).

3. In order to avoid having the acceptance condition rule out some
infinite sequences of concrete-level behaviors, we also require F =
0. (The structure being abstracted may have acceptance conli-
tions, but the observer may not; this is again a receptiveness
issue.)

Now suppose that we are given a set of observers. To get the
abstract-level view of M, we would like to just run the observers in
parallel with M. However, there is still one other way that incorrect
behavior by M can be suppressed. Suppose that we have two observers
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that both output the same abstract-level state component i. If one
wants to set i = 12 and the other wants to set i = 13, then the net
effect is that they deadlock, and whatever implementation-level behav-
ior lead up to this situation is effectively disallowed. This is again
unacceptable, but we can avoid the problem by simply requiring that
different observers do not both try to output the same abstract-level
component. Note, however, that it is legal for multiple observers to
watch the same component. With this restriction, we can now abstract
the implementation by just composing with our observers and hiding
the concrete state components.

Definition 4.9 Let A = {ao,.. .,a,_.-, A = {1,...,a,-}, and sup-
pose that 0 = {Mo,...,Mm-..i} is a set of observers over A with
Ai g A U A. Also assume that for every pair Mi, M, of observers
with i : J, Ai n A, n A = 0 (no two observers output the same abstract
state component). Let M' = Mo0 II... 1 M If M is a structure over
A, then we define obs,(M) (with respect to 0) to be (M 11 M') I A.

The map obs,, takes us from the concrete level to the abstract level.
We want to produce a conservative connection, and at the moment we
have the situation shown in figure 4.11. Assume that we are given R;
what implementation-level behavior should this represent?

(AM II M') A Ai

obs. implies

Figure 4.11: Situation after defining obs,,

To answer this question, let us think about the composition M' of
all of the observers in 0. We can view this composition as telling us



154 CHAPTER 4. ABSTRACTION

all of the abstract behaviors that would be observable if the imple-
mentation was completely nondeterministic and could do anything at
any step. Now R will generally not be consistent with all of these ab-
stract behaviors. We can prune away the incompatible ones by simply
coxm1posing M' with R. The result of this composition involves both
concrete- and abstract-level state components, so we then eliminate the
abstract components by restricting to A. This process of composition
and restriction is the desired map obsi.

Definition 4.10 Let A, A, etc., be as in definition 4.9. If V-1 is a
structure over A, then we define obst(M) (with respect to 0) to be
(M 11 M') I A.

We then have the following result, whose proof is deferred.

Theorem 4.4 (obs,, obsi) is a conservative connection.

Example 4.10 The type of abstraction given by abs,, and abst caiI
be expressed using observers. There would be one observer for each
abstraction function h,. The observer for hi simply looks at the value

of state component ai and immediately sets (ij to hi of that value. In
other words, we woild be using a set of obscrvers of the form shown III

tigure 1. 12. Then (abs,,, abs1 ) corresponds (directly to (obs ol/sS). ) ]

I input a_i[16];
2 mealyoutput a-i-hat[16] := <h-i(a-i)>;

3 loop
4 wait
5 endloop

Figure 4.12: Observer process correspond(ling to (abs, abs.)
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4.5 Summary

We have shown how abstraction can be used to simplify the process of

checking -<. The basis for using abstraction is the notion of a conser-
vative connection. The mappings in a conservative connection relate
abstract-level and concrete-level structures, and if -< holds at the ab-
stract level, we can infer a similar relationship at the concrete level. We
considered two main conservative connections. One was used for just
for data abstraction. A more general one, abstraction via observers.
allows us to abstract temporal behavior as well. In the case of data ab-
straction, we discussed a method for directly compiling abstract-level
structures from a finite-state program and a user-supplied abstraction
mapping. We implemented a compiler based on these ideas and used
it to verify a number of examples.

4.6 Technical Details

We begin by sketching the proof that collapse is monotonic and can be
distributed over compositions.

Proof We first prove monotonicity. Suppose M -_ 1', with -A = A'.
and assume without loss of generality that every state of .11 and .A/' is

reachable. Let M = collapse(M) and M' = collapse(M'). Obviously.
for every state .s of M, there is a state s' of M' with s -< s'. Then
L(•) = L'(s'), and so , C 5". We claim that C defined by .i/. f C_ •W, f
for all f E S is a simulation relation. Obviously related states agree on
their labefings. Consider a path fofr ... in 11. We must show that this

sainv sequience is a path in Al'. Since k(], f,+, ), there exist S, a 1 .l +

il M with f, = L(.,,), f,+, = L(s,+i), and /?(si,. ). Now clhoose a

state .-1, of M' with ., < .'. There must be a state ,+ of I' with

, t+| " r I'l an I,+1)" i '(f,, i+l). Ihie result must.
also satisfy the acceptance conditions, and so E is indeed a simulation
relation. If .s E I, there must be s' E I' with s_-< .;'. This implies that
C relates initial states iii A1 to initial states in Ai'. llence we onilchuide
Al -< A', i.e., that collapse is monotonic with respect to •.
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Let M" = MA M', M = collapse(M), M' = collapse(M'), and
M" = collapse(M"). Define the relation C to be

{ (L"((s, s')), (L(s), L'(s'))) I (s, s') E S"}.

First, note that if (s, s') E S", then s and s' agree on the labeling for the
state components in An A'. Hence, L(s) and L'(s) a~reon these same
state components, and so (L(s), L'(s')) is a state of M 1 M'. C_ is in fact
a simulation relation. Clearly, the states related by C_ have identical
labeling functions. Let r" = fo'•fj"f"•... be a path in XP". By definition
of collapse, for all i, there are states (si, s•), and (ti, tý) of M" such that

R"((s, ,s), (t,, t')), L"((si, s')) = f', and L"((ti, t')) = This in-
plies R(s,, ti) and R'(s', tý), and so R(L(sj), L(t,)) and Rk(L'(s'), L'(t')).
Further, L(si) and L'(s9) must agree on the labeling of state compo-
nents in A nl A', as must L.ti) and L'(t'). Thus, (L(si), L'(s')) and
(L(t,), L'(t')) are states of M 1 M', and there is a transition between
these states. This leads to a path in M I Al' whose states are related
by C to the states on Pr". Thus, C_ is a simulation relation. Also, each
initial state of X1" must have the form L"((s, s')), where (s, s'ý) is an
initial state of M". Now we find (L(s), L'(s')) is a state of Af 1 Al',
and L(s) and L'(s') are initial states since s and s' must be. Thus, C
relates initial states to initial states, and so M!" -_ ! 11 1'; collapse
does indeed distribute in the expected way over composition. C3

We now turn to theorem 4.1., which states that (abs•,,absj) is a
conservative connection.

Proof Let Af awld Al' be structures over A and A with abs,,( 1l) - 1-'.
anrd define J7 = hbs,,(l). A' albsj ('). Delinc CE by .S F (s', f') i f
L(s) = f' and s -< .s'. We prove that C is a simulation relation.

Obviously, states that are related by C have the same labeling.

Suppose that ir = soss2 ... is a path in il from s = u aiind that
's C_ (s',f'). Notice that r is also a path in Al. Since s • s', there

mtist be a corresponling path r' = .• . . . from .

Trhus, we have states s' in XM' such that s, s 't for all i. This implies
h(L(sj)) = L'(s•). Now let f = L(s1 ); from the definition of Al', we
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have that (;ý, f') is a state in M'. By the definition of E, s, i (s•,f').
Hence we have a sequence

= (s', L(so))(s'1 , L(sI))(s', L(s 2 )) ...

in M'. From the definition of the acceptance condition of M', it is easy
to see that this is in fact a path, and since it corresponds to ir, we
conclude that C is a simulation relation.

If s is an initial state of M, then s is also an initial state of M. Since
--< P', there is a corresponding initial state s' of M'. As above, we

find that (s', L(s)) is an initial state of M'. Hence C relates initial
states to initial states, and so M -< M'. 0

The proof that the approximating semantics ([.J,) produces a valid
abstract-level model (theorem 4.2) is essentially a large induction on
the structure of expressions and statements.

Proof Let M = [V], i = collapse(abs,(M)), and M'= [p[. We first
note that S and S' are isomorphic. The former are labeling functions
over A. The latter are valuations mapping variables vi to elements
in D,; and each variable vi has its associated if. Further, the state
labeling functions for isomorphic states are the same. In S, it is simply
the state itself. In 5', it maps (iL to the value of v, tinder the valuation
that is the state. L-t. @ be this isomorphism: 0k(f) will be the vaiuation
mapping v, to f(dI. We extend 0 to sets and relations in the natural
way. If we can demonstrate that k( I) C R' and 6(I) C ', then this
will obviously be sufficient to prove ". Now i is the' image of the
set of labeling functions for initial states of A/ under h. Applying 0
transforms these labeling ftinctions back to valutions mapping each
r, to soiietling In, . Now the- states of 11 are valuations malping
variables to (Iomains D,. Let 7 bhe such a vahmatiomi; we write h(a) to
denote the valuation Jiapping vj to h,(l(v,)). U sing thils notation, wt-
stee 0(/) is just h(I). Sinilarly, o(h) = h(R). Thimis, we, wa*nt to prove
h(kl) Cg k' and h,(l) C i'.

"To do ,h• hiis, it is enomgh to show that for (,very L, stitenient s.,
h(j.,]) C_ [.sg,. The proof here will proceed by induction oin the structure
of s. For some of the cases, we will need an auxiliary result relating the
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value of an expression under the two semantics. Let o be a valuation
mapping vi to an element of D.. Claim: for every £0 expression e,
h([ele) E [ej,(h(a)). To see this, we proceed by induction on the
structure of e.

1. Suppose e is a variable vi. Then [e•1 = a(v,), and h(ielo) =
h,(o'(v,)). [[e.(h(a)) is true for d E D;; iff (h(o'))(v1 ) = d. Now
(h(a))(v,) = h,(a(v1 )) = h([elj), and thus the result holds in this
case.

2. Assume e is f,(eo,...,e,,-,). h(jeJa) = h(f,([eoja,...,
On the other hand, [Iej(h(a)) is true for d iff

3do. .. d._, [([eol.h(o))(do) A A ([... .-,h(a))(d -,)
A P, (do,.•.•., d.-I,, )l.

Let di = [eie,, and take d, = h(di). By the induction hypothesis,
h([jela) E [je,](h(a)) for all i. Hence h(di) E [eij,,(h(o,)), d; E

Iej,,(h(a•). Recall that Pf, is given by Pf,(do,..., d,,-,,d) iff

n-13do ... dn_,d[ Ah(d,) = j, A h(d) A f,(d0,..., dn_,) = dj.
i=0

Let d = f([eoJm..., [e,,-,lor), i.e., h([cl') = h(d), a,,d set (i=

h(d).

At this point, we have do, d,,-,, d with corresponding abstract
values d0 , ... , d4_1 , d. We know h([Ila) = c. We also know
di E [ej,](h(a)). From the definition of Pf.,,and the fact that

d = f(do, ... , d,,-,), we sec that Pf, (do,.. .d,,,, d). Hence di E

c[,,(h(a)). which is the det.sired resdlt.

We now proceed to the induction on statements. Recall that, we are
trying to prove h([s]) C [sJ,! for all statements .

1. Consider an assignment vi := c. [Sio(, 'o) Iff a' = a[kIa/'11,I.
.1,,(d, l')i dF E k[,l& and (' = &[,/,]. To sow h([+) jp,,.

we assume [sJ(a, a') and prove Ii((),h(a')). Let & = h(a)
and or' = h(r'). Obviously & and &' can differ only on the value.
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for vi. Set d = [eja and take d = h(d). Then (h(a'))(v,) = h(d) =
d. We must show d E [ej,5. However, [e,,& = By
the above subresult, d = h(d) = h([e JO) E [e).(h(a)).

2. Suppose s is the conditional eo --+ so I ... I e,-, -- s,-,. We have
[eo--,So I .. I e,-1--*s,-+...(a, a') iff there exists isuch that Ieija =
true and Isi(o,'). Also, [eo --+ so I ... I e,, 1 -- "S-,lu(&,0 iff

there exists 2 such that ([e.]J&)(true) and [siJu(&, a'). Again, we
assume lsl(a,&) and prove IsJu(h(o),h(a')). Define & = h(a)
and a" = h(a'). By the induction hypothesis, if [sij(a,a'), then

Isi]u(5, a'). Thus, we just need to know that if [e,Ja = true, then

(Iej•,a) (true). By the previous subresult, if e, evaluates to true,
then h(true) E [eilu(h(a)). But we also assumed that true was
not abstracted (h(true) = true). Hence ([eilu(h(a)))(true), as
required.

3. For a sequential or parallel composition, the result follows in a
straightforward manner from the induction hypothesis. 0

Finally, we prove theorem 4.4: that (obsu,obsi) is a conservative
connection.

Proof Let M be a structure over A, M = obsu(M), Al" be a structure
uver A. and 1l" = obsi(M-"), and suippose ,l __ Ail". Delite C by

_ (s",') iff L(s) = L"((s", s')) and (s, s') -< s". We show that C is a
simulation relation between M and M".

Obviously states related b)y C have identical labllings. Suippose
.s C_ (s", s'). Let r = sos s2 ... be a path from s = so in 11. By the
definition of observer, there must be a path (s, S')(SjS')... in Ml,
where .s' .s;. We must have (s, s') *"and so .hr( is it iapth ir" of
the forms ~s'sz' . from s"= ." in Al" with (s,,-si) -< for all i. This

implies that s,' and ..," have identical labelings on A, ald so (s'., ) IS

a st:ite of M" for all i. Further, L(si) = "( " (ss) IS

state of Ml. Hence s, (s'.,, s") for all i, and so C- is imdeed a simulation
ni 'ation.

Now let s be an initial state of M. By the definition of observer,
there is some s' E I' such that (s,s') is an initial state of R. Since
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M -< M", there must be a corresponding state s" of M". Now (s", s') is
an initial state of M", and L"((s", s')) = L(s). This implies s C (s", s'),
i.e., r relates initial states to initial states. Hence M -< M". 0

We also note that both obs,, and obs1 are monotonic and can be
pushed over composition. Consider, for example, obs,. Monotonicity
is straightforward: if M' is the composition of the observers, then M, --
M2 implies M, 1 1 M' --< M2 1I M', and restricting both sides to A also
preserves -<. When we push obs•, over composition, we want to compare
((MM I1 M2 ) J1 M') I A with ((M) 11 M') 1 A) 1 ((M 2 11 M') 1/ ). To prove
that the latter can simulate the former, we show that

i (((S,,S),s'),s((Ss'),(S2,S'))) ass u St,sioE •r,s' t S'

is a simulation relation.



Chapter 5

Symbolic Parameters

The dramatic effect of using BDDs to implement traditional verification
algorithms is well-documented [4, 23, 37, 48, 67. 89]. However, they can
also be used to add powerful new extensions to these methods. This
additional power arises because BDDs give us a flexible and efficient
facility for manipulating sets and relations over finite domains. In this
chapter, we indicate some of the ways that this facility can be used.

5.1 First-Order Quantification

We extend CTL (definition 2.1) to include first-order quantification
operators. To do this, we first allow the atomic formulas to mention
variables that range over data values. We will assume that each variable
is associated with some particular domain of values.

Definition 5.1 The logic QCTL ("Quantified CTL") over a set of
state components A is the set of formulas given by the following ill-
ductive definition:

1. The constant true is a formula.

2. For each state component a in A, element d of D,, and variable .r
ranging over valies in D,,, a = (1, a .r, a•dl .x = d are fortivilas.

3. If ýp and Vk are formulas, then -', and p A V .are formulas.

161
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4. If V and 4, are formulas, then AXV, A(VV4) and A(VUO,) are

formulas.

5. If V is a formula, then so is Vx p.

We use the usual abbreviations; also 3x ýp denotes -"Vx -"V.

The semantics of these formulas over structures is essentially the

same as standard CTL, except parameterized by a valuation for the

individual variables.

Definition 5.2 Let M be a structure and 'p be a formula with A D

comp(V). Satisfaction of p by a state s of M with respect to a valuation

a for the individual variables in V (M,s, a (p) is defined as follows:

1. Satisfaction for true, -,p, VApA,, AX V, etc., are defined essentially

as in satisfaction of CTL formulas (definition 2.4).

2. M,s,a k a = d iff L(s,a) = d. M,s,a ý= a = x iff L(s,a) =

a(x). M,s,u o x = d iff a(x) = d.

3. M, s, a-u= Vx 'p iff for every d in the domain Da associated with x,

M,s,oad/x] • 'p.

M satisfies the formula ' if for every initial state s of M and valuation

a for the individual variables, M, s, or k ;. (Thus, free variables in '

are treate(l as being ,under the scope of a universal quantifier.)

At first glance, model checking for QCTL would seem to be an in-

efficient prospect. Whenever we encounter a subformula Vx '?, we may

have to check ' for each possible value of x. Naturally, the situation

is worse when quantifiers are nested. Overall, since the model check-

ing problem for QCTL obviously subsumes the satisfiability problem

for quantified boolean formulas (QB3F) [58], we cannot expect an algo-

rithm that is polynomial time in the size of our" formnula.. Consilcr tile

situation in practice however. A natural use for QCTL is to dhescribe

systems that handle data. For example, if we are verifying a protocol

and wish to specify that whatever data is sent is eventually received.

we might use the following formula:

AGVx(send A senddata = x --+ AF(rcv A rcvdata x)).

[1
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The implementation probably behaves in a similar fashion regardless
of what the data is. As a result, once we have verified that the formula
holds for one particular data value, we expect that it will hold for all
the others as well. If we could argue that the value that we picked
is somehow representative of an arbitrary value, we might be able to
avoid having to check them explicitly. Unfortunately, making this pre-
cise is difficult, especially if the implementation does have some data

dependent behavior. Suppose, for example, that the implementation
computes the parity of the data that is sent. In this case, it may not be
enough to check just one data value, but we probably could check one
data value with even parity and one with odd parity. Overall we are
faced with a dilemma: forcing the user to decide which cases to check
is tedious and potentially error-prone, while doing the analysis for each
individual data value is potentially time-consuming. In a BDD-based
setting, we have a chance to avoid both of these problems. We will
be checking all data values simulianeously. Because of sharing in the
BDDs, data values for which the implementation behaves similarly are
likely to be collapsed. In essence, the BDDs allow us to do an automatic
case analysis to exactly the degree of granularity required in order to
ensure soundness.

Figure 5.1 below gives an algorithm for model checking QCTL for-
mulas. The algorithm is expressed in terms of manipulation of relations;
these manipulations can be translated into BDD operations in the staii-
dard way. In the figure, only the function that determines the set of
states satisfying a particular formula is shown; the check to see that

every initial state satisfies the given formula is straightforward. The
function takes as parameters the (sub)formula to be checked and a list
representing the variables which this subformula is in the scope of.

Extending the cot] n terexam ple generation facility is straightforward.
\Whlen producing it count.erexample for a formula ) at. the state .s. where
the top-level operator of ýo is a temporal one, we will have already fixed
values for the variables x0, ... ,r, on which p depends. Taking the
relation P(t, .0,. . . ,x,_1) that we obtained when evaluating (. we set
the xi and obtain a relation Q(i) which is the set of states satisfying (P
for those values. The .ri will have been chosen so that Q(.S) does not
hold. We now construct a counterexample for the top-level operator
using the standard methods. To show a counterexample for Vx ýp at the
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function check(ýp, (xo,..., x,,-,))

ifp = true
let P(s,xo,..., ,,-,) be identically true

else if p = (a = x,)
let P be such that P(s, o,..., x,- 1 ) iff L(s, a) =x

else if p = (x, = d)
let P be such that P(s, xo,...,x,,_ ) iff x, = d

else if p = AX zP

else if p= Vx o/,
Q := check( ,(x, xo,...
let P(., o ..... x,,- ) ilr Vx Q(., ...... r,,- )

endif
return P

Figure 5.1: Model checking algorithm for QCTL



5.2. SYMBOLIC ABSTRACTIONS 165

state s, we start with the relation P(t,x, x0,. .. X- ) obtained when
evaluating V. Fixing the x, gives a relation Q(t, x). For some value of x,
it must be the case that -,Q(s, x). We fix x at such a value, display it,
and then generate a counterexample for ,p.

5.2 Symbolic Abstractions

[n this section, we demonstrate that the symbolic manipulation facil-
ities available with BDDs can greatly increase the power of the data
abstractions considered in section 4.1. To illustrate the method, we
consider verifying the trivial program shown in figure 5.2. (This pro-
gram is written in the same language used for most of the examples in
chapter 4.)

1 input a[8];
2 output b[8] := 0;

3 loop
4 b :- a;
5 wait
6 endloop

Figure 5.2: Au example program

We wish to show that the next state value of b is always equal
Lo the curreilm s.tahc value1 of a. I sing QCTL. we could express tris
requirement as

AG V'r (a = x --- AX b = X).

Let us fix a particular value of x, say '12:

AG(a = 42 -+ AXb = -42).

If we wanted to verify just this property, we could use the following
abstractioii for a and I)

h(n) {0, if n = 12;
1, otherwise.
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When we apply this abstraction and compile the program, we obtain
the transition relation R(a, a', b, b') defined by bk = i. Here, the primes
denote next-state variables, and all of the variables range over {O, 1).
Now to check that our program works correctly for the value 42, we
would check the following formula at the abstract level:

AG(a = 0 - AXb = 0).

The formula would of course turn out to be satisfied. Now we obviously
do not want to have to repeat this process for each possible data value.

Suppose now that we were to modify our abstraction function as
follows:

0, if n = c;

1, otherwise.

We have introduced a new symbolic parameter that our abstraction
depends on. Imagine compiling the program with this abstraction; we
should get a relation R(a, a', b, b', c) that is parameterized by c. Fixing
c = 42 will give the relation R that we encountered above. If we
could run the model checking algorithmn on our parameterized relation.
we would obtain a parameterized state set representing the states for
which our formula is true. Now our specification

AG(a = 0 AXb =O)

is essentially saying

AG(a = c AX!) = c).

If the formula turns out to be true for all values of c, we will have
proved

Vx AG(a = .r -- AX b = r),

which is equivalent to our original specilication. The observation t1 ow
is that by introducing 8 extra , 1)i) vdrial)les to encod le I Ie( possible

('loies for c, we can if) fact:

1. reprCsent h, with a BI)D (the user will supply just Ih,-):

2. compile with h, to get a BDD representing R(ii, ii',b,b',c) (the
compiler handles this step automatically);
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3. perform the model checking to obtain a BDD representing the pa-
rameterized state set (the model checker does this automatically);
and

4. if necessary, choose a specific c and generate a counterexample
(also done by the model checker).

Further note that, in this case, the program behaves identically regard-
less of the value of t, so when we compile it, the BDD representing R
will be independent of the extra variables that we introduced. As a
result, doing the model checking will be no more complex than in the
case when we were just verifying

AG(a = 42 -- AX b = 42).

In general, we have found that sharing in the BDDs makes it possible
to efficiently perform the parameterized abstraction, compilation, and
model checking. We call abstractions such as h, "symbolic abstrac-
tions"; below, we give some more complex examples that make use of
these abstractions.

Our first example is a linear sorting array. The array consists of one
cell for each integer to be sorted; the program for an individual cell is
show in figure 5.3. The cells are numbered consecutively from left to
right. In the array, each cell's left and leftsort'd inputs are connected
to its left neighbor's y and sorted outputs, and each cell's right input
is connected to its right neighbor's x output. The values to be sorted
are the values of the xr outputs. The sort proceeds in cycles. During
each cycle, exactly half the cells (either all the odd iiiiinlered cells or
all the even numbered cells) will have their comparing output equal
to one. These cells compare their own x output with that of their right
ncighbor. The smaller of these vahlues is placed iII y. II addlit.ion. if the
values were swapped, the cell's sorted oitpit is set to zero. Diiring the
next clock period, the right neighbor's x anld sortcd valuies are copied
from the first cell's y and sorted outputs. When the rightmost cell's
sortcd Oultplut becomes oii(e, the sort is coinplete. In tlhis exam ple, we'
,O'Isider an array for sort, iig eight niumbers. The ,'omparing oila, pia, is
set to zero or one depending on the cell's position in the array. The
left and right ends of the sorting array are dummy cells for which X is
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2" - 1 and 0 respectively. The left cell's sorted output is also fixed

at 1.
To verify this program with symbolic abst;-actions, we used a simple

partitioning
0, if n < c;

{i, ifn>c.

where c is the parameter. If two numbers are not equivalent according
to this abstraction, we can find the truth value of a comparison between
them.

The properties which we verified are:

I. for every c, eventually the values of the x outputs are such that
all numbers which are less than c come before all numbers which
are greater than or equal to c, and this condition holds invariantly
from that point on; and

"2. for every c, the number of the x outputs which are less than c is

invariant except when elements are being gwappek..

The first property implies that the array is eventually sorted. The
second one implies that the final values of the x outputs form a permii-
tation of the initial values.

We performed the verification by abstracting all the 16 bit variables
in the program using the abstraction descril)e(l above. The temporal
formulas corresponding to the two properties are

AF AG((x[7] < cV x[61 _> c) A.. A (.ril] < cV .r[x] >[ ))

and, for all j,

(2•=o(x[i] < c) =j) -- AG(stablc _+ (E7,,(xfz] < c, =j)).

To make the formulaL more readal(h', we have written .r[ ] < c instead
of .•[i] = 0 and .[i] > c instead of .i[i] = 1. Also. the summnation,
notation is used to denote the number of formulas .r[i] < c which are
true. Finally, stable is an atomic proposition which is true when every
cell is at the wait statement on line 28. liiorder to ensure that. the

cells maintain hOckstep, we also checked

AG AF stable
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I input left[16];
2 input leftsorted[1l];
3 output sorted[l] :- 0;
4 output comparing~l] :- <0 or 1>;
5 output swap~l] :- O;
6 output x[16];
7 output y[16];
8 input right[16];

9 loop
1o if comparing = 1
11 swap := (x < right);
12 wait;
13 if swap = 1
14 y x;
15 x right;
16 sorted := 0
17 else
18 y := right
19 endif;
9.0 wait
21 else
22 wait;
23 wait;
24 x := left;
25 sorted. = leftsorted
26 endif;
27 comparing := 'comparing;
2S wait

29 endloop

Figure 5.3: A sorting cell prograiii



170 CHAPTER 5. SYMBOLIC PARAMETERS

Verifying these properties required just under five minutes of CPU time
on a Sun 4. In addition, checking these properties on the unabstracted
program was not feasible due to space limitations.

5.3 Symbolic Compositions

For our last example, a pipelined arithhmetic circuit, we will use symbolic
abstractions together with an additional technique called "symbolic
compositions". Suppose that we have a system with a number of related
processes M0 . , M,,-. Also suppose that we wish to verify a class of
properties po, --- , , where V, describes the interaction of Mi with
the remainder of the system, modeled by M. Using the compositional
reasoning ideas described in chapter 3, we might try to check pi on just
the composition M 11 Mi. Instead of doing this for each individual i
however, we may be able to use symbolic parameters to do all of the
checks at once. To see how this might be possible, we consider a simple
exam pie.

Let M0 , ... , M15 be registers, where Mi is described by the program
in figure 5.4. Note that i is used as a parameter in this program. During
each cycle, one of the registers is set to value of the input a. Each
register will have a different output b[i].

1 input addr[4];
2 input a[16];
:3 output b[16]

4 loop
5 if addr = <i>

6 b := a
7 endif;
8 wait
9 endloop

Figure 5.4: An example program
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Suppose that we want to verify the following class of properties:

AGVx (addr = i A a = x --+ AX(bfij = x)),

where 1 ranges from 0 to 15. To verify the property for i = 7, it will
obviously be enough to check

AGVx (addr = 7 A a = x --+ AX(b[7] = x))

on M7 . Now suppose we rename b[71 to b in M7 and in the above
property before doing the check. This obviously will not affect whether
the verification succeeds or not. Now consider how we can do this for
all 1 simultaneously. Taking the program for Mi, compiling it, and
renaming b[i] to b can be done by just compiling the program above

using a new 4 bit symbolic parameter to represent Z. The result is a

parametric representation of Mi. Using that same symbolic pararheter,
we can express the class of properties (after renaming) with the formula

AGVx(addr = i A a = x -- AX(b = x)).

When we run the model checker now, the effect is to check the spec-
ification involving Mi using just Mi. For this particular example, the
whole verification can be done using about the same amount of time
and space as would be required for checking just one of the properties.
Note that when doing the verification, we have managed to avoid coni-
posing all of the Mi, and hence we never (leaf with more than a small

part of the system state space.
We now turn to a more extensive example, a pipelined arithmetic

unit. A block diagram circuit is shown in figure 5.5. This exaniple was
first described by Burch et aL [23]. It performs three-address arithmetic
and logical operations on operands stored in a register file. The pipeline
operates as follows:

1. During the first cycle of the instruction, operanlIs are read from

the register file into the instruction operand registers.

2. During the second" cycle, the result of the operation is copu)ited
and stored in the pipeline register after the A\ I,.

3. In the third, the result is written back to the register file.
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Thus, performing an operation requires three cycles. Each instruction
to the pipeline specifies the source and destination registers and the
operation to perform. In addition, the pipeline has a stall input that
indicates that the instruction is invalid and should be ignored. More
specifically, the instruction's destination register should not be affected

if the stall input is true. The stall signal might, for example, be used
to indicate an instruction cache miss; the signal would be asserted until
an instruction is fetched from main memory. In order to allow results
to be used before they are actually written into the register file, data
can be fed from the ALU output or from the ALU output register back
to the ALU operand registers. To simplify matters slightly, we shall
consider a pipeline that only performs addition operations, but the
same techniques can be used to verify other operations as well.

Read ports Write port

Bypass circuitry

Figure 5.5: Pipeline circint block diagram

The specification that we will chec-k is the following: for ewery pos-
sible value of the source and destination aldresses, the value of the
destination register in three cycles will Ibe equal to the sun of Ilhe val-
ues in the source registers in two cycles. The use of the values in the
source registers two cycles hence is necessary to allow for the possibility
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that those registers may be in the process of being updated.

AG(srcaddrl = i A srcaddr2 = j A destaddr = k A -'stall

-- VaVb AX AX((reg[i] = a) A (reg U] = b)

-* AX(reg[k] = a + b)))

Also, any given register is not affected if either it is not the destination
register or the current instruction is stalled.

AG(stall V destaddr 0 1

SVa A X A X ((reg[i] = a) -* A X (reg[i] = a))).

Observe that to verify one of these properties, we should need only
the registers involved (reg[i], reg[j], and reg[k]) plus the other parts of
the pipeline. Thus, we are in a position to use a symbolic composition.
We introduce new symbolic parameters i, j and k. We then compile
three copies of the program for a register, parameterized by i, j and k,
with the reg output renamed to regi, regj and regk respectively. Dur-
ing the compilation process, we also want to abstract the data values
that can be stored in the registers. For verifying the addition opera-
tion, we will introduce symbolic parameters a and b, and then use the
abstraction

) 1, ifn =b;

) 2, ifn=a+b;

3, otherwise.

Now we would like to check

AG(srcaddrl = i A srcaddr2 = j A destaddr = k A -'stall

AX AX((rcgi = 0) A (rcyj = 1)

SAX(rtqk = 2)))

alld

AG(stall V destaddr : i --, AX AX((regi = 0) - AX(regi = 0))).

There is one minor problem however: the map ha,b may not be well-
defined. Suppose, for example, that a = b; then ha,b(a) could be 0 or 1.
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Further, if a = b = 0, it could even be 2. We can resolve this difficulty
in one of two ways. The first is to do a by-hand case analysis in order
to get a series of well-defined maps. For this example, we could look at
the following cases:

1. The possible abstract values are a j 0, 0, and everything else; we
check that the system works correctly when both operands are 0,
and when one operand is 0 and the other is a.

2. The possible abstract values are a # 0, a + a, and everything else.
We verify that the pipeline works when both operands are a.

3. The possible values are a, b, a+b, and everything else. We require
a :A b, and for both a and b to be nonzero. Then we check that
the system is correct when the operands are a and b.

It is easy to see that this covers all possibilities, and in each case we can
build a well-defined abstraction mapping. Note that with this method,
we encode a set of k abstract values using flog 2 k] bits. These second
way to fix the problem is to allow the abstract classes to overlap, and
to encode the k possible abstract values with k bits. In the case of h,,b
above, we would use three bits, for a, b and a + b, and have

0, ifn#aAn n bAn#a+b;

I, if n = a An i b A i a + b;

2, if n a A n= b A it a + b;
=3, ifn=aAn=bAn~a+b;

4, ifn aAni bAn=a+b;

5, ifn=aAn 4bAn=a+b;

6, ifn aAn=bAn=a+b;

7, ifn=aAu.=bAn.=a+h.

Then, to say that rcyi has the value a, we would write

regi E {1,3,5,7}.

We used the sccoid niethod for this exafnjple.

The largest pipeline example we tried had 64 registers in the register
file and each register was 64 bits wide. This circuit has more than 4,000
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state bits and nearly 10'-' reachable states. The verification required
less than 25 minutes of CPU time on a Sun 3/60. The verification time
scales polylogarithmically in the number of registers and linearly in the
width of registers. Burch, Clarke, and Long [22] verified essentially
the same circuit using no abstraction. With 8 registers, each 32 bits
wide, they required 4 hours and 20 minutes of CPU time on a Sun 4
to complete the verification. In addition, their verification times were
growing cubicly with the number of registers and quadratically with
the register width.
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Chapter 6

Verification of the
Futurebus+ Cache
Coherence Protocol

In this chapter, we apply some of the ideas from chapters 2 through 5 to
the verification of the cache coherence protocol described in the IEEE
Futurebus+ standard. Our goal is to demonstrate that the methods can
be used to verify designs of realistic complexity. The work described
below is an extension of work that we reported earlier [29].

6.1 Overview of the Protocol

Futurebus+ is an emerging bus standard for high-performance multi-
processors. The goal of the committee that developed Futurebus+ was
to create a public standard for bus protocols that was unconstrained
by the characteristics of any particular processor or device technology
and that. would be widely ac'cepted and implenmnetd by vci(h)rs. It
has been adoi)ted by the Navy's next-generation comiputer resources

program as its standard linear backplane, and companies such as DEC.
Sun, Motorola and Force (Computers are devvloping Futurebus+ prod-
utc.s. The lFutuwr(,!)us+ specification is actually a nuilber of stadlardls,
covering issues from physical interconnection through high-level proto-
cols. We will be concerned with the IEEE Standard for Futurebus+-

177
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Logical Protocol Specification (IEEE Standard 896.1-1991) [59]. Part
of this standard is a cache coherence protocol designed to insure con-
sistency of data in systems composed of many processors and caches
interconnected by multiple bus segments. (For an overview of a number
of cache coherence protocols, see the article by Archibald and Baer [3].)

Consider a multiprocessor system such as the one shown in fig-
ure 6.1. Each of the processors P1, P2, and P3 has access to a central
shared memory, M. P3 is on the same bus as M, so read and write
requests from P3 can be delivered to M directly. In contrast, requests
from P1 and P2 must pass through a communications network before
reaching M. (There may actually be many processors and memories
scattered throughout the system, but each memory location must be-
long to a single home memory. Also, all of processors that can access
the memory location must form a tree rooted at the memory.) There
are two main problems that arise in accessing memory.

1. When there are many processors contending for access to M, the
bandwidth required to ensure adequate performance can be very
high.

2. The latency of servicing requests that must pass through the net-
work can be very long.

In order to alleviate these problems, each processor is equipped with a
cache. A cache can hold copies of some of the memory locations in M.
When a processor wants to read or write, it can often obtain the datla
from its cache, or store it in the cache. This is a fast operation, and be-
cause programs exhibit locality of rcfcrcncc, a piece of data is typically
moved into a cache once and then accessed a number of times. However,
while caching is effective for reducing latency and b)andwidth require-

ments, it can destroy the original shared memory semantics of accesses.
Suppose, for example, P1 obtains a copy of some mefiory location iII
its cache and then writes to that location. If P3 now wants to read the
same location, it must somehow know that the data is stored in P13's
cache, an(l that the copy in memory is out of date. Maintaining shared
imeiory semant.ics is tlie piurpose of t.hle cache cohlerence protrt('l.

fit the Futurebts+- protocol, sequences of consecutive memory loca-
tions are grouped together into cache lines. Each cache line is treated as
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P1 P2

- Bus 2

3 . M CA

MI~S I

Figure 6. 1: Multiprocessor system



180 CHAPTER 6. A CACHE COHERENCE PROTOCOL

a unit for coherence purposes. Under the protocol, coherence is main-
tained on individual buses by having the individual processors snoop,
or observe, all bus transactions. As an example, consider figure 6.1
again. Suppose that P1 obtains a copy of a cache line and writes to
one of the locations in the line. Then P2 tries to read a location in
the same line by putting a read request on the bus. PI will snoop
the read request and will intervene to supply the data directly to P2.
Coherence across buses is maintained using special cache agents and
memory agents (CA and MA in the figure). The CA/MA pair is col-
lectively called a bus bridge. The cache agent is responsible for issuing
commands on bus I on behalf of the remote processors P1 and P2. Sin-
ilarly, the memory agent is responsible for representing the memory M
on bus 2. If P1 issues a read on bus 2, then MA will pass the request
down to the cache agent CA, and CA will reissue the read on bus 1.
Next, the memory supplies the data to CA, and CA passes it back
to MA, which in turn forwards it to P1. Obviously, a sequence such as
this can tie up the buses for quite a while. Thus, in order to increase
performance, the protocol uses split transactions. When a transaction
is split, it is divided up into separate initiation and completion phases.
In our example, the read that P1 issues would be split to free up bus 2.
While the read request is propagating towards memory, bus 2 can be

used by P2 to issue other requests. When MA finally receives the data
that, P1 requested, it issues an explicit rcsponse transaction to supply
the data.

There are two other performance optimizations used in the protocol.
First, writes are not propagated back to main memory immediately. In-
stead, the data from the write is simply stored in the cache. Later, when

the line needs to be replaced in the cache, an explicit copyback is used
to return the ii;)-to-date data to main memory. Second, processors may
obtain data from other processors' transactiomis Ibv ,Smarfiri. suppose
for example, that P1 and P2 both wish to obtain readable copies of
some cache line. They arbitrate for the bIs, and let us suppose that P2
wins the arbitration and issues the read request. The meniory agent
splits the transaction, goes off and obltains the data, and then issues a
response on bus 2. P2 will take the IaLta fronm this response. b)lit I) I
is also allowed to obtain the data as it passes on the bus. When this
happens, both PI and P2 end up with valid copies of the line.
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The Futurebus+ protocol falls in the class of MESI coherence pro-
tocols. MESI stands for "Modified-Exclusive-Shared-Invaid" and rep-
resents the possible states that a cache line can be in within a given
cache.

1. A cache that has no information about a particular cache line
is in the invalid state for that line. Obviously, neither read nor
write access is allowed to any of the memory locations within the
line.

2. A cache that is in the shared-unmodified state has a readable
copy of the cache line, and other caches may have copies as well.
Writing is not allowed when the cache line is in this state.

3. A cache that is in the exclusive-modified state has a readable and
writable copy of the line. It is the only place in the system where
up-to-date data is stored, and hence must supply the data when
someone else issues a read request.

4. The last state, exclusive-unmodified, represents a combination of
the shared-unmodified and exclusive-modified states. In this state,
the cache has a copy of the data and only reading is allowed. How-
ever, it is also guaranteed that no other cache has a copy of the
data. If the processor whose cache has the rxc:st.i;'c-iAnIodiJi•dl
copy decides to write to a location in the cache line, the line is sim-
ply placed in the exclusive-modified state and the write proceeds.
There is no need to issue any sort of transaction to eliminate
copies that may be in other caches. On the other hand, if the
processor never writes to the line and it is necessary to purge the
line from the cache, then there is no need to copy the data back
L.o main mIemiory.

Next, we describe the different types of bus transactions that de-
vi:es can issue. There are two basic read transactions: r-cad-sharcd and

rc(ad-niodijicd. The former is used to request a readablh copy of a cache

ti e, while the latter re(1 uiests both read and write access. lBothi.tyles

of transactions may be split. In the case of a rad-shared transaction,
other devices are allowed to snarf that data as it is supplied to the
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requester. Note that the read-modified transaction requires any copies
of the cache line in other caches to be eliminated. Because of this,
read-modified transactions can be split for two distinct reasons:

1. the supplier of the cache line may split the transaction if it is not
able to immediately respond with the data (splitting for access);
and

2. a processor or cache agent may split the transaction if it currently
has a copy of the line and cannot invalidate that copy immediately
(.5plitting for invalidation).

Snarfing is obviously not allowed on read-modified transactions.
If a cache currently has a shared-unmodified copy of a cache line,

it may request write access by issuing an invalidate command. This
transaction causes other caches with shared copies to eliminate those
copies. Any of these caches may delay the invalidation process iv
splitting the invalidate transaction. Once a cache has obtained an
exclusive-modified copy of a cache line, it is the sole holder of the data in
that line. As such, it is responsible for intervening in any read requests
by other caches. By intervening, it supplies the data to someone else,
and hence transitions out of the exclusive-modified state. The only
other way that it can exit this state is by issing a copyback transaction
to return the data to main memory. During a copyback, any cache that
would like to obtain a copy of the data in the line is allowed to snarf

it. This includes the cache issuing the copyback.
There are also two basic types of responses, corresponding to the

two types of reads. A shared-r.sponst, is used to supply data to it cache
whose earlier read-shared was split. Other devices may snarf data from
the .iharcd-re.po ,.e. A rnodilicd--r.spon se is used to grant read-write
arcevss and as SIhhl it is issued in response to split rid-modiJi,,I atlI

invalidate transactions. Recall that a rfad-imodii/d can be split ei-
ther for access or for invalidation. Becaurse of this, tlhere arc artli-

ally two forms of modijied-response: one supplying data. and one, that
is used only as an acknowledgment of invalidation (an addres.s.-only
modifird-responsc). Note also that a single iV validat iiay bhe Sp)lit b)y
multiple devices. Hence there must be some way to tell when all of themii
have finished invalidating. This is done by allowing modified-response
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transactions to be split. Suppose, for example, that PI and P2 are both

invalidating. PI finishes and issues a modified-response. P2, which is
still invalidating, cannot let this response pass, so it splits. Later,

when P2 finishes inval;dating, it issues a second modified-response.
Since P2 is the last devic,. done, this response is not split. The cache
that issued the original invalidate proceeds when it sees this unsplit
modified-response. Simiiarly, read-modified transactions may be split by
multiple devices, and as with invalidate, an unsplit modified-response
signals the requesting dcvice that it may proceed.

Devices communicate their requests to split transactions, snarf data,
or intervene using three bus lines called SR, TF, and IV. These are
wire-or signals: effectively, each device i has outputs sri, tfi, and ivi,

and SR = V, sri, etc. (Thus, if any device requests that a transaction
be split, it will be split.) A device asserts sri to request that the current
transaction be split. It raises tfi when it wants to snarf data from the
current transaction. Finally, if it observes a read request, and it has

an exclusive-trodific'd copy of the requested cache line, it asserts iv, to
indicate that it will supply the data for the read.

Example 6.1 We consider a sequence of transactions dealing with
some fixed cache line for the system shown ir figure 6.1. Initially,
all caches have intvalid copies of the cache line. If PI wants a readable
Cofpy of the racth l line, it issues a rcad-sharcd on bus 2. The inemory
agent MA cannot supply the requested data i niediately. so it asser.s

its sr output to split the transaction. It paisses the reqluest to CA, which

issues the rfud-sh• ad onl blis I. The ileinory supplies the data to the
cache agent. and diiriig the transfer, 1'3 asserts its if ouitput and snarfs
the data. 1P3 now has a sharcd-unmodified copy of the cache line. The
lat.a is paossed biack to NI A, and MA issues a shharad- r(.spot), t)o pr()vi(dc

the data tto N!. l'2 suiarls the data lyv a:-sserlig If lurilii rl I 'l, resporw.

arild both N1 alil I)2 winld up) with .4han (Id-,11111Jdiif (I copies. M 1 no)w
requirests• writ(e acces iv issli irig anli inIUtu/all traws;rctloii. 1-)2 asserlts

.sr to split the trarisactioi for invaliatlioni. ai.s does M- A. 172 ftinisihes iii-
validatillg alnd i*ssules it rrmdili(d-rc'sponl . siuice P3 is Nirot \ et invalid

hIe( Inr(oillory it,g("lt t .ist spl~it this 111odiJid-,',.,, ,...v. lThe request t'()r

irvalidation propagates to (CA, which issues nivalidatc oil bus I. 1. 3

invalidates immediately, and CA informs MA of this. The memory
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agent issues a modified-response which is not split, and P1 transitions
to the exclusive-modified state. P2 now requests read and write access
by issuing a read-modified. P1 intervenes by asserting its iv output
and supplies the data to P2. P1 transitions to the invalid state, while
P2 becomes exclusive-modified. P2 decides to kick the line out of its
cache, so it issues a copyback to return the data to memory. The mem-
ory agent MA picks up the data as P2 goes to invalid. The data is
passed to CA, which issues the copyback on bus 1. P3 now requests
read access and issues a read-shared. If CA does not snarf the data
by asserting tf, then P3 transitions to the exclusive-unmodified state.
Later, if P3 decides to write, it goes immediately to exclusive-modified,
updates the line, and then issues a copyback to return the data to M.
0

Split transactions are controlled using requester and responder at-
tributes. When a device issues a request that is split, it acquires a
requester attribute that indicates the type of response it expects to
receive. The device that splits the request gets a responder attribute
that tells what type of response it will eventually issue. The possible
requester attributes are as follows:

1. A cache has the requester-shared attribute when it is waiting for
a shanmd-rrspon.t.

"2. The requcsider-exclu.ive attribute is true when a devict is waititig
for a modifird-response.

3. The final attribute, rcque.strr--waliting, will be discussed below.

The responder attributes are similar:

1. A devir•' has the rr..;pultYr-.bshartd altlributi when it iii ist eveln-
tinally issu a .•him ,-r,.,1,.5,

"2. The r,'.rpoid(cr-cxcl.r1sve attribut.e iised to idiat 'hat the
cache ritist eventually issue a inodifi(d-rt.spont.• to supply data.

3. \Vhei a processor has rlith' rty pod, -in n'livlal all ribl)le. it mlust
issue an address-only modijitd-n•.*pon.•r to signal the contpletion
of invalidation.
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Each cache line has separate requester and responder attributes.
Under the protocol, there may be only one pending transaction per

cache line per bus in the system. Hence, when a transaction is split,
there must be a way of preventing other transactions for the same cache
line from proceeding. This is done using another bus line, WT. WT is
also a wire-or signal, so any device may drive WT high by setting its
individual wt output. If a module has any of the responder attributes
discussed above, then it is already processing one transaction for the
same cache line. When it observes another transaction for the cache
line, it asserts wt to abort this new request. A device that tries to
issue a transaction and observes WT acquires the requester-waiting
attribute. It keeps this attribute until it sees a shared-response or an
unsplit modified-response for the same cache line. At that point, it may
retry its original request.

There is one slight exception to the rule of one pending transaction
per cache line per bus. Consider the system of figure 6.1, and sup-
pose that P1 and P3 botch have shared-unmodified copies of some cache
line. Now assume that both processors decide to write to the cache
line at roughly the same time and both issue invalidate transactions.
The cache agent CA must split the invalidate on bus I since P1 has
a copy of the cache line. Similarly, MA has to split Pl's invalidate.

At this point, we have a conflict: P1 is trying to invalidate P3 and P3
is trying to invalidate Pl. In the protocol, this invuididat (-invalidatc

collision is resolved by allowing all invalidate to be issued underneath
an already pending invalidate. First priority is given to the invalidate
that is proceeding away from main memory. Thus. MA will issue all
invalidate to e.liminate the data in Pi 's cache. After that. ('A issues al
address-only modified-response to give P3 exclusive access. Then the
cache agent. uses a read-modified to get the updated data froiu P3, and
the data is passed to MA. M:\ issues a Iodifif d-. ,r,.lis to give an
(1r'cl.llsi.c- ilodifit'd copy of the cache line to P I.

The I IEEE Standard for Fittu rebus+-Logical Pirotocol SpecitiCa-
I i'm [.5!) co,' ai ns two sections dhealing with the cache cohierence proto-

col. The first, a description section, is written in English and containus

fil ini forrl and rea'lahle overview of how the plroto'ol ojner;tt.es, hilt it

dloes not cover all scenarios. The second, a specification section, is ill-
tended to be the real standard. This section is written using attributes.
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An attribute is essentially a boolean variable together with some rules
for setting and clearing it. The attributes are more precise, but they
are difficult to read. The behavior of an individual cache or memory is
given in terms of roughly 300 attributes, of which about 45 deal specif-
ically with cache coherence. (These 45 attributes reference many of tile
other attributes as well.) As an example, the following attribute for
cache modules tells when the cache has a shared-unmodified copy of a
particular cache line:

SHARED-UNMODIFIED. A CACHE or
CACHE-AGENT shall set SHAREDUNMODIFIED and
clear INVALID V EXCL USI VE_ UNMODIFIED v
EXCL USI VEMODIFIED if
MASTER A (INVALID-STATUS A -ADDRESSONLY A
(REA DSHA RED v REA DMODIFIED) V KEEPCOP Y A
(COPYBACK v SHAREDRESPONSE)) V CACHED A
(REQUESTERSHA RED A SHA REDRESPONSE A
INVALID-STATUS A --ADDRESS_.ONLY A
TRA NSA CTIONFLA GSTA TUS V SNA RFDA TA A
--ADDRESSONLY V REQUESTER-EXCLUSIVE A
MODIFIED-RESPONSE A -,A DDRESSONLY A
SPLITSA TUS V -,INVALIDSTA TUS A KEEP-COPY A
(fREA DSHA RED v REA DIN VA LID)).

A CA CHIE or CA(CIIEA GENT may set
SIIA RED- UNMODIFIED and clear
EXCL USI VE_ UNMODIFIED i f
EXCL USI VE_ UNMODIFIED.

A CACHE or CACHE-AGENT shall not allow modify
access to the data in a cache line if
.S'IIA REDUNMODIFIED is set. A ('A CIIE or
('A,('iE_ ,.A GENT may allow read access to tihe data ili a
Cacle line if S/IA REDI'N.MOD1IFIED) is Set.

Note that even ini the specification section, some, a.spects of a ,Iio' lulhs
allowed lw•havior are described infoirmally. For example. tie aiove at-
tribute specifies a processor's read-write permissions in English. Fur-
ther, the bus bridge operation is not completely specified in either sec-
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tion. We are given only that externally, cache agents and memory
agents should "look like" caches and memories. There are some exam-
ples of bus bridge operation and a description of the collision resolu-
tion mechanism, but the coordination between cache agent and memory
agent is not specified in detail. A major part of our verification effort
was devoted to making an appropriate model of the bus bridges.

6.2 Modeling the Protocol

Clearly, verifying a fully detailed model of the protocol at the level
of the attributes would not be practical. Even if the attributes were
completely precise and covered all aspects of the allowed behavior, the
verification tools would not be able to handle this model. Further, since
the attributes are very difficult to understand, it would not be easy to

make appropriate abstractions to simplify the verification process. For
these reasons, we used the English language description as the basis for
our model. Situations where this description was ambiguous or incom-
plete were resolved by referring to the attributes. While constructing
the model, we made a number of simplifications and abstractions (listed
below). For each abstraction, we describe how it would be justified us-
ing the techniques discussed previously.

l. The stanIdard specifihýs how modules should respond to excep-
tionial sitnations, such as detection of a parity error during a data
transfer. In our model, we assumed that these cases do not oc-
cur. Similarly, the standard describes power-tip, reset, and con-

figuration protocols. We modeled only the case of steady-state
operation.

2. A fairly complex protocol is used to arbitrate for the )Ims and issue
a transaction. In our io lel, a complete arhil.ratioii/ transactioti
cycle is modeled as a single state transition. Given an actual im-
plenientation, we woildd use abstraction via observers to make this
type of slinplification. Oijr observer processes would watch the
low-level hanidshaking and outpuit in one step tlhe high-level indi-

cation of which module was selected as master and which trans-
action it issued. This is similar to the abstraction of a pipelined
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system in example 4.9.

3. We modeled only the transactions involving one cache line. This
type of simplification can be justified using abstraction via ob-
servers and symbolic parameters. Suppose that we have an im-
plementation in which the cache line under consideration is the
one beginning at address a. We also assume that this cache line,
plus its associated tag bits and attributes, is stored at some lo-
cation b in the cache RAM, where b depends on a. We describe
the relevant part of the cache as a symbolic composition. Our ob-

server process then looks at the location b to determine whether
the cache line is in fact in the cache, and if so, what its state is.
The observer outputs this state at the abstract level, or outputs
invalid if the line is not stored in the cache at location b.

4. The data in the cache line is modeled as a single bit instead of
64 bytes. We can use a symbolic abstraction to perform this
abstraction. The bit can be thought of as representing whether
the value in the line is the 64 byte value c, or whether it is some
other value.

.5. Components such as processors nondeterministically issue reads
and writes to the selected cache line. To justify this abstrac-
tion, we simply hide the internal state of the processor using the
restrict.ion operator and then apply collapse to redlice the state
space. (In fact, the processor model is essentially T, so we know
it can simulate whatever the real processor would do.)

6. Responses to split transactions are issued after arbitrary delays.
This wotild be justified in essentially the same way as the previous
abstraction.

7. The bus bridge model is highly abstracted. This model is dis-
cussed in detail below.

8. The standard sJ)ecifies some tvypes of transactions that are in-

tended mainly for peripheral devices doing I/0. Cache coherence
is generally not maintained when these instructions are used, so
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we assumed that they would not be issued for the cache line that
we modeled.

In our model, all of the devices on a single bus are composed syn-

chronously, i.e., all of them update their state during a transaction on
that bus. Different buses are composed in an asynchronous manner:
during a step of the system, the components on one bus execute a
transaction, while those on other buses make idle transitions.

In our model of a bus bridge, the cache agent and memory agent
share a smaHl amount of internal state. The set of possible internal
states represents a generalization of the possible states of a cache line
in a processor cache. These states are as follows:

1. When the bridge is in the invalid state, it has no information

about the cache line.

2. In the local-shared state, the bridge has an internal copy of the
cache line, and other caches below (on the cache agent side of)
the bridge may have copies. This bus bridge state corresponds to
shared-unmodified in a processor cache.

3. In the shared-valid state, the bridge has an internal copy, and
caches both above and below the bridge may have copies. This
also corresponds to shared-unmodified.

4. The shared-invalid state is a situation in which the bridge does
not have a copy of the line, but caches both above and below the

bridge may. (Note that while bridges must maintain cache tags
for the lines that are in remote caches, they need not store the

line itself.) As with the previous two states, this one corresponds
to sharyrd-unrtmodified in a processor cache.

5. The bridge may be in the 1¢cmote-.har(d-unfodi((l-Ualid state,

indicating that the bridge has a copy of the line, and that caches
above the bridge may also have copies. This corresponds to the
exclu~siI'(-unmodificd state in a processor cache.

6. The remnote-shared-unmodified-invalid state is similar to the pre-
vious state, but the bridge does not have a copy.
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7. In the exclusive-unmodified state, the bridge has an unmodified
copy of the cache line, but no other caches in the system may
have copies. This is also analogous to the exclusive-unmodified
processor cache state.

8. The remote-exclusive-modified state in the bridge means that
some cache above the bridge has an exclusive-modified copy of
the line.

9. The remote-shared-modified state is one where the bridge has a
copy of the line, remote caches may have copies, and the data
is different than that stored in main memory. Like the previous
state, this one corresponds to the exclusive-modified state of a
cache line.

10. Finally, the exclusive-modified bridge state corresponds to the
exclusive-modified processor cache state, and represents a situa-
tion where the bridge has the only valid copy of the data in tile
line.

In our initial model, the cache agents and memory agents chose com-
mands nondeterministically based only on the internal bridge state.
There was no explicit passing of commands between the two agents.
Consider, for example, a configuration like the one of figure 6.1. Sup-
pose that all of the caches and bridge are in the invalid state. If P l
issues a read-shared, then the MA will examine the bridge state, find
that it is invalid, and decide that it imust split the read request. At some
later point, CA can examine the bridge state, see that it is invalid, and
nondeterministically choose to issue a read-shared on bus 1. Suppose
that this read completes and that P3 snarls the data: then the bridge
transitions to the local-shared state. Later still, the memory agent, ilnav
get a chance to execute. Seeing thai. the bridge is in the local-sharc:d
state and that it owes a response to PI, it may ilondeterministically
issue a shared-response. If this happens, thenI PI gets 'lie data and the
bridge transitions to either the shared-ralid or the .4hal td-in11i'tiid state.
Note that with this model, there is no guarantee of progress. The ad-
vantage is that the bridge model is relatively simple, which helps make
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the verification possible. Further, it can simulate a wide variety of pos-
sible implementations. For example, a bridge that detected sequential
accesses and attempted to prefetch cache lines would be covered by
this model. The abstractions used in constructing the model can be

justified using abstraction via observers plus hiding and collapsing.
The protocol model was written in the hardware description lan-

guage used by SMV. SMV ("Symbolic Model Verifier") is a BDD-based
CTL model checker developed by McMillan as part of his thesis [671.
There, he used SMV to verify another hierarchical cache coherence
protocol, the protocol used by the Encore Gigamax [68, 67]. Due to
the size of the model (about 3000 lines of code), we will not give it
here. However, in order to give a feel for the language, a simplied frag-
ment is shown in figure 6.2. This fragment deals with the responder
attribute for the cache line being modeled and the wt output of a de-
vice. The language provides module facilities for structuring designs

(line 1). The VAR declaration (line 2) specifies state components. All
components have finite type: in this case, we declare a boolean and a
value with enumerate type. The way components change is specified
using the ASSIGN declaration (line 5). We can specify either the initial
and next state values of the component (line 6), or we can say that the
component is invariantly equal to some expression (line 24). Compo-
nents without assignments are treated as inputs. The language includes
facilities for specifying nondeterminism; by assigning a set to a coin-

poneint (line 26), we indicate that the value of the component should
be chosen from the elements of the set. The model consists of four
major modules, representing processor caches, memories, cache agents.
and memory agents. There are smaller modules defining pieces such
as the buses. Each module is essentially a series of case statements,
one per component. This case statement tells how the component

changes based on the current cache line state, requester and responder
attributes, biis master, command, etc.

6.3 Specifying Cache Coherence

In this section, we discuss the specifications used in verifying the proto-
col. More exhaustive specifications are possible; for example, we might
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I MODULE responding-device

2 VAR
3 wt: boolean;
4 responder: {none, exclusive, invalidate, shared};

5 ASSIGN
6 init(responder) none;
7 next(responder) :-
8 case
9 WT: responder;

10 master:
11 case
12 CMD-shared-response & responder-shared: none;
13 CMD=modified-response &
14 responder in {invalidate, exclusive}: none;
15 1: responder;
16 esac;
17 CMD=read-shared & sr: shared;
18 CMD-read-modified & sr: exclusive;
19 CMD=invalidate & sr: invalidate;
20 CMD=modified-response & 'sr &
21 responderfinvalidate: none;
22 1: responder;
23 esac;

24 wt :=
25 case
26 WT: {0, 1};
27 !master & !(responder=none) &
28 !(CMD in {shared-responseo modified-response}): 1;
29 1: 0;

30 esac;

Figure 6.2: A small part of the program describing the protocol
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develop specifications of each individual type of device describing how
it responds to different transactions. Here, we have only tried to de-
scribe what cache coherence is, not how it is achieved. We begin with
some basic safety properties. Each device model includes two flags,
bus-error and error that become true when the device observes an il-
legal combination of bus signals or an unexpected transaction. These
conditions are defined in the standard. For example, while devices may
assert sr during an invalidate transaction, they should never assert av.
If a module observes IV high during an invalidate, the bus-error state
component becomes 1. The error flag becomes true when a device ob-
serves a transaction which should not occur given its internal state. For
example, if a processor cache has a shared-unmodified copy of a cache
line, and a read-shared is issued, then no other cache should intervene
(by asserting iv) in that transaction. If another cache does intervene,
then that cache must have an exclusive-modified copy of the line. This
should not be the case since the first cache has a readable copy. Thus,
we have the following formula for every device d in our system:

AG(-'d.bus-error A -'d.error). (6.1)

Here, d.error indicates the error state component in device d. We also
require that if the processor cache P1 has an exclusive copy of the cache
line, then no other cache P2 should have a copy.

AG(Pl.exclusive --* P2.statc = invalid) (6.2)

Here, Pl.exclusive is an abbreviation for

Pl.statc E { exclusivc-unmodified, exciusivc-modified}.

The next two properties st?.te that data must be consistent within
the caches: if two caches have readable copies, then they imust agree
on the data. Similarly, if a cache has a copy and memory is tip-to-date.
then the data in the cache and the data in memory imust be the same.

AG(PI.,stat: = shared-unrnodified A P2.stale = shared-aumodificd

SPl.data - P2.data) (6.3)

AG( P1. unmodified A -SM. memory-line-modified

-Pl.data = M.data) (6.4)
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The abbreviation Pl.unmodified means

P l.state E { shared-unmodified, exclusive-unmodified }.

The memory-line-modified component of a memory is false when the
data in memory is supposed to be accurate.

Our final safety property is one specifying strong sequential con-
sistency or strong coherence. This property states that caches must
always read up-to-date data (i.e., the last value written).

Va AG(Pl.state = exclusive-modified A Pl.data = a

SAX A (write V P2.unm odifi ed - P2.data = a)) (6.5)

The formula write is true whenever one of the processor caches is in
the exclusive-modified state, i.e., when one of them can write the data
in the line.

We would also like to check that the protocol ensures some form of
progress. However, our initial model does not have this property. We
can state an absence-of-deadlock property, i.e., that it is always possiblf
for a cache to get readable and writable copies of the line.

AG-EF PJ.state = shared-unmodified (6.6)

AG EF Pl.state = exclusive-unmodified (6.7)

AG EF Pl.state = cxctU.liV, -modifi('d (6.S)

Unfortunately, these are not ACTL properties, and hence checking that
they hold for the model does not guarantee that they are true in an
actual system. We can use them for debugging purposes though; if one
of these properties is false, then we can examine the counterexample
produced by the model checker to see whether it, represents a real dead-
lock. This is the approach we originally wook. II section 6.6, we (liscU ss
strengthening the model and verifying stronger progress properties.

6.4 Verifying the Protocol

In verifying that our model of the protocol satisfied the specification.
we used the following strategy:
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1. Start with small combinations of caches and memories, and work
up to the more complex hierarchical configurations.

2. Concentrate first on the simple safety properties given by formulas
6.1 through 6.4. These properties are all have the form of AGp i ,
where pi is a propositional formula.

The motivation behind the first element above is obvious. Why did
we start with the simple safety properties? The idea is that we can
check all of these properties using one forward search of the state space,
checking at each step whether the set of states reached intersects the
states satisfying -pi for any i. Once we have found a violation, we can
terminate the search immediately and trace back to find a sequence of
steps leading to the error. The ability to terminate the search early was
important since the BDD representing the set of reached states tended
to become very large once an erroneous transition had occurred. This
is a fairly common phenomenon in BDD-based verification. In a correct
system, there is often a nice characterization of the set of legal states,
and this regularity is captured well by the BDDs. ltowever, when the
system is started outside of this set of states, it tends to make random-
looking transitions, with the result that all regularity is quickly lost.
By modifying SMV to perform this type of forward search with early
termination, we saved a lot of time when doing the initial debugging.
Once we had a model that satisfied all of the basic safety properties. we
checked the more coomplex formulas (6.5 through 6.8). When evaluating
the fixed points for the subformulas inside the AG, we restricted the
searches to the set of reachable states. (As above, the i(lea was to avoid
searching in ill-behaved parts of the state space.)

Even with the numerous simplifications made so far, verifying hi-
erarchical configurations or configurations with more than a few pro-
c(essors reqiired long execution tines. For examlple, the very simple
example of a single bus with two caches re(qired al)out 10 inutites of
C(PI time on a Sun 3/60 to verify. In order to overcone this problil(.
we modifie(l SMV so that we could use hiding and the collap)se mapping
to simplify the model. We then (lesignated certain state coinpontiets
as hidden, and the restriction and collapsing were lrforuied amutomat-
ically. When verifying the properties discussed in the previous5 section,
we hid all of the state components except:
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1. the requester and responder attributes;

2. the cache line state and contents components; and

3. the error detection state components.

Note that all of the properties could be specified in terms of the above
state components. With hiding and collapsing, the single-bus, two-
cache example requires only a minute of CPU time. Table 6.1 shows
the verification time (in CPU seconds) and BDD nodes required for
single-bus configurations with two through seven caches. The TR BDD
column shows the size of the BDD representing the transition relation,
and SS BDD is the largest state set BDD. Both transition relation
and state set BDDs grow linearly with the number of caches. The
verification time grows roughly quadratically. (We also checked larger
configurations with up to three buses and nine processor caches using
a Sun 4. The state set BDDs grow linearly with the number of buses.
The transition relation BDDs could grow linearly as well, but actually
grow quadratically due to the way SMV represents transition relations.)

Caches CPU time TR BDD SS BDD
2 60 72:31 325
3 120 2183.1 715
4 225 509 14- 1128

53415 79173 154 l
6 535 107473 1951
7 870 135773 2367

Table 6. 1: Verification times for single-bus coiifigpirami. s

6.5 Errors Discovered

Performing the verification exposed two errors in the standard. The
first of these can actually occur in simple single bus configurations,
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which was somewhat surprising. Consider the system shown in fig-
ure 6.3. Initially, both caches are invalid. Processor P1 obtains an

Figure 6.3: System exhibiting first error

exclusive-unmodified copy of the cache line. Next, P2 decides to issue
a read-modified, which P1 splits for invalidation. However, the mem-
ory M does not split for access, and it supplies a copy of the cache
line to P2. Under these circumstances, the standard specifies that P2
transitions to the shared-unmodified state. However, PI does not ac-
quire the responder-invalidate attribute. Instead, P2 is supposed to
issue a subsequent invalidate to eliminate the copy of the line in P1's
cache. Further, P1 retains an excluhsive-unmodified copy of the line.
This is obviously a dangerous situation, for now PI can transition to
exclusive-modified and write to the line before P2 issues the invalidate:

A CACHE or CACIIEAGENT may set
EXCLUSIVE-MODIFIED and clear
EXCL USI VE_ UNMODIFIED if
EXCL USI VE_ (NMODIFIED.

A CACflE or CACtlE_A(/ENi' may allow read or modify
access to the dhtta in a cache line if
EXCL S!Ll VEMODIFIE'D is set.

The problem ( can heIW fixetd by reqlifiring that the processor cachlc i1 tran-
sition to the shared-unmodified state when it splits the read-modified
for invalidation. There is a related problem when a read-modified is
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split for both access and invalidation. The proposed change eliminates
the error in all situations.

The second error arises in hierarchical configurations such as the

one shown in figure 6.4. P1, P2, and P3 all obtain shared-unmodified

P1 P2

"- Bus 2

P3 MA

Bus 1

Figure 6.4: System exhibiting second error

copies of the cache line. PI issues an invalidate transaction that P2

and MA split. P3 issues an inailidah' that CA splits. The blts Lridge

detects that an invalidate-invalidate collision ha-s occirred. Fliat is, P3
is trying to invalidate PI, while PI is trying to invalidate Pl3. Recall
that in this situation, the standard specifies that the collision should be
resolved by having the memory agent invalidate P 1. When the nwemory
agent tries to issue an invalidate for this piurpose, P2 1')sees that tlcr.

is already a transaction in progress for this cache line and asserts the
WT signal on the bus.
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A module shall set WAIT-CACHED while
CACHED A RESPONDER A (REA D-SHA RED V
READ-MODIFIED V INVALIDATE V READ-INVALID).

MA observes this and acquires the requester-waiting attribute.

A module shall set REQUESTER.WAITING if
MASTER A WAITS TA TUS A (READ-SHARED V
READ-MODIFIED V INVALIDATE V REA DINVA LID).

Recall that when a module has this attribute, it will wait until it sees a
completed response transaction before retrying its command. P2 now
finishes invalidating and issues a modified-response. Since P3 is not in
the invalid state, this response must be split by MA. However, MA still
maintains the requester-waiting attribute.

A module shall clear REQUESTER-WAITING if
CACHED A (SHARED-RESPONSE v
MODIFIED-RESPONSE A -'SPLITSTATUS v
WRITE-INVA LID).

At this point, MA will not retry its command since it is still waiting
for a completed response. However, no such response can occur; we
hlave reached a deadlock. The deadlock can be avoided by having MA
clear the requester-waiting attribute when it observes that P2 has fin-
ished invalidating. (It does this as follows: Caches assert TF when
they split a modified-response. The memory agent asserts SR? for each
modified-response to keep PI from proceeding. When MA observes a
modified-response with TF not asserted, it knows that all caches other
than P1 are invalid. It then clears requcster-waziing and issues its

I ,.,,ilidatc.)

6.6 Verifying Liveness

While thi properties specifying absence of (dea(llock (6.6-6.8) werv use-
ful in finding errors, as we noted earlier, they are not preserved when we
move to a different level of abstraction. In this section, we show how
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to prove stronger progress properties. We will concentrate on show-
ing that if a cache issues a read-shared transaction, then eventually it
obtains a readable copy of the cache line.

AG(P.master A P.cmd = read-shared A -' WT

-- AF P.unmodified) (6.9)

Our original model in fact does not satisfy this specification. This
is for the following reasons:

1. The arbitration model is unfair; a device may never have a chance
to issue a command.

2. A module that owes a response to a split command may never

issue the response, even if it is infinitely often, the bus master.

3. In hierarchical configurations, the selection of which bus will next
transition is unfair.

4. If a cache agent splits a command, the correspdonding ineniory
agent may never pass on that command. (Similarly, a cache agent
may not pass on commands split by the corresponding memory
agent.)

In order to check the above property, we first had to strengthen our
model. SMV provides a method for specifying acceptance con(litilols.
and we used this facility. To ensure that arbitration is fair, we can just
require that infinitely often, each device is chosen as the bus master.
We can require that responses eventually be issued by enforcing

(GF P. in.atlr) --+ GF( P. rspondcr j slhUrvd

V P. in ashc'r A P. cmid = s:harrd-rrsisns ).

(I'nforti natelv, SMV only supports fairness constraints of t le furtil

A, GF pi. tlowever, we are already requiring that GF P. mash r. so we
simiplified the above constraint to just

GF(P.responder j shared V P. ma. ter A P.cmd = shared-response).
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This is known as the B' method [611.) To eliminate the last problem,
we added some interlocks to the state of the bus bridge. When the
cache agent splits a read-shared, it eventually sets an interlock to let
the memory agent knows that it needs a valid copy of the line. The
memory agent sees this interlock and, if necessary, issues a read-shared
on its bus to obtain the data. It also splits all requests that would
require invalidating the data while the interlock is set. Eventually,
the cache agent gets the data, issues a shared-response, and clears the
interlock.

We begin by considering just the single bus case. When we tried to
verify property 6.9 directly, we found that the time and space required
was excessive. One reason was that we could no longer hide most of
the state components (as described in section 6.4). This is because
the property and the acceptance conditions depend on the previously
hidden components. Also, evaluating the AF operator when there are
acceptance conditions requires a nested fixed point computation. A
large number of iterations were needed for this computation to con-
verge. Because of these problems, we did an assume-guarantee style
verification. To begin, consider why we expect the property to be true,
i.e., what properties of the environment of a cache must hold? If the
environment does not split the read-shared, then the cache will obtain
the data as part of the transaction. If the read-shared is split, then the
environment must evwetually issue a shared-rc-sponse:

AG( P. master A P. cmd = ruTad-shared A -WT A SR

-+ AF CMD = shared-response). (6.10)

(CMD is the command line on the bus.)
We now use this property as an assumption about the environment

of P and then try checking the desired specification. It does not hold:
the counterexample produced by the model checker shows a situation
in which the environment behaves so as to cause the P.crror state
component to become true. As we have already verified

AG(-'d.bus-error A -,d.error)

(property 6.1), we make this an assumption as well. The verification
again fails, and the trace shows a situation where the read-shared is not
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split, but where the cache fails to transition to a readable state because
CMD is not equal to P.cmd. This obviously should not occur, so we
add the following assumption:

AG(P.master -* CMD = P.cmd). (6.11)

With the above assertion, the property still may not hold: if the en-
vironment asserts WT while issuing the shared-response, the processor
cache does not change its state. However, modules should not assert
WT in this situation:

AG(CMD = shared-response - -- WT). (6.12)

Taken together, these assumptions are strong enough to imply the prop-
erty 6.9. At this point, we have verified

(6.10, 6.1,6.11, 6.12) P(6.9).

Of the assumptions that needed to be discharged, 6.10 is the most
complex, so we consider it first. We will check it using the bus model B
plus some assumptions about the devices on the bus. The natural
assumption about each device is:

AG(-'d.master A CMD = read-shared A -" WT A sr

AF ('D =.sharcd-rc'spon.). ((i.13)

This states that if a device splits a rrad-shared, then eventually a
.shared-response must occur. Making this assumption about every dc-
vice (except P) and then checking 6.10 shows that 6.10 did not hold.
The error trace involves P splitting its own read-shared. This is clearly
illegal, so we assume

AG( P.imaster A P.crnd = read-shared --+ -,P.sr). ((i. 11)

With this additional assumption, property 6.10 is true.

(6.14,6.13 for each d) B (6. 10)

To verify 6.13, we go back to the model of a processor cache. Based
on our earlier experience, we assume that no errors would be detected
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and that any commands the cache issues will appear on the bus (prop-
erties 6.1 and 6.11). We also assume that the cache will get to be bus
master to issue the shared-response:

AG AF P1.master. (6.15)

With these assumptions, the model checker produces an error trace
that s•Lows the cache splitting a read-shared and the environment sub-
sequently issuing a read-modified. The cache raises Pl.wt to hold up
this read, but WT does not go high on the bus. At this point, the P1
loses the responder-shared attribute. We therefore assume

AG(PI.wt --. WT). (6.16)

This is still not sufficient to prove 6.13. The counterexample has P1
observing WT on the bus and acquiring the requester-waiting attribute
before splitting the read-shared and acquiring responder-shared. In
this case, the device that raises WT should also assert it during the
read-shared. In general, Pl should never have nontrivial requester and
responder attributes at the same time:

AG(Pl.responder = none V Pl.requester = none). (6.17)

Adding this assumption is sufficient:

(6.1, 6. 11, 6.15, 6.16, 6.17) P1 (6.13).

A similar proof shows that memory also satisfies 6.13 (with slightly
weaker assumptions).

Property 6.17 can be verified using tile method described in sec-
tion 6.4. Basic properties such as 6.15 and 6.16 are checked using just
the bus model B with no assumptions. The fact that caches do not
split their own read-shared commands (6.14) can be verific( using just,
the processor cache model. To show that 1VT is not asserte(l during
s;hared-response transactions (6.12), we show that for each device

AG( CMD = sharrd-rcsponse - -,d. wi),

and then used these properties as assumptions together with the bus
model. At this point, all assumptions have been discharged. About
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two minutes of CPU time were required to verify all of the assumptions
except 6.1 and 6.17. (The time required for these is given in table 6.1.)

Let us now consider a hierarchical configuration (figure 6.5). Sup-
pose that we want to prove property 6.9 for P3. The key point is to
demonstrate that CA always responds to those read-shared transactions
that it splits (property 6.13). We expect this to be true since:

I. the system of interlocks that we added to the model will cause
MA to issue a read-shared if needed; and

2. we should be able to prove analog of property 6.9 for read-shared
transactions issued by the memory agent.

P1 P2

Bus 2

P3 MA

Bus I

Figure 6.5: Ilierarchical configuration

To try to prove 6.13 for CA, we used the cache agent and miem-
ory agent models. We assumed the latter condition above, plus other
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basic properties such as 6.1 and 6.11. Several iterations were devoted
to getting the interlock mechanism working. Even after this however,
the property was still found to be false. Based on the error trace, we
concluded that 6.9 in fact does not hold in hierarchical systems. The
scenario indicated by the counterexample is the following (refer to fig-
ure 6.5). Pl obtains a exclusive-modified copy of the cache line. At this
point, the bridge is in the remote-exclusive-modified state. P3 issues
a read-shared on the bottom bus, and CA splits the transaction. An
interlock is set to tell the memory agent to retrieve the data. P2 issues
a read-modified on the top bus, and P1 intervenes and splits the trans-
action. Next, MA sees the interlock and tries to issue a read-shared.
However, since P1 is already processing a split transaction for the line, it
asserts WT and MA acquires the requester-waiting attribute. Now P1
issues a modified-response and transitions to the invalid state, while P2
goes to exclusive-modified. MA clears the requester-waiting attribute,
but before it can rearbitrate for the bus, PI issues a read-modified which
P2 intervenes in and splits. At this point the process repeats: MA tries
to issue a read-shared but is told to wait by P2, and eventually the
modified cache line passes back to P1. Thus, MA never successfully is-
sues the read-shared and never obtains the data. What we have found
is that fair arbitration is not sufficient to guarantee absence of livelock.
(Actually, it is hard to imagine any arbitration scheme that would avoid
this problem. It seems that some sort of queue-based system for record-
ing requ:ests wo,,ld he required. Because this represents a substantial
change to the protocol, we did not attempt to develop a model that,
guarantees progress. Another possibility would be to re(piire that the
memory agent be sufficiently fast. That is, if the memory agent. is guiar-
anteed to rearbitrate immediately to try to issue the read-shared after
it sees the modified-response, and if the arbitration is fair, then it may
be possible to prove progress.)

Overall, our approach of performing assumne-giiarantee style verifi-
cation by working backwards from the desired property seems to be
fairly natural. Coiunterexamples from the model checker ar, ussed to
guide the selection of appropriate assumptions at each stage. Further,
in situations like the above where the proplerty that we are trying to
verify does not hold, we are eventually led to a counterexample repre-
senting a real error condition. This is an important point, since most
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of the verification time and elfort is spent working on incorrect designs.
Assume-guarantee reasoning can still be an effective tool in these siii-
ations.

6.7 Summary

We have demonstrated our verification techniques using a substantial
example, the IEEE Futurebus+ cache coherence protocol. We con-
structed an abstract model of the protocol and checked whether it sat-
isfied a temporal logic specification of cache coherence. In performing
the verification, we found two errors. We used assume-guarantee rea-
soning to check liveness properties of the protocol. We were able to
show that the single-bus version of the protocol did satisfy our liveness
specification, but that livelocks may occur in a hierarchical configura-
tion.
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Conclusion

We have described methods for doing compositional verification and for
using abstraction in the context of temporal logic model checking. Our
techniques are based on ACTL, a subset of CTL in which we eliminate
the E path quantifier. We showed how to do full assume-guarantee
style reasoning with ACTL, and how to use abstr Lction to verify sys-
tems that manipulate data in non-trivial ways. To demonstrate that our
techniques were practical, we used abstraction and assume-guarantee
style reasoning to verify the IEEE Futurebus+ cache coherence proto-
col. During the verification process, we discovered errors in the IEEE
standard.

While we have considered a number of examples besides the Fui-
tiirebus+ protocol, we would like to gain more experience in trying to
apply our techniques to real systems. We feel that it is particularly im-
portant to look at a single system across several levels of albstraction.
Recall that in the Futurebus+ example, we constructed the abstract
model directly since we did not have a formal low-level model. (While
much of the standard is expressed in terms of boolean attribltes, they
are poorly structured, riot entirely formal, and incomplete.) As such,
we were not able to automatically apply abstraction via observers or
the techniques described in section .1.2 to this example. It would be
interesting to devehlp an i plementation-level description of one of tdiv
types of lIuureblms+ module's (e.g., a processor boMrd ) and t~o try to
show that the model we used is a valid abstraction.

There are also a number of theoretical questions that we would like

207
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to address. One question concerns the exact complexity of the compo-
sitional model checking problem for full CTL. In chapter 2, we showed
that it was NP-hard, and, since our interest is mainly in practical meth-
ods, developed a polynomial-time approximation algorithm. However.
it is not even entirely clear that the problem is decidable. One ap-
proach for showing decidability would be to try to reduce the problem
to a containment problem on tree automata. It is well known that the
set of computation trees satisfying a CTL formula is an w-regular tree
language [46, 811 and is accepted by a finite automata on infinite trees.
If the set of computation trees representing the closed systems that
can be obtained by composition with a given Moore machine is also
w-regular, then the problem can be solved by testing inclusion between
the two automata.

Another problem involves deciding whether -< holds between two
arbitrary structures. We believe that we have a polynomial-time algo-
rithm for this problem, but we have not proved it correct. It roughly
involves executing a fixed point compntation like that involved in test-
ing language inclusion as discussed by Clarke, Draghicescii, and lKur-
shan (26]. However, even if our algorithm is correct, we are not op-
timistic that it will work well in a BDD-based setting. It may be
more important to look for additional approximation algorithms for
this problem.

We believe that it mav be possible to use ideas similar to those ill
section 4.2 in order to generate abstractions of infinite state systellis.
If the program describing the system is written in terms of abstract
data types described by algebraic specificatiolns [65], we believe that
alutomated theorem proving and term rewriting techluiques coild be
used to derive abstract versions of the primitive operators. Of course
the abstracted systems would have to be finite state in order to apply
oiir model checking tools. It, is nrot vyet, clear how conservativye t hes,.
finite approximations will be.

Finally, there is work to be done on helping the user apply the tech-
niquies that we have proposed. Our methods require that the user deilc
on appropriate assumptions during an assume-guarantee proof and ouu
what abstractions to make. It is ,ii likely t'.,at either of t hese steps canl
be fully automated, but it may be possible to provide hints. For exam-
pie, if the user is trying to verify a system involving a data path, then
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the examples that we verified in chapters 4 and 5 can suggest useful
abstractions. There is also the problem of providing feedback when the
verification fails. Since our verification methods are conservative, the
traces produced by the tools when verifying an abstract model need not
actually correspond to legal executions in the actual system. It may
be possible to use the information from the abstract-level verification
to constrain a lower-level search for an actual error trace. Alterna-
tively, lower-level information might be used to guide the generation of
a meaningful abstract-level counterexample.
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Appendix A

Summary of BDDs

Reduced ordered binary decision diagrams (BDDs) are a canonical form
representation for boolean functions [17]. They are often substantially
more compact than traditional normal forms such as conjunctive nor-
mal. form and disjunctive normal form, and they can be manipulated
very efficiently. Hence, they have become widely used for a variety
of applications, including symbolic simulation, verification of combi-
national logic, logic synthesis, and finite-state verification. A BDD is
similar to a binary decision tree, except that its structure is a directed
acyclic graph rather than a tree, and there is a strict total order placed
on the occurrence of variables as one traverses the graph from root to
leaf. Figure A.1 shows an example BDD. It represents tie function
(a A b) V (c A 4), using the variable ordering a < b < c < d. Given all
assignment of boolean values to the variables a, b, c and d, one" can de-
cide whether the assignment makes the function true by traversing the
graph beginning at the root and branching at each node based on the
value assigned to the variable that labels tie node. For example, the
aIssignment {a = 1, b = 0, c = 1, i = I} leads to a leaf node lhbeled 1.
hence the function is true for this assignment.

Bryant showed that. given a variable ordering, there is a canonical
BDD for every function [17]. This canonical form is obtained by starting
from an ordered (but not necessarily reduced) binary decision diagram
and applying the following two reduction rules. First, if two tiodes II

and n 2 in the graph are isomorphic, then we delete n 2 and redirect all of
the arcs going into n 2 so that they point to nh. Second, if the two arcs
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a

b

c6

0

0 1

Figure A.1: A BDD representing (a A b) V (c A d)
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coming out of a node n, both point to the same node n 2, then we delete
n, and redirect all arcs into n, so that they point to n2 . Eventually,
we will not be able to apply either rule. At this point, the graph is
a canonical reduced ordered binary decision diagram. The size of a
BDD can depend critically on the variable ordering. For many of the
functions that seem to arise in practice, there are orderings for which
the BDD size is polynomial in the number of variables.

An important property of BDDs is that they degrade gradually:
most operations can be performed in polynomial time, and the results
of those operations are polynomial in the size of the inputs to the
operation. Given BDDs for f and g, logical combinations of these
functions such as f V g and -,f can be computed in time linear in the
product of the sizes of the argument BDDs. Quantification over a single
variable (3x f) is requires polynomial time, but quantification over a set
of variables may be exponential in the number of variables. However, in

practice, quantification is usually efficient since it reduces the number
of variables that the function depends on. Substituting a function g
for the variable x in f is also polynomial. Multiple (simultaneous)
substitution is exponential in the worst case, but again is usually well-
behaved in practice.

In our work, we use BDDs as a means of representing sets, relations,
and functions over finite domains, and for manipulating these objects.
Given a f;,iite domain D, we first encode the elements of D using a set V
of booleaii variables. Let us suppose for simplicity that D has exactly
"2k elements and that V consists of k variables. Then every valuation of
the variables iMu V corresponds to exactly one element of D. A boolean
function < over V can be identified with the set of valuations that
make the function true. By identifying each such valuation with the
corresponding element of D. we can view X as representing a subset
of a. Thris is called the (harI,, cl-ri.tic f71714-11011 ?YcprCIsCnIT tiflo of thC
set. lRelations over. e.g., 1) x 1) (-all be represented in it sitnilar wav.

except now we need 2k boolean variables to encode the pairs of elenments
of D. Functions are simply viewed as a special case of relations. There
is a close correspondlen'ce between set and relational op'rat ions a11d

logical operations on tOw corresponding characteristic fuinctions. Fw-r

example, if DI and D2 are subsets of D anti are represented by \D1,

and XD2 , respectively, then the characteristic .'unction for DI U D2 is
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simply XD, V XD 2 . Other operations that can be performed efficiently
include intersection, quantification over elements of D, functional and
relational composition, etc.
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